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Kort om CYBER1

Goda forutsattningar for strategisk tillvaxt 2023

CYBER1 ar ledande inom radgivning om och I6sningar for cybersakerhet pa ett antal marknader runt
om i varlden och erbjuder manga olika produkter. Vi har unika mojligheter att hjalpa vara kunder att
std emot cyberattacker.

CYBER1 har varit noterat pd First North Growth Market sedan 2016. Forutom huvudkontoret i
Stockholm har vi ett flertal kontor i Afrika och inom hela EMEA, vilket skapar goda mojligheter till att
anpassa tjansterna till lokala forutsattningar och sakerhetshot. Varje land har unika behov.

TRINEXIA &r en betrodd distributor av ledande mervardesldsningar inom cybersdkerhet, forensik,
styrning, risk och efterlevnad i Europa, Mellandstern, Afrika, Sydafrika och Indien. Vi bidrar konsekvent
och framgangsrikt till vara samarbetspartners utveckling. Tillsammans med vara partners utformar och
levererar vi intuitiva, tillforlitiga och ledande andamalsenliga I6sningar samtidigt som vara
medarbetare, partnerskap och resultat vacker respekt.

CYBER1 Solutions — vara radgivningslosningar omfattar informationssdkerhet, hantering av it-risker,
upptackt av bedragerier, styrning och efterlevnad. Vi har dven en komplett uppsattning hanterade
tjanster. Dessutom erbjuder vi skraddarsydda sakerhetstjanster dver hela linjen, med en portfélj som
stracker sig fran utformning av vara kunders sadkerhetsstrategier till den dagliga driften av
klientsdakerhetslosningar. Har samarbetar vi med varldsledande sakerhetsforetag for att kunna
leverera spetsteknik toppad med vart stora utbud av professionella tjanster.

C1 SOC — ett stabilt nasta generations sakerhetscenter (SOC) kan starka féretags cybersakerhet genom
att erbjuda forbattrad hotinformation, automatisering, synlighet i realtid samt efterlevnad av
bestdmmelser och normer. Gartner rekommenderar att foretag som inte har de resurser och den
sakkunskap som kravs for att bygga upp och uppratthalla ett eget SOC lagger ut funktionen pa
entreprenad. CYBER1 SOC erbjuder fortlopande 6vervakning av avancerade hot i andpunkter, natverk,
molnmiljéer och applikationer. Vara tjanster upptacker nya, framvaxande och etablerade hot med
hjalp av de senaste metoderna inom hotanalys och hotjakt.

Att lagga ut ett SOC pa entreprenad till en Managed Security Services Provider (MSSP) kan medféra ett
antal fordelar:

e Tillgang till expertresurser — MSSP kan ge tillgang till erfarna sdkerhetsteam som kan évervaka
och hantera hot dygnet runt.

e Kostnadsbesparingar — MSSP kan tillhandahalla SOC-tjanster till en kostnad som understiger
vad det kostar att bygga upp och underhalla ett eget SOC.

e Skalbarhet — MSSP kan snabbt trappa upp eller ner tjansterna pa basis av foretagets
foranderliga sakerhetsbehov.

e Flexibilitet — MSSP kan tillhandahalla en uppséattning SOC-tjanster som ar anpassad till
foretagets sarskilda behov och krav.




Hoéjdpunkter 2022

Sdkerhetsmedvetenhet blir en av CYBER1:s globala hanterade tjanster

Under 2022 meddelade CYBER1 att vart utbud av tjanster kommer att utékas med kampanjhantering
och anvandarutbildning om sdkerhetsmedvetenhet. Detta tillsammans med det ledande
sakerhetsforetaget KnowBe4 som strategisk partner i fraga om sikerhetsutbildning och medvetenhet.
KnowBe4 tillhandahaller varldens storsta plattform fér utbildning om sakerhetsmedvetenhet och
simulerad phishing, vilken anvands av 6ver 44 000 foretag i hela varlden.

Nagra andra insatser som ror utbildning om sakerhetsmedvetenhet &r

- planering av utbildningskampanjer om phishing och sdkerhetsmedvetenhet utifran organisationens
behov,

- genomforande och administration av utbildningar om phishing och sdkerhetsmedvetenhet,
- fullt anpassningsbart innehall som distribueras till medarbetarna och
- rapportering till ledningen om beteendet i organisationen, med rekommendationer.

CYBER1:s dotterbolag Dynamic Recovery Solutions (DRS) (nu CYBER1 Solutions South Africa)
uppgraderas till Elite-status i partnerskapet med Mimecast

Cybersdkerhetsspecialisten DRS (nu CYBER1 Solutions South Africa), ett av CYBER1:s dotterbolag, har
uppgraderats fran Premier-status till Elite-status i dess strategiska partner Mimecasts globala
aterforsaljarprogram. Mimecast ar ett ledande féretag inom e-postsakerhet och motstandskraft mot
cyberattacker. Pa grund av den exponentiella 6kningen av antalet attacker med utpressningstrojaner
och via e-post under det senaste aret ar detta partnerskap en viktig milstolpe fér bolaget.

CYBER1 sdkrar 3 500 000 € i rorelsekapital fran aktiedgarna for nasta tillvaxtsteg

I juni 2022 meddelade CYBER1 att vi har sdkrat det rorelsekapital som kravs fér bolagets strategiska
tillvaxtinitiativ samt for att slutféra rekonstruktionen.

Lanet gjorde det mojligt for bolaget att paskynda viktiga initiativ for strategisk tillvaxt ytterligare,
liksom att betala sina aterstaende skulder till externa fordringsagare inom ramen for det offentliga
ackord som ar en del av rekonstruktionsprocessen och som tradde i kraft den 29 juni 2021 (dar
Stockholms tingsratt fattade beslut om 75 procents nedskrivning av bolagets tidigare oprioriterade
fordringar).

CYBER1 avslutar formellt rekonstruktionen sedan aterstaende utdelning har utbetalats
CYBER1 har bekraftat att skyldigheterna till foljd av rekonstruktionsprocessen har fullgjorts.

CYBER1 sdkrar 1 500 000 € i ytterligare finansiering fran befintliga aktiedgare och 6kar sin dgarandel
i Cyber Security Africa Distribution Africa (nedan kallat CSAD) och Cyber Security South Africa (nedan
kallat CSSA) till 100 %

| september sakrade CYBER1 vytterligare finansiering av verksamheten och for att underlatta
genomforandet av forvarven i Cyber Security Africa Distribution Africa och Cyber Security South Africa.

Agarandelen i CSSA och CSAD &kade till 100 %. CSSA och CSAD har byggt vidare p& sina goda resultat
2020 och redovisade en sammantagen omsattning pa 11,4 miljoner euro 2021.Den sammanlagda
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kopeskilling pa skuldfri basis som CYBER1 betalade for férvarven uppgick till 2,172 miljoner euro, enligt
foljande:

CSAD: cirka 1,35 miljoner euro totalt (inklusive frislappande av séljarens ansprak), varav 937 000 euro
skulle betalas vid tilltrddet den 10 oktober 2022 och de aterstaende cirka 413 000 enligt en
delbetalningsplan med slutdatum den 28 februari 2023.

CSSA: cirka 822 000 euro totalt (inklusive frislappande av séljarens ansprak ), varav 312 500 euro skulle
betalas vid tilltradet den 10 oktober 2022 och de aterstaende cirka 509 500 enligt en delbetalningsplan
med slutdatum den 28 februari 2023.

CYBER1:s aterforsaljardivision byter namn till CYBER1 SOLUTIONS
CYBER1 har meddelat att bolagets aterforsaljardivision numera kallas CYBER1 Solutions.

Detta ar i linje med de globala tillvaxtplanerna: bolaget utoékar sin rdackvidd och sammanfor
dotterbolagen under ett gemensamt paraply.

Palo Alto Networks utnamner CYBER1 till NextWave Diamond Innovator

CYBER1 har meddelat att bolaget nu ar en NextWave Diamond Innovator enligt Palo Alto Networks.
CYBER1 ingar nu i en exklusiv grupp kanalpartner som uppfyller kraven avseende resultat, kapacitet
och verksamhet for status som Diamond Innovator i Palo Alto Networks program NextWave Channel
Partner.




Koncernchefen har ordet

Fortsatt expansion banar vagen for 6kad tillvaxt och Ionsamhet

Basta aktiedgare!

Det glader mig att fa presentera de formella resultaten av rdkenskapsaret 2022, som nu har avslutats.
Efter den rekonstruktion som genomférdes 2021 har nasta steg i var strategi varit att oka var
kundanskaffning, att slutfora integreringen av de tva nya forvarven och att utveckla nasta generations
sakerhetscenter. Detta har vi gjort under 2022.

Den inledande utvidgningen av den tekniska expertisen, forskottskostnaderna for sakerhetscentret
och investeringarna i kundanskaffning paverkade som vantat I[6nsamheten 2022. Vi ar fast 6vertygade
om att dessa atgarder var nddvandiga for att skapa aterkommande intdkter pa lang sikt och oka
Ibnsamheten i hela koncernen. Vi har redan visat att vi kan leverera vart sakerhetscenter som en tjanst
i hela varlden samt skapa mervarde fér nya kunder och mallander. Vi borjar se fordelarna med denna
strategi redan 2023 och ser fram emot att halla vara aktiedgare uppdaterade om framstegen under de
kommande manaderna.

Nar dessa bitar nu ar pa plats stravar bolaget efter fortsatt tillvaxt under de kommande aren. Sasom vi
har beskrivit i vara kvartalsrapporter har vart priméra strategiska fokus varit féljande:

e Att expandera till vara malomraden genom att identifiera marknader dar befintliga kunder,
samarbeten med leverantorer och rekommendationer kan skapa mojligheter. Genom att
utnyttja de operativa naven i EMEA som stdd for de operativa och tekniska kraven har vi tagit
oss in pa nya marknader till lagre kostnader dn konkurrenternas.

e Att utveckla ndsta generations sdkerhetscenter pa global niva genom att dra nytta av lagre
driftskostnader samtidigt som var erfarna och kompetenta personal tillhandahaller en
forstklassig sakerhetsovervakningstjanst.

e  Att visa upp var starka forsaljningsplattform som bygger pa den senast innovativa tekniken pa
marknaden for att na viktiga kunder i olika delar av de privata och offentliga sektorerna i EMEA.

e Attidentifiera nya verksamhetsomraden pa basis av nya trender pa marknaden. Integreringen
av DevOps med cybersakerhet (till DevSecOps) ar ett sadant exempel pa nya omraden med
betydande tillvaxtmojligheter fér CYBER1.

For att uppna ovanstaende malsattningar har det varit viktigt att sammanféra vara erbjudanden till en
tydlig och koncis linje tillsammans med berérda parter i cybersidkerhetens vardekedja. Det faktum att
I6snings- och radgivningsbolagen doptes om till CYBER1 Solutions respektive TRINEXIA har varit
oerhort positivt for var overgripande varumarkesanpassning. Den tydliga atskillnaden mellan
TRINEXIA ( mervardeadderande distribution) CYBER1 Solutions (radgivningslésningar) och nasta
generations sakerhetscenter (C1 SOC) har gjort att bolaget kan genomféra sin strategi med stark
inriktning pa vart erbjudande till kunderna och vara relationer med leverantorerna. For att na vara
strategiska mal skapade bolaget C1 SOC under 2022. Styrelsen &r fast Overtygad om att
kapitalinvesteringarna for att infora detta erbjudande kommer att bidra positivt till CYBER1:s stallning
pa langre sikt, i och med att foretagen soker sig till specialiserade leverantorer for att fa hjalp att
minska sina risker. Alla nya erbjudanden ar forenade med startkostnader for att sékerstalla att vi kan
leverera kvalitet. Vi maste ha tekniskt kunnig personal, siakra lokaler och den senaste tekniken. Vid
sidan av investeringen i att erhalla internationellt erkdnda ackrediteringar tror vi att C1 SOC kommer
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att ge positiv avkastning samtidigt som bolaget far goda majligheter till fortsatt kundanskaffning och
uppforsaljning.

Nar nu 2022 ar till anda fortsatter CYBER1 att strava mot sina strategiska mal for 2023 genom att bygga
vidare pa framstegen pa de fyra prioriterade tillvixtomradena. Bolagets vision ar att skapa varldens
mest motstandskraftiga cybersdkerhetsmiljoer for vara kunder, och var strategi kommer att géra dem
redo att hantera de senaste hoten. Jag vill tacka vara olika intressenter, sarskilt vara aktiedgare for ert
fortsatta stod under 2022. Vi har genomfort det forsta steget i vara strategiska planer och ser fram
emot att frigora ytterligare kommersiell potential i var verksamhet samtidigt som vi lagger grunden for
fortsatt tillvaxt.

Stockholm den 5 maj 2023
Robert Brown

Koncernchef och vd




Argument for att investera i CYBER1

Fyra nyckelomraden driver tillvaxt

CYBER1 har utmarkta mdjligheter att fortsatta att vdxa i snabb takt i hela EMEA, tack vare vara
forstklassiga produkter och tjanster, var historia av tillvdxt och en stark bakomliggande
marknadsefterfragan pa cybersdkerhet.

Fortsatt behov av firdigheter och kunskaper samt global brist pa medarbetare som kan
cybersakerhet

Under de senaste tva aren har den totala efterfragan pa siakerhetskompetens férandrats pa ett
intressant satt. Tidigare har antalet lediga platser globalt sett 6kat, men den tekniska utvecklingen och
fortsatta automatiseringen fick till foljd att vakanserna minskade under bade 2021 och 2022. Trots
detta forvantas det finnas 3,5 miljoner lediga tjanster 2025. Detta har medfort 6kade kostnader for att
tacka tillkommande resurser och de I6sningar som kravs for att tillgodose behoven hos en snabbt
expanderande sdkerhetsmiljo.

Enligt Gartner kommer de globala utgifterna for cybersdkerhet att ha en genomsnittlig arlig tillvaxttakt
pa 11 % till 2026, vilket innebér att de totala arliga utgifterna berdknas komma att uppga till 244
miljarder euro. Investeringar i molnldsningar ar ett exempel pa omraden som kommer att ha en
omedelbar exponentiell tillvaxt, enligt prognoserna 27 % till 2023 (6,24 miljarder euro). Vi bor
samverka med vara leverantorer for att mota efterfragan pa tjanster av detta slag och sakerstalla att
vara tjanster tillgodoser kundernas behov samtidigt som vi drar nytta av den 6kade férsaljningen.

Lokal ndrvaro inom cybersdkerhet

CYBER1 har sju bolag som framst ar verksamma i EMEA, men vilkas globala rackvidd utékas i och med
var produkt nasta generations SOC. Trinexia Distribution har kontor i Sydafrika, Mauritius och
Forenade Arabemiraten. CYBER1 Solutions svarar for koncernens radgivning och l16sningar i Sydafrika,
Kenya, Europa och Mellandstern. Vart bolag C1SOC, som tillhandahdller 6vervakning och
hotinformation dygnet runt, ar baserat i Sydafrika.

Bolagen har tekniska specialister som gor det mojligt att tillsammans med sédlj- och
utvecklingsavdelningarna utvdrdera sakerhetsmiljoer och rekommendera I6sningar for varje unik
kundmiljo. De olika marknaderna ar beroende av det samarbete CYBER1:s personal har med de
specialiserade aterforsidljarna inom cybersidkerhet. Dessa samarbeten innebar att CYBER1-koncernen
som helhet utgor en vag in till de snabbast vixande regionerna.

Specialisttjanster

CYBER1 ar en ledande leverantér av innovativa losningar och tjanster pa omradet cybersakerhet.
Genom att bolaget har ingatt partnerskap med ett stort antal ledande cybersakerhetsforetag kan dessa
forse sina kunder med en stark forsvarslinje mot potentiella hot.




Vid sidan av férsaljning av programvara erbjuder CYBER1 ocksa professionella tjanster som bidrar till
att identifiera potentiella sarbarheter, ger expertrad om forebyggande losningar och ser till att
lampliga rutiner finns pa plats i handelse av sdkerhetstillbud.

CYBER1:s nasta generations sdkerhetscenter anvander sig av spjutspetsteknik for realtidsévervakning
av kundernas sdkerhet pa distans. Denna funktion ger CYBER1:s kunder ett mycket gott férsvar mot
cyberattacker.

Tack vare sin diversifierade uppsattning produkter och tjanster har CYBER1 goda forutsattningar att
kunna fortsatta att generera starka forsaljningssiffror och bibehalla sunda marginaler i framtiden.
CYBER1 &r ett kundfokuserat bolag som stréavar efter att tillhandahalla Overldgsna
cybersakerhetslésningar och halla alla sina kunder trygga och sékra.

CYBER1 erbjuder otvertraffade programvaruldsningar och tjdnster i fraga om cybersidkerhet. Bolaget
har licensrattigheter att sdlja programvara fran ett stort antal leverantoérer inom cybersakerhet, vilket
skapar mojligheter att erbjuda ett starkt skydd. Bolaget anvander ocksa professionella tjanster for att
identifiera brister, fungera som radgivare kring olika l6sningar och se till att ratt processer finns pa
plats i hdndelse av dataintrang. Nasta generations sdkerhetscenter ger kunder en chans att skydda sig
mot cyberattacker genom att CYBER1 Gvervakar sdkerheten i realtid, pa distans. Vara utvalda
produkter och tjanster ger CYBER1 mdjlighet att 6ka sin forsdljning och bibehalla goda marginaler
framover.

Marknader och trender
Mellandstern och Afrika

| manga lander i MellanGstern investeras det kraftigt i kommersiell verksamhet, som ett sitt att
diversifiera och minska tyngdpunkten pa produktion av utvinning av naturresurser. Marknaden for
cybersdkerhet i Mellandstern berdknas komma att uppga till 42 miljarder euro 2028, med en tillvaxt
pa 17,1 % under perioden 2022-2028. Till foljd av den okande digitaliseringen vantas alltmer
sofistikerade cyberattacker mot tung industri som kan resultera i ekonomiska skador och
anseendeskador, stranga statliga regelverk och cyberattacker bli de framsta drivkrafterna pa
marknaden. Nodvandiga atgarder for att trygga den Overgripande sdkerheten och de tekniska
framstegen i fraga om molnl6sningar och sakernas internet har 6kat antalet potentiella anvandare pa
vertikala marknader.

Enligt Markets and Markets forvantas marknaden for cybersdkerhet i Mellandstern uppvisa en snabb
tillvaxt i olika lander i regionen. Saudiarabien vdntas ha den stérsta marknadsandelen och dominera
marknaden for cybersdkerhet i Mellandstern under perioden 2022-2027, till foljd av behovet av att
skydda foretag i olika sektorer, sdasom bank och férsakring, energi, el, gas och vatten, offentliga tjanster
och forsvar, hélso- och sjukvard, it och informationsteknologiska tjanster mot avancerade hot. Denna
utveckling ar en foljd av kravet pa investeringar i nya smarta stader och statliga projekt.

| foretagsvarlden i Mellandstern finns det ett antal trender som rér kompetens och kunskaper om
viktiga sdakerhetskomponenter. PwC:s Digital Trusts Insights (Middle East 2022) pavisar en klar brist pa
lampliga mekanismer for att skydda sig mot och bekdmpa risker som sammanhdnger med
molnsdkerhet, sakernas internet och leveranskedjan fér programvara.
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| Afrika skapar den snabba digitaliseringen ett antal nya hot. Eftersom tekniken har anammats sa fort
har foretagen i den privata sektorn inte alltid varit sa strikta i fraga om inbyggda sakerhetsskydd.
Bristen pa lagstiftning om cybersdkerhet &r ytterligare en komplikation. Det finns fortfarande
afrikanska lander som saknar formell lagstiftning eller forslag till sddan (se nedan). Trettionio lander i
Afrika har lagstiftning (72 %), i tva lander finns det forslag om lagstiftning (4 %), i tolv lander saknas
lagstiftning (22 %) och fran ett land saknas data (2 %). | Europa har daremot sdkerhetslagstiftning
inforts i mycket hogre grad, i 91 % av landerna. De afrikanska féretagens mognadsgrad kan ha stor
betydelse fér CYBER1:s strategi och vara majligheter i Afrika. KPMG skriver i sin Africa Cyber Security
Outlook att 97 % av de stora foretagen har faststdllda strategier om cybersdkerhet medan
motsvarande andel for sma och medelstora foretag ar 77 %.

Det finns betydligt stérre utrymme for bolaget att erbjuda sina hanterade tjanster, skapa storre insyn
i sdkerhetsmiljén och ge stod till sma och medelstora foretag. Stora féretag har kanske inte samma
behov. Nar det géller de storre féretagen kommer tillvdgagangssattet att erbjuda storskaliga 16sningar
i kombination med support och implementering att paskynda uppndendet av
informationssdkerhetschefernas mal och sakerstélla att I6sningarna ger dnskade resultat sa snabbt
som mojligt. Vi bor prioritera att erbjuda sma och medelstora foretag vara SOC-tjanster som
komplement, antingen som en strategi for att skaffa kunder eller som ett tillagg till en annan [6sning i
infrastrukturen.

Sverige och dvriga Europa

En potentiell tillvaxtmarknad for CYBER1-koncernen ar Sverige och Europa som helhet. En stor del av
den lagstiftning som ror landerna i Europeiska unionen hanteras av Europeiska byran fér nat- och
informationssdkerhet (Enisa), som har publicerat en oversikt 6ver de framsta framvaxande hoten fram
till 2030. Nar det géller framvaxande hot betraktades ett antal férmodade framsteg och scenarier pa
nedanstdende omraden vasentliga for forstaelsen av cybersakerhetssituationen 2030:

o Blockkedjeteknik, deepfakes och internetrelaterad brottslighet i en miljo med stora
datamangder.

e Miljévanliga, hallbara och sammankopplade smarta stader (icke-statliga aktorer).

e Mer data, mindre kontroll.

e Hallbar energi, automatiserat arbete/korta anstallningar.

e Lagstiftning, snedvridning, utrotning och globala hot.

Med sitt hogt kvalificerade tekniska team ar CYBER1 ar val positionerat for att minska och eliminera
de potentiella hot som utnyttjar spridningen av kanslig information.
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Finansiella héjdpunkter

Starka resultat och goda maojligheter till strategisk tillvaxt

CYBER1-koncernen uppvisade en stark omsattningsokning 2022 samtidigt som forvarven av Cyber
Security South Africa och Cyber Security Africa Distribution och investeringen i nédsta generations
sakerhetscenter slutfordes. Intakterna 6kade med 25 %, fran 37 218 000 € 2021 till 46 833 000 € 2022.

Betydande investeringar har gjorts for att genomféra koncernens strategi att 6ka sitt engagemang i
viktiga malregioner och erdvra nya territorier for specialiserade aterforséljare.

Bolaget ar val positionerat for strategisk tillvaxt 2023, bade organiskt och genom nya forvarv.




Forvaltningsberattelse

Cyber Security 1 AB ("CYBER1”), organisationsnummer 556135-4811, ar moderbolag inom Cyber
Security 1 AB-koncernen. Bolaget, noterades pa Nasdaq First North i september 2016. Det ar ett
holdingbolag som direkt eller indirekt dger de rorelsedrivande dotterbolagen i Cyber Security 1 AB-
koncernen.

CYBER1 &r ett agilt och globalt bolag som ar noterat pa Nasdaq och har kontor i Sverige, Storbritannien,
Forenade Arabemiraten och Afrika. Bolaget erbjuder produkter och l6sningar inom cybersakerhet for
bade den offentliga och den privata sektorn, och hjalper organisationer att minska cyberrisker, bli
motstandskraftiga mot attacker samt analysera processer, rutiner och system med avseende pa
bristande regelefterlevnad och sarbarheter.

CYBER1 har ett stort antal organisationer inom offentlig och privat sektor som kunder, bland annat
inom statliga myndigheter, sjukvard, detaljhandel, forsakring, tillverkning och hotell- och
restaurangbranschen. Bolaget ar specialiserat pa tjanster inom sidkerhet, risk och regelefterlevnad. Det
gor det mojligt att erbjuda optimala l6sningar inom betalningar, kommunikation, natverk och e-
handelssakerhet. CYBER1 designar, implementerar och forvaltar |6sningar som skyddar kritisk it-
infrastruktur, datatillgdngar, oberoende produktradgivning och professionella tjanster inom samtliga
omraden for cybersakerhetsapplikationer.

CYBER1:s aktiebok fors av Euroclear.
Mangold Fondkommission AB har fungerat som certifierad radgivare at CYBER1 under aret.

Koncernens resultat for rakenskapsaret 2022 uppgick till -3 866 000 € (2021: 4 378 000 €). Koncernens
eget kapital uppgick den 31 december 2022 till 4 150 000 € (2021: 7 803 000) varav -453 000 (2021:
189 000) ar hanforligt till minoritetsaktiedgare.

CYBER1 AB:s resultat for rakenskapsaret 2022 var -16 611 € (2021: 3 132 759). Foregaende ar
redovisade moderbolaget en skuldnedskrivning som en del av den rekonstruktionsprocess som
inleddes under rakenskapsaret 2021. Moderbolagets aktiekapital uppgick den 31 december 2022 till
7 446 329 € (2021: 4 402 658).

CYBER1 har tagit fram och publicerat en bolagsstyrningsrapport som finns att ldsa pa var webbplats
www.cyberl.com

Nyckeltal

Nyckeltal koncernen 2022 2021
Intakter (tusen euro) 46 833 37218
Resultat fore skatt (tusen euro) (3 866) 4378
Rorelsemarginal (tusen euro) 9313 10 087
Kassaflode fran den I6pande verksamheten (tusen (4 824) -1 565
euro)

Resultat per aktie fore utspadning (0,0037) 0,0082
Antal aktier vid periodens slut 1021313480 710802 055

Anstallda vid periodens slut 197 169



http://www.cyber1.com/

Transaktioner med nédrstaende

Alla transaktioner med narstaende har genomforts pa marknadsmassiga villkor och beskrivs narmare
i not 21.

Bolagets aktier

Den 31 december 2022 hade bolaget totalt 1 021 313 480 emitterade aktier (2021: 710 802 055).
Kvotvardet uppgick till 0,0000262 € (2021: 0,000262 €) per aktie. Mer information om bolagets aktier
finns i noterna 18, 19 och 20.

Verksamhetsoversikt och fortlevnadsprincipen

Bolaget uppvisade en fortsatt stark omsattningsdkning 2022 samtidigt som férvarven av tva
distributionsforetag slutfordes. Bolaget ar val positionerat for att forbattra resultatet bade organiskt
och genom de nya forvarven under 2023. Bolagets ambition ar nu att paskynda en framtida tillvaxt,
varfor stodet fran befintliga och potentiella aktiedgare kommer att utvarderas under 2023. Analysen
av rorelsens kostnader visar att bolaget har goda mojligheter att sdkerstalla att respektive region klarar
sina hallbarhetsmal och 6kar aktiedgarnas varde i hela koncernen.

Strategi

Vart ledarskap syftar till att framja innovativa och experimentella arbetssatt inom ramen for en stérre
riskmedvetenhet, sa att vi kan na vara mal snabbare. Det kommande decenniet blir en avgérande
period for var bransch och vara investerare. Det finns goda utsikter till tillvaxt och efterfragan pa
cybersidkerhetsatgarder i framtiden fran foretagens sida, och den efterfrdgan maste vi fanga upp.
CYBER1:s tjanster och I6sningar behdvs mer an nagonsin for att skapa betydande varde for vara kunder
och hjélpa dem att na sina sakerhetsmal.

Cybersdkerhet ar en verksamhet som bygger pa fortroende, och var strategi maste i storre utstrackning
an hittills vara att stodja vara kunder i alla skeden av deras cybersdkerhetsresa pa basis av trovardighet
och sakkunskap. Nar bolaget nu gar in i 2023 ser vi atskilliga kommersiella mojligheter baserat pa hur
marknadsfaktorerna och leverantérernas teknik utvecklas samtidigt som kunderna i de regioner vi
verkar i staller hogre krav. Strategidokumentet for CYBER1 innehaller en bedémning av koncernens
aktuella stéllning och ett antal viktiga strategiska initiativ som kommer att leda till att CYBER1:s
omsattning och I6nsamhet 6kar och att vi tar storre marknadsandelar under perioden fram till 2025.

Bolagets vision ar att skapa varldens mest motstandskraftiga cybersakerhetsmiljo for vara kunder.
Detta ska vi astadkomma med hjalp av fyra huvudsakliga tillvdgagangssatt:

e Att expandera till vara malomraden genom att identifiera marknader dar befintliga kunder,
samarbeten med leverantdrer och rekommendationer kan skapa mojligheter. Genom att
utnyttja de operativa naven i EMEA som st6d for de operativa och tekniska kraven kan vi ta
oss in pa nya marknader till Iagre kostnader an konkurrenternas.

e  Att utveckla vart sakerhetscenter genom att dra nytta av lagre driftskostnader samtidigt som
var erfarna och kompetenta personal tillhandahaller en forstklassig
sakerhetsovervakningstjanst.

e Attt visa upp var starka forsaljningsplattform som bygger pa den senast innovativa tekniken pa
marknaden for att na viktiga kunder i olika delar av de privata och offentliga sektorerna i EMEA.




e Att expandera till nya verksamhetsomraden pa basis av nya trender pa marknaden.
Integreringen av DevOps med cybersakerhet (till DevSecOps) ar ett sadant exempel pa nya
omraden med betydande tillvaxtmojligheter for CYBER1.

Malet for de fyra strategiska punkterna ovan ar att dra full nytta av vara bolags sammantagna potential
for att skapa skalbar organisk tillvaxt. Pa vagen dit kommer vi fortsatt att vara relevanta fér vara kunder
och halla jamna steg med de stdandiga forandringarna av sdakerhetshotlandskapet.

Ekonomisk utveckling

Koncernens distributionsintakter har nastan férdubblats till 26 513 000 € (2021: 13 273 000) till foljd
av forvarv, nya kunder och forbattrade tekniska I16sningar.

Vara radgivningstjanster inbringade 20 373 000 € (2021: 23 394 000). Nedgangen ar framst hanforlig
till Afrika, dar nagra statliga upphandlingar férvantas under 2023.

Viasentliga hindelser under aret
Rekonstruktionen av bolaget (2021, slutférdes formellt 2022)

Den 28 juni 2021 fattade Stockholms tingsratt beslut om ett offentligt ackord som innebér 75 procents
nedskrivning av bolagets oprioriterade fordringar avseende perioden innan rekonstruktionen inleddes
i maj 2020. Bolaget har nu utbetalat aterstaende 25 % av skulden enligt ackordsuppgérelsen. Ackordet
omfattade totalt 190194 181 kronor, med en nedskrivning pa 142 645635 kronor och en
ackordsutdelning pa 47 548 546 kronor.

Mer information om bolagets rekonstruktion finns i CYBER1:s arsredovisning fér 2021.

Handelser efter rapportperioden

Det finns inga vasentliga handelser att rapportera.
Styrelse

Styrelse, vd och koncernchef

Styrelsen for bolaget under aret hade foljande sammansattning: Johan Bolsenbroek (ordférande),
Robert Brown, Alan Goslar, Pekka Honkanen och Zeth Nystrém.

Peter Sedin ar verkstallande direktor for CYBER1.
Medarbetare

Vid utgangen av rakenskapsaret uppgick antalet anstéllda inom koncernen till 197 anstallda, jamfort
med 169 personer vid borjan av aret.

Forskning och utveckling

| syfte att starka CYBER1:s position som en av de ledande globala cybersdkerhetsleverantérerna med
starka varumarken riktade till allmanheten i Afrika, Europa och Mellandstern investerar koncernen
framst sina resurser i fortsatt utveckling av egenutvecklade varumarken och diverse koncept och




servicelésningar for sina kunder och partner. Aktiviteter som implementerades under 2020
inkluderade fortsatt produktutveckling inom ramen foér bolagets varumarken, digitalisering, utveckling
av diverse servicekoncept och kundl6sningar, utveckling av logistik och e-handelslésningar for
aterforséljare samt utbildning for slutanvandare.

Finansiella risker och affarsrisker

En effektiv och systematisk beddmning av finansiella risker och affarsrisker ar viktig for CYBER1-
koncernen. | koncernens finansiella policy faststélls riktlinjer och mal for hantering av finansiell risk
inom koncernen och dari regleras dven ansvarsfordelningen mellan styrelsen for CYBER1, vd och
ekonomidirektor samt dotterbolagens verkstédllande direktorer. All hantering av utlandsk valuta och
kreditgivning till kunder hanteras inom ramen for den faststallda policyn. En detaljerad redogorelse
for finansiella risker och affarsrisker samt koncernens hantering av dessa finns i not 1, Finansiella
instrument och hantering av finansiella risker.

Framtida utveckling

Koncernens bolag kommer noggrant att bevaka marknadstrenderna under 2023. CYBER1-koncernen
har stor potential att fortsatta att forbattra sin lonsamhet inom manga omraden. Under aret kommer
vi att fokusera pa att expandera i vara malomraden, sprida var SOC-tjanst i EMEA, expandera till nya
affarsomraden (DevSecOps) och utnyttja vara relationer med leverantérerna for att skapa sa goda
partnerskap som mojligt i vara regioner, 6ka l6nsamheten och minska andelen medel som &r bundna
i form av rorelsekapital i koncernen. Koncernbolagen kommer att fortsatta att utveckla tjanster som
ror implementering av leverantorernas produkter och SOC-erbjudandet, som har svarat for en storre
del av koncernens totala omsattning under de senaste aren och kommer att vara viktigt for att 6ka
vara marginaler.

Koncerns mal fér den kommande konjunkturcykeln ar att minst uppna 20 procents omsattningsokning
och en forbattrad marginalmix.

Ordinarie bolagsstimma
Bolagsstdmman kommer att avhallas den 26 maj 2023.

Disposition av resultatet

Disposition av resultatet (EUR) 2022
Fritt eget kapital 4171717
Arets resultat (16 611)
Aktieemission 3023813

7178919
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Koncernens och moderbolagets balansrakningar

Koncernen Moderbolaget
Noter 2022 2021 2022 2021
Anldggningstillgangar
Nyttjanderattstillgangar 10 281 150 0 0
Materiella anlaggningstillgangar 9 333 366 0 0
Immateriella tillgdngar 22 22 22 22
Goodwill 7,8 6 735 6 630 0 0
Innehav i intresseforetag 749 1229 749 1229
Andelar i dotterbolag 11 0 0 4942 2321
2 8120 8397 5713 3572
Omséttningstillgangar
Koncerninterna lanefordringar 0 0 6978 5300
Uppskjutna skattefordringar 1 145 75 0 0
Varulager 1,13 151 6 0 0
Kundfordringar och 6vriga fordringar 1,14 23 500 18713 410 323
Kassa och bank 1 747 872 111 210
24543 19 666 7499 5833
Summa tillgangar 32663 28 063 13212 9 405
Eget kapital
Aktiekapital 267 186 267 186
Overkursfond 27 414 24 390 27 318 24 293
Balanserade vinstmedel (23 078) (16 883) (20 139) (20 076)
Ovriga reserver 0 (79) 0
Innehav utan bestdammande inflytande (453) 189 0 0
4150 7 803 7 446 4403
Langfristiga skulder
Lan fran aktiedgare 5028 0 5028 0
5028 0 5028
Kortfristiga skulder
Koncerninterna laneskulder 1 0 0 275 445
it:li)g)ll(::rna kostnader och férutbetalda 1 3951 3951 0 0
Avsattningar 1 1272 588 0 0
Leverantorsskulder och andra skulder 1 15830 13172 177 3816
Skatteskuld 1 216 239 (11) 0
Ovriga kortfristiga skulder 1 240 603 297 741
Leasingskulder 1,10 366 303 0 0
Checkrakningskredit 1 1610 1404 0 0
15 23485 20 260 738 5002
Summa skulder 28 513 20 260 5766 5002

Summa eget kapital och skulder 32663 28 063 13 212 9 405




Koncernens och moderbolagets rapporter 6ver totalresultatet

Rapport 6ver totalresultatet for rakenskapsaret 2022

Koncernen Moderbolaget

Noter 2022 2021 2022 2021
Bruttoresultat
Intakter 2 46 833 37218 714 599
Kostnad for salda varor (37 520) (27 131) 0 0
Bruttoresultat 9313 10 087 714 599
Rorelsens kostnader
Administrationskostnader (3 950) (2 964) (631) (556)
Avskrivningar 5 (541) (326) 0 0
Forsaljningskostnader 3 (8 460) (6 348) (56) (104)
Ovriga rérelsekostnader 0 0 0 0
Rorelsens kostnader (12 951) (9 638) (687) (660)
Rorelseresultat (3638) 449 27 (61)
Ovriga intikter
Intdkter fran narstaende bolag (15) 129 0 0
Ovriga intikter (15) 129 0 0
Ovriga kostnader
Finansiella kostnader (310) (122) (16) (2)
Finansiella intakter 151 53 0 0
Ovriga finansiella poster 24 4002 (6) 3305
Valutakursvinst/(-férlust) (78) (133) (22) (109)
Ovriga kostnader (213) 3800 (44) 3194
Resultat fore skatt (3 866) 4378 (17) 3133
Skatt
Arets resultat (3 866) 4378 (17) 3133
Ovrigt totalresultat
Ovriga totala intikter och kostnader 0 0 0 0
Summa totalresultat for aret (3 866) 4378 (17) 3133
Hanforligt till:
Moderbolagets aktiedgare (3173) 4345
Innehav utan bestdammande inflytande (693) 33

(3 866) 4378




Koncernens rapport 6ver forandringar i eget kapital

Rapport 6ver forandringar i eget kapital for rikenskapsaret 2022

Innehav utan Summa

Balanseradebestammande  Andra eget
Koncernen Aktiekapital Overkursfond vinstmedel inflytande reserver  kapital
Ingdende balans 91 20 858 (21 228) 156 311 189
Justering av ingdende 0 0 0 0 0 0
balans
Summa totalresultat 0 0 4345 33 0 4378
Omrakning av 0 0 0 0 (390) (390)
utlandsk valuta
Kvittningsemission, 46 1834 0 0 0 1880
netto efter
transaktionskostnader
Aktieemission 49 1699 0 0 0 1748
Saldo per den 31 186 24 390 (16 883) 189 (79) 7 803
december 2021
Summa totalresultat 0 0 (3173) (693) 0 (3866)
Omrékning av 1 0 (3022) 50 79 (2893)
utlandsk valuta
Kvittningsemission, 0 0 0 0 0 0
netto efter
transaktionskostnader
Aktieemission 80 3024 0 0 0 3105
Saldo per den 31 267 27414 (23078) (453) 0 4150

december 2022




Koncernens och moderbolagets kassaflodesanalyser

Kassaflédesanalys for rikenskapsaret 2022

Koncernen Moderbolaget
Noter 2022 2021 2022 2021

Resultat efter finansiella poster (3 866) 4378 (17) 3133
Justering for poster som inte ingar i kassaflodet m.m.

Ovriga poster 10 (3 305) (3305)
Avskrivning av materiella anlaggningstillgangar 541 326 0 0
Betalda rantor (310) (255) (16) 0
Erhallna réntor 151 750 0 0
Minskning(+)/ 6kning(-) av varulager (145) 446 0 0
Okning(-)/minskning(+) av rérelsefordringar (4176) (3421) (1743) 780
Okning(+)/ minskning(-) av rorelseskulder 3204 771 (3530) (2 908)
Summa forandringar i rorelsekapitalet (1117) (2 204) (5273) (2 128)
Kassaflode fran den lIopande verksamheten (4591) (950) (5 306) (2 300)
Betald inkomstskatt (233) (615) (120) 0
Kassaflode fran den I6pande verksamheten (4824) (1565) (5 426) (2 300)
Kassafléde fran investeringsverksamheten

Forvarv av dotterbolag 0 1 (2 621) (20)
Innehav i intresseféretag (276) (1 100) 0 (1 100)
Forvarv av anlaggningstillgangar (514) (189) 0 0
Kassaflode fran investeringsverksamheten (790) (1 295) (2 621) (1120)
Kassafléde fran finansieringsverksamheten

Nyemission 3105 1744 3105 2 388
Lan 5028 2 896 4821 1240
Innehav utan bestdammande inflytande 0 0 0 0
Utbetald utdelning 0 0 0 0
Avbetalningar pa leasingskulder (65) 0 0 0
Kassaflode fran finansieringsverksamheten 8068 4640 7926 3628
Nettokassaflode fran kvarvarande verksamheter 2454 1605 (121) 208
Nettokassaflode fran avvecklade verksamheter 0 0 22 0
Valutaomrakningsreserv (2579) 175 0 0
Likvida medel vid arets borjan 872 (733) 210 2

Likvida medel vid arets slut 747 872 111 210




Moderbolagets rapport 6ver forandringar i eget kapital

Rapport 6ver forandringar i eget kapital for rikenskapsaret 2022

Omréakning

Balanserade av utlandsk Ovriga Summa eget
Moderbolaget Aktiekapital Overkursfond vinstmedel valuta reserver kapital
Ingdende balans 91 20760 (23 209) 0 0 (2 358)
Arets resultat 0 3133 0 0 3133
Kvittningsemission, netto 46 1834 0 0 0 1880
efter
transaktionskostnader
Aktieemission 49 1699 0 0 0 1748
Saldo per den 31 186 24 293 (20 076) 0 0 4403
december 2021
Arets resultat 0 0 (17) 0 0 (17)
Omrakning av utlandsk 1 1 (47) 0 0 (45)
valuta
Kvittningsemission, netto 0 0 0 0 0 0
efter
transaktionskostnader
Aktieemission 80 3024 0 0 0 3105
Saldo per den 31 267 27 318 (20 139) 0 0 7 446

december 2022




Redovisningsprinciper och forklarande noter till de finansiella rapporterna

Denna koncernredovisning omfattar moderbolaget Cyber Security 1 AB (nedan kallat “CYBER1” eller
"moderbolaget”) organisationsnummer 556135-4811, och dess dotterbolag (nedan tillsammans
kallade "koncernen”). CYBER1 AB ar ett svenskt aktiebolag med sate i Stockholm. Adressen till
huvudkontoret ar Cyber Security 1 AB, Box 70396, 107 24 Stockholm.

Denna arsredovisning, inklusive koncernredovisningen, undertecknades och godkédndes for publicering
av styrelsen i CYBER1 den 5 maj 2023. Moderbolagets och koncernens resultatrakningar och
balansrdkningar, som ar inkluderade i arsredovisningen och koncernredovisningen, ska godkidnnas av
den ordinarie bolagsstdmman den 26 maj 2023.

De mest vasentliga redovisningsprinciperna som har tillampats vid upprattandet av de finansiella
rapporterna anges nedan och, nar tillampligt, i de efterféljande noterna. | huvudsak anvands samma
principer fér moderbolaget och koncernen. Moderbolagets redovisningsprinciper som avviker fran
dem som tillampas av koncernen, eller som anses viktiga att beskriva, anges under en separat rubrik
efter denna not.

Vasentliga redovisningsprinciper

De redovisningsprinciper som beskrivs nedan har tillampats konsekvent pa poster som anses
vasentliga for de finansiella rapporterna.

Grund for upprattande och efterlevnad av redovisningsstandarder

Koncernredovisningen har upprattats i enlighet med International Financial Reporting Standards (IFRS)
som har publicerats av International Accounting Standards Board (IASB), samt tolkningar utfardade av
International Financial Reporting Interpretations Committee (IFRIC) sdsom de har antagits av EU for
rakenskapsar som boérjar den 1 januari 2018 eller senare. Ut6ver arsredovisningen har kompletterande
redovisningsregler for koncerner (RFR 1) fran Radet for finansiell rapportering tillampats.

Moderbolaget tillampar samma redovisningsprinciper som koncernen, férutom for de fall som
specificeras i not 1 till moderbolagets finansiella rapporter.

Anvandning av bedémningar i de finansiella rapporterna

For att utarbeta finansiella rapporter i enlighet med IFRS maste ledningen gora bedémningar och
uppskattningar som paverkar redovisningsprinciperna och de redovisade beloppen for tillgangar,
skulder, intakter och kostnader. Dessa bedomningar och uppskattningar baseras pa historiska
erfarenheter och flera andra faktorer som kan anses vara relevanta under radande férhallanden. Det
faktiska resultatet kan avvika fran dessa bedomningar och uppskattningar. Bedémningar och
uppskattningar granskas regelbundet och férandringar i bedémningarna redovisas i tillamplig period.

Bedémningar som gors av ledningen i frdga om tillampningen av IFRS som har vasentlig paverkan pa
de finansiella rapporterna, och uppskattningar som kan medféra vasentliga justeringar av féljande ars
finansiella rapporter, beskrivs narmare i not 2 Vasentliga uppskattningar och bedémningar.
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Grund for konsolidering

Koncernens finansiella rapporter inkluderar moderbolaget och dess dotterbolag. De finansiella
rapporterna for moderbolaget och dess dotterbolag, som utgor en del av koncernredovisningen, avser
samma period och upprattas i enlighet med samma redovisningsprinciper.

Koncernredovisningen omfattar de finansiella rapporterna fér moderbolaget och dotterbolagen fram
till den 31 december 2022. Koncernen tillampar forvarvsmetoden. Enligt denna ska resultaten for
dotterbolag som har férvarvats eller avyttrats under aret inga i koncernens resultatrakning fran och
med férvarvsdatumet och fram till dess att de avyttras.

Dotterbolag ar foretag som kontrolleras av koncernen. Koncernen kontrollerar ett foretag nar
koncernen ar exponerad for, eller har ratt till, rorlig avkastning fran sin inblandning i féretaget samt
har formaga att paverka avkastningen genom sitt inflytande. Potentiella rostberattigade andelar som
kan utnyttjas tas i beaktande nar koncernen bedémer huruvida den utévar kontroll. Férvarvsdatumet
ar den tidpunkt da kontrollen 6verfors till férvarvaren. Dotterbolagens finansiella rapporter inkluderas
i koncernredovisningen fran och med det datum da kontrollen uppstar och fram till dess att den
upphor. Forluster som ar hanforliga till innehav utan bestimmande inflytande i ett dotterbolag
allokeras till innehavet utan bestdmmande inflytande dven om detta resulterar i ett underskott.

Koncerninterna saldon och transaktioner samt orealiserade intdkter och kostnader till foljd av
koncerninterna transaktioner elimineras. Orealiserade vinster som ar resultatet av transaktioner
mellan koncernen och néarstaende bolag elimineras i proportion till andelen i intresseforetaget.
Orealiserade forluster elimineras pa samma satt som orealiserade vinster, men endast i en
utstrackning som det inte finns nagra tecken pa nedskrivningsbehov.

Forvarvsmetoden

Forvarvsmetoden anvands for redovisning av alla foretagsforvarv och samgaenden, oberoende av om
egetkapitalinstrument eller andra tillgangar forvarvats.

Den overforda ersattningen i samband med férvarvet av ett dotterbolag utgors av

- det verkliga vardet av de forvarvade tillgangarna,

- skulder till de tidigare dagarna,

- egna kapitalandelar som har emitterats av koncernen,

- verkligt varde av alla tillgangar eller skulder till féljd av en villkorad kdpeskilling och
- verkligt varde av befintliga kapitaltillgangar i dotterbolaget.

Identifierbara férvarvade tillgangar, skulder och ansvarsférbindelser i ett foretagsforvarv varderas med
nagra undantag inledningsvis till verkligt varde pa forvarvsdagen. Koncernen redovisar innehav utan
bestammande inflytande i den forvarvade rorelsen fran fall till fall antingen till verkligt varde eller till
innehavets proportionella andel av de redovisade beloppen fér den férvarvade rérelsens identifierbara
nettotillgangar.

Forvarvsrelaterade kostnader kostnadsfors nar de uppstar.
- Det belopp med vilket den 6verférda kdpeskillingen,
- summan av samtliga minoritetsintressen i den forvarvade rorelsen och

- det verkliga vardet per forvarvsdagen av tidigare egetkapitalandelar i det forvarvade foretaget
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overstiger verkligt varde pa identifierbara forvarvade nettotillgdngarna redovisas som goodwill. Om
dessa belopp ar lagre dn det verkliga vardet av de identifierbara nettotillgangarna i det forvarvade
dotterbolaget redovisas skillnaden direkt i resultatrakningen som ett forvarv till 1agt pris. Om
betalningen av nagon del av den kontanta kopeskillingen senarelaggs diskonteras de belopp som ska
betalas i framtiden till nuvardet per transaktionsdatumet. Den anvanda diskonteringsrantan ar
foretagets marginella upplaningsranta, som ar den ranta till vilken ett liknande Ian skulle kunna
erhallas fran en oberoende langivare pa jamforbara villkor.

Villkorade kopeskillingar klassificeras antingen som eget kapital eller som en finansiell skuld. Belopp
som klassificeras som finansiella skulder omvarderas senare till verkligt viarde och forandringar i
verkligt varde redovisas i resultatrakningen. Om ett rérelseférvarv genomfors i flera steg varderas de
eget kapitalinstrument som bolaget pa forvarvsdagen sedan tidigare innehar till verkligt varde per
denna dag. Vinster eller forluster till f6ljd av sddana omvéarderingar redovisas i resultatrakningen.

Innehav utan bestammande inflytande

| samband med forvarv av mindre dn 100 procent, nar ett innehav med bestdmmande inflytande
forvarvas, faststalls innehav utan bestammande inflytande antingen som en proportionerlig andel av
verkligt varde av identifierbara nettotillgdngar exklusive goodwill eller till verkligt varde. Innehav utan
bestammande inflytande i dotterbolag redovisas separat i koncernens eget kapital. Koncernens
resultat och samtliga komponenter i 6vrigt totalresultat ar hanforliga till moderbolagets aktiedgare och
till innehav utan bestammande inflytande. Forluster hanférliga till innehav utan bestimmande
inflytande redovisas dven om det leder till en negativ balans. Efterfoljande férvarv pa upp till 100
procent och avyttringar av andelar i ett dotterbolag som inte leder till en férlust av bestadmmande
inflytande redovisas som egetkapitaltransaktioner.

Avvecklad verksamhet

Avyttrad verksamhet redovisas som avvecklad verksamhet om den representerar en separat storre
verksamhetsgren eller ett geografiskt verksamhetsomrade som utgor verksamheter och kassafloden
som tydligt kan séarskiljas, bade vad galler verksamheten och for finansiell rapportering, fran
koncernen. Resultatet efter skatt av avvecklad verksamhet och vinsten eller férsluten av forsaljningen
presenteras som ett enda belopp pa resultatrdakningen for transaktionsdatumet eller per datumet nar
ledningen antar en forsaljningsplan, och den verksamhet som ska avvecklas omklassificeras som att
den verksamheten innehas for forsaljning. Nar en affarsverksamhet avvecklas eller klassificeras som
att den innehas for forsaljning omraknas tidigare resultatrakningar. Tidigare balansrakningar omraknas
inte.

Klassificering

Anlaggningstillgangar och langfristiga skulder i moderbolaget och koncernen bestar i grunden av
belopp som man férvantar sig kunna atervinna eller betala efter mer dn 12 manader fran balansdagen.
Omsattningstillgangar och kortfristiga skulder bestar i grunden av belopp som man férvantar sig kunna
atervinna eller betala inom 12 manader fran balansdagen.

Omrdkning av utldndska dotterbolag

Koncernbolagen upprattar sina finansiella rapporter i sin funktionella valuta, det vill sdga den valuta
som anvands i den primara ekonomiska miljoé dar de bedriver sin verksamhet. Dessa rapporter utgor
grunden for koncernredovisningen som upprattas i euro, vilket ar moderbolagets funktionella valuta
och rapportvaluta. De utlandska dotterbolagens resultatrakningar och balansrdkningar har omraknats
fran sin respektive funktionella valuta till koncernens rapportvaluta. Samtliga poster i
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resultatrakningarna har omraknats till genomsnittskursen fér rapportperioden, medan tillgangar och
skulder har omraknats till balansdagens kurs. Omrakningsdifferenser redovisas i 6vrigt totalresultat.

Viss langsiktig finansiering hanforlig till dotterbolagen, dar en reglering inte berdknas ske inom en
overskadlig framtid, betraktas som en 6kning av moderbolagets nettoinvesteringar i dotterbolagen.
Med beaktande av skatteeffekter redovisas valutakursvinster- och forluster i 6vrigt totalresultat.

Immateriella tillgangar

En immateriell tillgdng &r en identifierbar icke-monetéar tillgang som saknar fysisk substans.
Immateriella anldggningstillgangar som identifieras och viarderas separat fran goodwill fran
rorelseforvarv kan omfatta varumdarkesrelaterade, kundrelaterade, avtalsrelaterade och/eller
teknikrelaterade tillgangar. Vanliga marknadsforings- och kundrelaterade tillgangar dr varumarken och
kundrelationer. Kundkontrakt och kundrelationer ar hanforliga till kundlojalitet och kassaflédet som
forvantas uppkomma under dessa tillgangars aterstaende berdknade nyttjandetid. Kostnaden for den
hér typen av immateriella tillgangar utgors av deras verkliga varde per forvarvsdatumet, beraknat i
enlighet med etablerade varderingsmetoder.

Utvecklingskostnader redovisas endast som en immateriell tillgang om det ar tillrdckligt sannolikt att
utvecklingsprojektet kommer att generera ekonomiska férdelar i framtiden och kostnaden for
tillgangen kan varderas pa ett tillforlitligt satt. Kostnaden for kapitaliserade utvecklingskostnader
inkluderar endast kostnader som &r direkt hanférliga till utvecklingsprojektet. Ovriga internt
genererade immateriella anlaggningstillgangar redovisas inte som tillgangar. | stéllet redovisas
kostnaderna som en kostnad under den period nar de uppkommer.

Samtliga immateriella anlaggningstillgangar skrivs av linjart under sina nyttjandeperioder och granskas
per varje balansdag. Avskrivningen inleds fran och med det datum da de ar tillgangliga for anvandning.
Vissa varumarken har obegransad livslangd och skrivs inte alls av. Immateriella anlaggningstillgangar
med obegransade nyttjandeperioder och goodwill nedskrivningstestas systematiskt per varje
balansdag.

Rorelseférvarv och goodwill

Rorelseforvary redovisas i enlighet med forvarvsmetoden. Nar ett rorelseférvarv uppkommer
identifieras och varderas bolagets tillgangar (inklusive icke-redovisade immateriella
anlaggningstillgangar) och skulder (inklusive eventualforpliktelser och framtida
omstruktureringskostnader) till verkligt varde.

Om den kopeskilling som har betalats av koncernen ar storre an verkligt varde pa de identifierade
nettotillgangarna redovisas skillnaden som koncernens goodwill. Goodwill varderas fortldpande till
anskaffningsvarde med avdrag for ackumulerade nedskrivningar. Eftersom det inte ar mojligt att gora
enskilda nedskrivningstester for goodwill, allokeras den till en eller flera kassagenererande enheter,
beroende pa hur goodwill évervakas for interna syften. CYBER1 har allokerat goodwill till tre
kassagenererande enheter: Afrika, Mellandstern och Europa.

Goodwill skrivs inte av men provas for eventuellt nedskrivningsbehov arligen.




Materiella anldggningstillgdngar och avskrivning

Materiella anlaggningstillgangar ar fysiska tillgdngar som anvands i koncernens verksamhet och har en
berdaknad nyttjandeperiod pa 6ver ett ar. Materiella anlaggningstillgangar redovisas initialt till
anskaffningsvarde och skrivs av linjart under sina uppskattade nyttjandeperioder. Vid redovisningen
av materiella anlaggningstillgangar beaktas ett eventuellt restvarde nar det avdragsmassiga beloppet
for tillgangen faststalls. Avskrivning inleds nar tillgangen ar klar att borja anvdandas. Mark skrivs inte av.
Materiella anlaggningstillgdngar tas bort fran balansrékningen vid avyttring eller nar inga framtida
ekonomiska fordelar vantas antingen fran forsaljning eller anvandning. Eventuella vinster eller
forluster berdknas som skillnaden mellan avkastningen fran forsaljningen och tillgangens redovisade
varde. Vinsten eller forlusten redovisas i resultatrakningen som 6vriga kostnader eller dvriga intakter
under den riakenskapsperiod da tillgangen avyttrades.

Restvdrde, nyttjandeperiod och avskrivningstakt for en tillgang granskas per slutet av varje
rakenskapsar och justeras vid behov for efterféljande perioder.

Vanliga kostnader for underhall och reparationer kostnadsférs vartefter de uppkommer. Kostnader
hanforliga till vasentliga fornyelser och forbattringar redovisas emellertid i balansrakningen och skrivs
av under den underliggande tillgangens aterstaende nyttjandeperiod.

Avskrivning kostnadsfors I6pande till resultatrakningen under respektive nyttjandeperiod for varje
post for en materiell anlaggningstillgang.

De berdknade nyttjandeperioderna ar:

- Forbattring av hyrd egendom >6ar

- Inventarier och ovrig liknande utrustning >3 ar

Avskrivningsmetoder, nyttjandeperioder och restvdrden ses dver per varje balansdag.
Nedskrivning avimmateriella och materiella anldggningstillgangar

Om CYBER1-koncernen far interna eller externa indikationer pa att vardet av en tillgang har minskat
testas tillgangen fér nedskrivning. For goodwill och tillgdngar med obegriansade nyttjandeperioder ska
sadana nedskrivningstester utféras minst arligen, oavsett om det finns sadana beldgg fér nedskrivning
eller inte. Om en tillgang inte kan testas separat 6verfors den till en kassagenererande enhet till vilken
identifierbara kassafloden kan allokeras.

En nedskrivning ska redovisas for en tillgang eller en grupp tillgangar (kassagenererande enheter) om
det redovisade virdet ar hogre &an atervinningsvardet. Atervinningsvirdet ar det hogre av
nyttjandevardet och realiserbart varde netto. Nedskrivningar redovisas i resultatréakningen.

For samtliga tillgdngar utom goodwill och immateriella anlaggningstillgdngar med obegransad
nyttjandetid gérs en bedémning per varje balansdag for att bedéma om det finns en indikation pa att
en tidigare nedskrivning, helt eller delvis, inte langre ar rattfardigad. Om antagandet som ligger till
grund for berdkningen av en tillgdngs atervinningsvarde har férandrats Okas verkligt varde for
tillgangen eller tillgdngarna till dess atervinningsvarde. En sadan aterforing ska inte 6verstiga det varde
som bolaget skulle ha redovisat efter av- och nedskrivningar om nedskrivningen inte hade redovisats.
Aterféringen redovisas i resultatrikningen savida inte tillgdngen redovisas till ett omraknat belopp i
enlighet med en annan standard.

Redovisade varden for koncernens tillgangar, forutom finansiella tillgangar, tillgangar som innehas for
forsdljning och avyttringsgrupper som redovisas i enlighet med IFRS 5, inventarier,
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forvaltningstillgangar som anvands for att finansiera ersattningar till anstdllda och uppskjutna
skattefordringar, testas i enlighet med IAS 36 pa varje balansdag for att avgéra om det finns en
indikation pa ett nedskrivningsbehov. Om en sadan indikation finns beddoms tillgdngens
atervinningsvarde. En nedskrivningskostnad redovisas i resultatrdkningen nar det redovisade vardet
Overstiger det berdknade atervinningsvardet.

Goodwill allokeras till olika kassagenererande enheter. Om allokeringen av goodwill inte kan slutforas
fore slutet pa det ar under vilket forvarvet genomférdes bor da den initiala allokeringen genomféras
fore slutet pa det rakenskapsar som foljer pa det ar da forvarvet genomfordes. | ett sadant fall ska
belopp hanforliga till icke-allokerad goodwill samt varfor de inte har allokerats anges. Nedskrivning av
goodwill och immateriella anldggningstillgdngar med obegransade nyttjandeperioder aterfors inte.

For goodwill och andra immateriella anlaggningstillgdngar med obegransade nyttjandeperiod som
annu inte ar klara att anvanda berdknas atervinningsvardet arligen eller nar en nedskrivning kréavs.
Atervinningsviardena, som definieras som det hogre av nyttjandevardet och det verkliga virdet med
avdrag for kostnad for avyttring, faststélls vanligen baserat pa nyttjandevardet, med tillampning av
diskonterade kassaflodesberakningar. En nedskrivningskostnad registreras pa resultatrakningen nar
det bokforda vardet Overstiger atervinningsvardet. For nedskrivningstest allokeras goodwill och
varumarken med obegriansad nyttjandeperiod till den lagsta nivan av grupper av kassagenererande
enheter, baserat pa produktgrupper och geografiska marknader, dar det 6vervakas av ledningen.

Aterféring av nedskrivningar som redovisats i tidigare perioder fér andra tillgdngar dn goodwill
redovisas nar det finns en indikation pa att en nedskrivning som redovisats under tidigare perioder
inte langre foreligger eller kan ha minskat. En nedskrivning som har redovisats som goodwill aterfors
inte i efterféljande perioder.

Immateriella anlaggningstillgdngar inom CYBER1 avser till vasentliga delar goodwill, kundrelationer
och varumarken. Bedomningar gors pa l6pande basis for att sdkerstalla att det redovisade vardet for
goodwill, kundrelationer och varumarken inte 6verstiger det atervinningsbara vardet. Immateriella
anlaggningstillgangar med obegransad nyttjandeperiod skrivs inte av, men testas for
nedskrivningsbehov minst arligen eller ndr omstandigheter pekar pa att vardet pa den immateriella
tillgangen har sjunkit. Nedskrivningstest inkluderar vasentliga bedémningar som gors av ledningen,
sasom antaganden om framtida kassafléden som anvands vid vardering av tillgangarna. Framtida
héandelser kan fa ledningen att dra slutsatsen att indikatorer pa nedskrivning foreligger och att en
immateriell anlaggningstillgang bor skrivas ned. En nedskrivningsforlust kan ha vasentlig paverkan pa
den finansiella stadllningen och resultatet av verksamheten. Koncernens immateriella
anlaggningstillgangar uppgick per den 31 december 2022 till 22000 € och av- och
nedskrivningskostnader uppgick till 110 000 €. Goodwill har redovisats som en immateriell tillgang och
uppgick till 6 735 000 €.

Moderbolagets investeringar

Moderbolagets investeringar i anlaggningstillgangar bestar av innehav i dotterbolagen och redovisas
till anskaffningsvarde med avdrag fér vardeminskning.

Pensioner

Koncernen har endast avgiftsbestamda pensionsplaner. For avgiftsbestamda pensionsplaner betalar
koncernen avgifter till offentligt eller privat administrerade pensionsférsakringsplaner pa obligatorisk,
avtalsenlig eller frivillig grund. Koncernen har inga ytterligare betalningsforpliktelser nar avgifterna val
ar betalda. Avgifterna redovisas som personalkostnader fér den period de avser. Forutbetalda avgifter
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redovisas som en tillgang i den utstrackning som kontant aterbetalning eller minskning av framtida
betalningar forekommer. De pensionskostnader som redovisas i de finansiella rapporterna ar de
avgifter som koncernen har betalat under aret.

Redovisning av valutakurseffekter

Transaktioner noterade i en annan valuta dan koncernens funktionella valuta omraknas till kursen per
transaktionsdagen. Tillgdngar och skulder noterade i en annan valuta dn koncernens funktionella
valuta omraknas till balansdagskursen. Valutakursdifferenser redovisas i resultatrakningen.

Fordringar och skulder i utlandsk valuta

Fordringar och skulder noterade i en annan valuta dn koncernens funktionella valuta omraknas till
balansdagskursen. Valutakursvinster och -forluster hanférliga till rorelsefordringar och -skulder
redovisas i rorelseresultatet. Valutakursdifferenser hanforliga till finansiella tillgdngar och skulder
redovisas i finansiella kostnader i finansnettot. Per den 1 januari 2022 redovisas valutakursdifferenser
hanforliga till koncerninterna finansiella tillgangar i 6vrigt totalresultat.

Anvanda valutakurser:

Genomsnittlig kurs Balansdagens kurs
den 31 december den 31 december
Land Valuta 2022 2021 2022 2021
Dubai AED 3,88 4,36 3,94 4,17
Storbritannien GBP 0,86 0,86 0,89 0,84
Kenya KES 125,59 129,68 142,18 128,66
Sydafrika ZAR 17,27 17,44 18,25 18,13
USA usb 1,06 1,18 1,07 1,13
Sverige SEK 10,71 10,13 11,18 10,29

Hyresavtal

Fran och med den 1 januari 2018 redovisas leasingavtal som nyttjanderatter och leasingskulder pa
koncernens balansrdkning och de paverkas av ledningens bedémningar och berdkningar av vissa
variabler som har direkt inverkan pa redovisade belopp. Den mest vasentliga bedomningen &r
antagandet vad galler diskonteringsrantor som har tillampats vid berdkning av nyttjanderatter och
motsvarande leasingskulder. Andra bedémningar som kan ha en vasentlig paverkan pa de redovisade
beloppen ar bedémningar av sannolikheten for att optioner for att forlanga eller sdaga upp
leasingavtalen kommer att anvdndas eller inte. Bedomningen av huruvida optionerna for forlangning
eller uppsagning kommer att anvandas eller inte paverkar leasingperioden for framtida
leasingbetalningar som ar inkluderade i varderingen av leasingskulderna och tillhérande tillgangar med
nyttjanderatter. Per den 31 december 2022 uppgick koncernens leasingskulder till 366 000 € och
motsvarande belopp for nyttjanderatter uppgick till 281 000 €.

Rorelsesegment rapporteras pa ett satt som 6verensstimmer med den interna rapportering som
lamnas till verksamhetens hogsta beslutsfattare, det vill sidga verkstdllande direktoren.
Rorelsesegmenten ar Afrika, Mellandstern och Europa.

Leasingavtal klassificeras i koncernredovisningen antingen som finansiella eller operationella
leasingavtal. Finansiell leasing foreligger nar de finansiella riskerna och férmanerna med adgandet i allt

vasentligt har overforts till leasetagaren.




Tillgdngar som leasas under finansiella leasingavtal redovisas som anlaggningstillgangar i
balansrdkningen och redovisas initialt till det ldgre av den leasade tillgangens verkliga virde och
nuvardet av minimileasingbetalningarna nar leasingavtalet ingds. Atagandet att erligga framtida
leasingbetalningar redovisas som langfristiga och kortfristiga skulder. De leasade tillgangarna skrivs av
under nyttjandeperioden for tillgangen i fraga, medan leasingbetalningarna redovisas som ranta och
aterbetalning av skulden.

Leasingavtal dar leasegivaren i allt vasentligt behdller riskerna och formanerna med &gandet
klassificeras som operationell leasing. Betalningar for operationell leasing.

Klassificering och vardering
Finansiella tillgangar

Skuldinstrument: Klassificeringen av finansiella anlaggningstillgangar som ar skuldinstrument baseras
pa koncernens affarsmodell for att forvalta tillgangen och arten av avtalsenliga kassafléden.

Instrumenten klassificeras till

- upplupet anskaffningsvarde,

- verkligt varde genom Ovrigt totalresultat eller

- verkligt varde via resultatrakningen.

Koncernens skuldinstrument klassificeras till upplupet anskaffningsvarde.

Finansiella tillgdngar som klassificeras till upplupet anskaffningsvarde varderas initialt till verkligt varde
plus transaktionskostnader. Kundfordringar och leasingfordringar redovisas initialt till fakturerat
varde. Efter den initiala redovisningen varderas tillgangen i enlighet med effektivrantemetoden. |
enlighet med affarsmodellen halls tillgangar som klassificeras till upplupet anskaffningsvarde i syfte att
inhamta de kontraktsmassiga kassaflodena, vilka uteslutande utgors av betalningar av kapitalbeloppet
samt ranta pa kapitalbeloppet. Tillgangarna tacks in av en forlustreserv for férvantade kreditforluster.

Derivat varderas till verkligt varde via resultatrakningen. Koncernen tillampar inte sakringsredovisning.

Verkligt varde faststalls i enlighet med beskrivningen i not 20 Finansiella instrument och finansiell
riskhantering.

Finansiella skulder

Finansiella skulder klassificeras till upplupet anskaffningsvarde med undantag for derivat. Finansiella
skulder som klassificeras till upplupet anskaffningsvarde varderas initialt till verkligt varde plus
transaktionskostnader. Efter den initiala redovisningen varderas de till upplupet anskaffningsvarde i
enlighet med effektivrantemetoden.

Tillampning av IFRS 9

Den 1 januari 2018 bodrjade koncernen tillampa IFRS 9, som medger en bedOmning av
nedskrivningsbehov av finansiella tillgangar varderade till upplupet anskaffningsvarde, inklusive
kundfordringar och kontraktsarbete, i enlighet med den férenklade modellen fér forvantade
kreditforluster. Modellen innebédr att den forvantade forlusten under tillgangens nyttjandeperiod
redovisas direkt i resultatrakningen och Overvakas I6pande i enlighet med koncernens
riskhanteringspolicy fram till realiseringen. Nedskrivning berdknas baserat pa férviantade
kreditforlustnivder som anges individuellt, fordelat pd geografisk placering. Forlustnivaer berdknas
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utifran historiska data. Denna data baseras pa den férvantade forlusten under kundfordringens totala
|6ptid, korrigerat for uppskattningar av effekterna av foérvantade forandringar i relevanta parametrar,
exempelvis finansiell utveckling, politiska risker och sa vidare pa marknaden i fraga.

Kassa och banktillgodohavanden

Kassa och kortfristiga banktillgodohavanden i balansrakningen bestar av banktillgodohavanden,
tillgangliga kontanta medel och avistainlaning med ett forfallodatum hogst tre manader fran
forvarvsdatumet. Kassa och banktillgodohavanden omfattas av ett krav pa en forlustreserv for
forvantade kreditforluster.

Finansiella skulder
Koncernens finansiella skulder delas in i tva kategorier.

- Finansiella skulder varderade till verkligt virde via resultatrdkningen
— Finansiella skulder som innehas for handel
— Finansiella skulder som initialt varderas till verkligt varde (”verkligt varde-
alternativet”)
- Finansiella skulder varderade till upplupet anskaffningsvarde

Finansiella skulder varderade till verkligt varde via resultatrakningen

Vissa av koncernens forvarv omfattar tillaggskopeskillingar. Dessa redovisas som finansiella skulder
varderade till verkligt varde via resultatrakningen. Tillaggskopeskillingar har klassificerats pa niva 3
eftersom det inte finns nagra observerbara marknadsdata att tillampa. Forandringar i vardet pa
finansiella skulder som varderas till verkligt varde ("verkligt varde-alternativet”) och som ar tillampliga
pa forandringar i kreditrisken som ar forknippad med skulden ska redovisas i 6vrigt totalresultat.

Finansiella skulder varderade till upplupet anskaffningsvarde

Skulder redovisas initialt till verkligt varde minus eventuella transaktionskostnader. Under
efterfoljande perioder redovisas dessa skulder till upplupet anskaffningsvarde i enlighet med
effektivrantemetoden.

Avgifter som Dbetalas for Idaneataganden och 1an (provisionsavgifter) redovisas som
transaktionskostnader och allokeras 6ver laneatagandets/lanets |6ptid i resultatrékningen. | de fall dar
inga noterade priser eller indata ér tillgangliga for att vardera finansiella instrument till verkligt varde
anvands etablerade varderingsmetoder som kan vara beroende av noterade priser eller indata.

| vissa fall anvands varderingsmetoder som baserar sig pa bolagets egna antaganden och
uppskattningar. Verkligt varde for finansiella tillgdngar och skulder antas vara nominellt varde fér dessa
tillgangar och skulder med en |6ptid pa hogst ett ar. Verkligt varde for finansiella skulder ar deras
diskonterade kassafloden. Diskonteringen gors till den ranta som ar tillgénglig for koncernen for
liknande finansiella instrument.

K6ép och forsaljningar av finansiella tillgdngar redovisas per handelsdagen, vilket &r det datum da
koncernen forbinder sig att kopa eller sélja det finansiella instrumentet. Finansiella instrument tas bort
fran redovisningen nér ratten att erhalla eller betala kassafloden hanforliga till det finansiella
instrumentet 16per ut eller har Overforts, eller koncernen uttryckligen har overfort alla risker,
allokeringar och férpliktelser som hor samman med innehavet av den finansiella tillgangen eller
skulden.




Finansiella derivat och sdkringsredovisning

Finansiella instrument som &r derivat varderas initialt och fortsattningsvis till verkligt varde.
Forandringar i verkligt varde redovisas via resultatrdakningen savida de inte utgér en del av en effektiv
sakringsrelation och sdkringsredovisning tillimpas. S& snart ett derivatavtal har ingatts valjer
koncernen att klassificera derivatet som en verkligtvdaredesadkring, en kassaflddessakring eller en
sakring av en nettoinvestering i utlandska verksamheter. Om det foreligger en verkligtvardesakring och
kriterierna i IAS 39 &r uppfyllda redovisas fordndringarna i verkligt varde tillsammans med
forandringarna i vardet pa den sakrade posten i balansrdakningen. Fordandringar i vardet pa derivat som
utgor en del av en effektiv sakringsrelation redovisas som ovrigt totalresultat. Den ackumulerade
vardeforandringen for den har typen av derivat aterfors till resultatrakningen under samma period
som den sdkrade posten paverkar resultatet.

Nar ett sakringsinstrument saljs, avslutas, regleras, aterkallas eller pa annat satt upphor att uppfylla
kriterierna for sakringsredovisning redovisas i resultatrakningen eventuella vinster eller férluster som
har redovisats i Ovrigt totalresultat, och som ytterst redovisas som en justering antingen av kostnader
eller intékter nar den planerade transaktionen eller det antagna atagandet realiseras. Om en planerad
transaktion eller antagen forpliktelse emellertid inte langre férvantas uppkomma o6verfors den
ackumulerade vinsten eller forlusten som har redovisats i 6vrigt totalresultat for perioden under vilken
sakringen tillampas omedelbart till resultatrakningen.

CYBER1 tillampar inte sdkringsredovisning.
Nedskrivning av finansiella tillgangar

Forutom finansiella tillgangar som klassificeras till verkligt varde via resultatrakningen ar koncernens
finansiella tillgangar foremal for nedskrivning for forvantade kreditforluster. Nedskrivning gors dven
av avtalstillgangar som inte varderas till verkligt varde via resultatrakningen. Den forenklade
nedskrivningsmetoden kan tillampas pa samtliga av CYBER1:s finansiella tillgangar. | enlighet med IFRS
9 redovisas nedskrivningar framatriktat och en férlustreserv redovisas nar det foreligger en exponering
for kreditrisk, vanligtvis vid initial redovisning. Forvantade kreditforluster avspeglar nuvardet av alla
underskott i kassaflédena hanforliga till férvantade forluster, antingen for de ndrmaste 12 manaderna
eller for den forvantade aterstaende I6ptiden for det finansiella instrumentet, beroende pa typ av
tillgdng och potentiell kreditvardeminskning efter initial redovisning.

Forvantade kreditforluster aterspeglar ett objektivt, sannolikhetsviktat resultat som beaktar flera olika

scenarier baserade pa rimliga och valgrundade prognoser. Berdkningen av nedskrivningskraven for
osakra fordringar, som ar de mest vasentliga finansiella tillgdngarna som ar foremal fér en forlustrisk,
bestar av en kombination av en kollektiv och en enskild bedémning. | den kollektiva bedémningen gors
en avsattning for forlustrisken for samtliga kundfordringar som ar mer 180 dagar forsenade. For ovriga
kundfordringar gors en individuell bedémning av forlustrisken baserat pa kundens betalningsférmaga
och 6vriga relevanta faktorer for enskilda kunder eller for den specifika marknad dar kunden bedriver
verksamhet.

Per varje balansdag gor CYBER1-koncernen en bedémning av huruvida det foreligger nagra objektiva
omstandigheter som indikerar att en finansiell tillgang kan behdva skrivas ned. Finansiella tillgangar
redovisas i balansrakningen till upplupet anskaffningsvarde, det vill sdga netto av bruttovarde och
forlustreserven. Forandringar i forlustreserven redovisas i resultatrakningen.

Covid-19-pandemin fick patagliga ekonomiska konsekvenser for atskilliga branscher. Vad géller var
verksamhet har effekten varit forsumbar hittills och vi har ocksa haft en stark orderbok, men det ar

32 | Sida




svart att géra nagon bedémning av den langsiktiga effekten eftersom vi bara ar i den inledande fasen
av den har situationen.

Inkomstskatt
Aktuell skatt

Aktuella skattefordringar och skatteskulder fér den aktuella perioden och foregaende perioder
varderas till de belopp som forvédntas atervinnas fran eller betalas till respektive skattemyndighet.
Koncernens aktuella skatt berdaknas med tillampning av de skattesatser och -lagar som har beslutats
eller aviserats per balansdagen.

Aktuell skatt hanforlig till poster som redovisas i eget kapital och i 6vrigt totalresultat redovisas i eget
kapital och i 6vrigt totalresultat och inte i 6vrigt totalresultat och inte i resultatrakningen.

Uppskjuten skatt

Uppskjuten skatt redovisas per balansdagen i enlighet med balansrakningsmetoden for temporara
skillnader mellan skattebaserna for tillgdngar och skulder och deras redovisade véarden for
redovisningssyften. Uppskjutna skatteskulder redovisas for samtliga beskattningsbara temporédra
skillnader:

- utom ndr den uppskjutna skatteskulden uppkommer som ett resultat av nedskrivning av
goodwill eller nar en tillgang eller en skuld redovisas som en del av en transaktion som inte ar
ett rorelseforvarv och som, vid tidpunkten for transaktionen, varken paverkar den redovisade
vinsten eller det beskattningsbara resultatet, och

- for avdragsgilla temporara skillnader hanfoérliga till investeringar i dotterbolag, med undantag
for de fall dar tidpunkten for aterforingen av de temporara skillnaderna kan kontrolleras och
det ar sannolikt att de temporara skillnaderna inte kommer att aterféras inom en overskadlig
framtid.

En uppskjuten skattefordran redovisas for avdragsgilla temporéra skillnader, inklusive resultat 6verfort
i ny rakning i den man det ar sannolikt att det kommer att finnas ett beskattningsbart resultat mot
vilket de uppskjutna temporara skillnaderna kan utnyttjas.

Redovisade varden for uppskjutna skattefordringar granskas per varje balansdag och justeras i den
man som det inte ldngre ar sannolikt att en tillracklig beskattningsbar vinst kommer att finnas
tillganglig for att medge att hela eller delar av den uppskjutna skattefordran kan utnyttjas. Uppskjutna
skattefordringar och -skulder varderas till de skattesatser som géller for den period nar fordran
realiseras eller skulden betalas, baserat pa skattesatser (och -lagar) som har genomforts, eller i allt
vasentligt genomforts, per balansdagen. Uppskjutna skattefordringar och skatteskulder kvittas nar det
finns en legal ratt och nar den uppskjutna skatteskulden och skattefordran hanfor sig till samma enhet
i koncernen och till samma skattemyndighet.

Redovisning av kassaflode

Likvida medel omfattar kassabehallning, likvid bankinlaning och andra likvida investeringar med en
aterstdende 16ptid pa hogst tre manader fran forvarvsdagen. In- och utbetalningar redovisas i
kassaflodesanalysen. Kassafléde fran den l6pande verksamheten redovisas i enlighet med den
indirekta metoden.




Avsittning for forvantade kreditforluster pa kundfordringar

Kundfordringar redovisas initialt till transaktionspris i enlighet med IFRS 15 och darefter till upplupet
anskaffningsvarde. En forlustreserv for forvdantade kreditforluster gors per varje balansdag till ett
belopp som motsvarar de forvantade kreditférlusterna for den aterstaende perioden. Bedémningen
grundar sig pa kriterier som visar om risken har férandrats sedan datumet for initial redovisning.
Forlustreserven for forvantade kreditforluster redovisas i resultatrakningen under Ovriga
rorelsekostnader.

Uppskjutna skattefordringar

Uppskjuten skatt redovisas for temporara skillnader som uppkommer mellan det skattemassiga vardet
pa tillgdngar och skulder och dessas redovisade varden samt for resultat 6verfort i ny rékning. En
uppskjuten skattefordran redovisas endast i den man det ar sannolikt att den kan nyttjas mot en
framtida vinst. Om det faktiska resultatet skiljer sig fran tillampade antaganden, eller ledningen
justerar dessa antaganden i framtiden, kan vardet pa uppskjutna skattefordringar férandras.

Intdktsredovisning baserad pa individuella bedomningar

Koncernen tillimpar metoden fér successiv vinstavrdkning pa individuell basis for vasentliga
kundkontrakt, vilket innebar kontrakt med ett viarde pa minst 100 000 euro och en I6ptid pa minst tre
manader. Uppskattningen av totala kontraktsrelaterade kostnader och intdkter &r viktig for
intaktsredovisning och avsattningar for forlustkontrakt, och resultatet av tillkommande fakturering
kan paverka resultatet.

Intakter fran och kostnader for forsdljning av bolagets produkter och tjanster redovisas nar
intdktsbeloppet kan beddmas pa ett tillforlitligt satt, nar det ar sannolikt att framtida ekonomiska
fordelar kommer att tillfalla bolaget och nar sarskilda kriterier har uppfyllts fér var och en av
koncernens verksamheter. Intdkter fran tjanster redovisas i allmdnhet den period da tjansten
tillhandahalls, pa basis av utférda tjanster per balansdagen i proportion till vad som totalt ska utféras.

Intdkter fran forsaljning av licenser och hardvara redovisas nar kunden faktureras. Samtidigt redovisas
motsvarande forsaljningskostnad.

Radgivnings- och systemintegrationstjanster som tillhandahalls till fast pris betalas i forhallande till
slutférandegrad pa balansdagen (successiv vinstavrakning). Ett uppdrags fardigstallandegrad bestdams
genom att utgifter pa balansdagen jamfors med berdknade totala utgifter. | de fall utfallet av ett
uppdrag inte kan faststéllas pa ett tillforlitligt satt redovisas intdkter endast i den utstrdackning som
motsvaras av uppkomna uppdragsutgifter som sannolikt kommer att ersattas av bestéllaren. En
befarad forlust pa ett uppdrag redovisas omedelbart som kostnad.

Ovriga intikter

- Ranteintdkter redovisas i takt med att de intjanas.
- Utdelning redovisas nar ratten att erhalla utdelning har faststallts.

Finansiella intakter och kostnader

Finansiella kostnader omfattar upplupen rédnta, finansiella avgifter for aktier som klassificeras som
skulder och finansiella leasingavtal som redovisas i resultatrakningen med effektivrantemetoden,
nuvardesforandringar av inlésenbelopp samt nettovalutaférluster som redovisas i resultatrakningen
(se policyn for valutaredovisning). Lanekostnader som ar direkt hanférliga till inkop, konstruktion eller
produktion av en tillgang som tar betydande tid i ansprak att fardigstalla for anvandning ska inrdknas i

34 | Sida




tillgangens anskaffningsvarde. Finansiella intdkter omfattar erhallen rdnta pa investerade medel,
utdelningar och nettovalutavinster.

Ranteintakter och rantekostnader redovisas i resultatrakningen nar de uppkommer, med anvandning
av effektivrantemetoden. Utdelningar redovisas i resultatrakningen per det datum da bolagets ratt att
erhalla utdelning faststalls. Valutakursvinster och -férluster redovisas netto.

Viktiga uppskattningar och antaganden for redovisningsandamal

Vid upprattandet av de finansiella rapporterna i enlighet med tillampliga redovisningsprinciper kravs
det att styrelsen, vd och koncernchefen gor vissa uppskattningar och antaganden som paverkat de
redovisade vardena for tillgangar, skulder, intakter och kostnader. De omraden dér uppskattningar och
antaganden ar av stor betydelse for koncernen och som kan paverka de finansiella rapporterna
beskrivs nedan.

Viasentlig bedomning: Rorelseférvarv

Forvarv av dotterbolag eller verksamheter innefattar att poster i saval de férvarvade foretagens
balansrdkningar som poster som inte har redovisats i de forvarvade foretagens balansrakningar, sdsom
kundrelationer, ska véarderas till verkligt varde. Olika varderingsmetoder baserade pa ett antal
antaganden anvands for att faststalla verkligt varde. Initial redovisning faststalls provisoriskt och kan
justeras i efterhand. Samtliga berdkningar av forvarv avslutas senast ett ar efter att forvarvet har gjorts.

Samtliga betalningar for att forvarva ett dotterbolag eller en verksamhet redovisas till verkligt varde
per forvarvsdatumet, inklusive skulder hanférliga till villkorade kopeskillingar. Den villkorade
kopeskillingen varderas till verkligt varde under efterféljande perioder med omvérderingar via
resultatrakningen.

Enligt IFRS ska styrelsen utforma redovisningsprinciper som aterspeglar den ekonomiska inneborden
av transaktioner och inte enbart deras juridiska form.

Viasentlig bedomning: Skatter

Innan den slutliga skatten har faststallts maste ledningen goéra bedémningar av beloppen for
inkomstskatt och uppskjuten skatt. Koncernen redovisar uppskjutna skattefordringar som ar resultatet
av skatteforluster 6verforda i ny rakning nar det ar sannolikt att avdragsratt kommer att uppkomma
till foljd av beskattningsbara vinster. En uppskjuten skattefordran redovisas emellertid alltid om den
kan utnyttjas mot aktuella beskattningsbara temporara skillnader. Antagandena gallande framtida
beskattningsbara vinster baseras pa den aktuella affarsplanen och ytterligare uppskattningar som
tillkommer genom beaktande av osdkerhetsfaktorer i den aktuella affarsplanen och vytterligare
uppskattningar. Koncernen anvander uppskattningar for redovisning av skulder fér forutsedda fragor
i skatterevisioner baserat pa all tillgdnglig information vid tiden for redovisningen.

Viasentlig bedomning: Fortlevnadsprincipen

Koncernen bygger upp sin kapacitet och utokar sin strategiska bas, i synnerhet i Europa och EMEA-
regionen. Aven om kassaflédet fran kdrnverksamheten i de etablerade geografiska omradena &r starkt
kraver de nyetablerade enheterna kontant finansiering. Darmed &r koncernen beroende av stod fran
sina befintliga och framtida aktiedgare, och har tagit emot sadant kontantstdd under 2022 och
darefter. Tidigare forvarv har ocksa finansierats genom den har mekanismen och samma férvantan
finns for de forvarv som redan har meddelats marknaden.
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Ledningen &r fullt medveten om likviditetssituationen och férvantar sig framtida tillvaxt och stod fran
externa kallor for att tillgodose de omedelbara behoven. Per balansdagen gor emellertid bolagets
aktuella likviditetssituation och kassaflodesprognoserna fér verksamheten att bolaget ar beroende av
extern finansiering. Om bolaget inte kan anskaffa ytterligare extern finansiering eller fa verksamheten
att vaxa tillrackligt snabbt finns det en risk for att det uppkommer en bristande likviditet. Sammantaget
innebar det att det finns vdsentliga osdkerhetsfaktorer som skulle kunna leda till betydande tvivel pa
att bolaget kan fortsatta med sin verksamhet. Detta kan i forsta hand paverka varderingen av goodwill
pa koncernniva och andelar i dotterbolag pa moderbolagsniva.

Viasentlig uppskattning: Nedskrivningar

Koncernen granskar samtliga kassagenererande enheter arligen for att faststdlla om det foreligger
nagra indikationer pa nedskrivningar. Dar det finns en indikation pa ett nedskrivningsbehov goérs en
formell uppskattning av atervinningsvirdet, som ar det hogre av verkligt virde minus
forsaljningskostnader och nyttjandevardet. Dessa beddmningar bygger pa uppskattningar och
antaganden om till exempel diskonteringsranta, framtida kapitalbehov och tillvaxt for olika
verksamhetsgrenar. Verkligt varde bestams till det belopp som skulle erhéllas fran en forsaljning av
tillgangen vid en transaktion mellan kunniga parter som ar oberoende av varandra och har ett intresse
av att transaktionen genomfors.

Verkligt varde faststalls generellt som nuvardet av uppskattade framtida kassafloden som uppkommer
fran den fortsatta anvandningen av tillgangen, vilket omfattar bedémningar som kostnader for
framtida expansionsplaner och en framtida avyttring, med anviandande av antaganden som en
oberoende marknadsaktor skulle kunna ta med i berakningen. Kassafloden diskonteras till sitt nuvarde
med hjalp av en diskonteringsrdnta fore skatt som aterspeglar aktuella marknadsbedémningar av
tidsvardet pa pengar och de risker som &r specifika for tillgangen. Ledningen har bedomt sina
kassagenererande enheter som om de vore individuella verksamheter, vilket &r den lagsta nivan for
vilken infloden av likvida medel till stor del &r oberoende av andra tillgangar.

Ett nedskrivningstest gjordes pa koncernens immateriella tillgangar per den 31 december 2022.
Huvuddelen av de immateriella tillgdngarna och anlaggningstilligangarna &r avsedda for
verksamheterna i Afrika, Mellanéstern och Europa. For detta syfte har en diskonterad
kassaflodesmetod anvants, som stracker sig over en femarsperiod. Nagra variabler simuleras i
modellen. Nagra av de viktigare antagandena ror EBITDA-tillvdaxten och avkastningskravet.
Grundantagandena ar att EBITDA 6kar med 5 % och att avkastningskravet dr 12 % per ar. Resultatet av
grundantagandena ar att ingen nedskrivning kravs i slutet av ar 2022.

Nedskrivningstesterna visar att det finns ett utrymme mellan atervinningsvarden och bokférda varden
for andelarna i dotterbolagen per den 31 december 2022, i likhet med per den 31 december 2021.




Noter till arsredovisningen

1. Finansiella instrument och riskhantering

Hantering av finansiella risker i CYBER1-koncernen

CYBERL1 ar exponerat for ett fatal finansiella marknadsrisker som koncernen har ansvar for att hantera
i enlighet med den finanspolicy som har godkénts av styrelsen. Det Overgripande malet ar att ha en
kostnadseffektiv finansiering av koncernen. De finansiella riskerna i koncernen hanteras framst i
anslutning till koncernens funktionella valuta, som &r euro. De finansiella riskernas paverkan pa
koncernens resultat hanteras genom veckovis vaxling av kontanta medel i andra valutor till euro, och
endast i begrdansad utstrdackning genom anvandning av finansiella instrument. Koncernen exponeras
huvudsakligen for likviditetsrisk, ranterisk, valutarisk, kreditrisk och motpartsrisk.

Bokfért virde och verkligt virde for koncernens vasentliga tillgangar och skulder:

CYBER1 tillampar IFRS 9 for klassificering och vardering av finansiella instrument. IFRS 13 tillampas pa
finansiella instrument som varderas till verkligt varde pa balansrdakningen vilket medfér att man
anvander en verkligt varde-hierarki som avspeglar betydelsen av den indata som anvands enligt
foljande nivaer:

Niva 1 — Noterade priser (icke justerade) pa aktiva marknader.

Niva 2 — Andra indata &n noterade priser som ingdr i niva 1, som ar observerbara, antingen direkt eller
indirekt. Indata bestar framst av sammansatta rantesatser fran rante-swappar, basis-swappar och
vaxelkurser for rorliga rantor for att skapa relevanta rantor for valutardnte-swappar (CCIRS). De
skapade rantorna anvands for att berdkna marknadsvardet genom diskontering av de externa
utestaende CCIRS-fléden inklusive faktisk marknadsvardering for inbegripna valutor.

Niva 3 — Indata som inte ar baserad pa observerbara marknadsdata.

Nedanstaende tabell visar bokfort varde (inklusive ackumulerad ranta) och verkligt varde for varje
kategori av finansiella instrument, inklusive deras niva i verkligt vdarde-hierarkin per 31 december 2022.
Poster som varderas till verkligt varde pa resultatrdkningen bestar av derivat for vilka
sakringsredovisning inte tillimpas. Derivat som ar hanfoérliga till kassaflodessakringar varderas till
verkligt varde via ovrigt totalresultat i niva 2 i verkligt varde-hierarkin. Koncernen anvander en mangd
metoder for att bedoma verkligt varde for dessa derivat och gor antaganden baserat pa
marknadsvillkor for varje rapporteringsdatum. Noterade marknadspriser eller maklarnoteringar for
identiska eller likartade instrument anvands. Poster som inte varderas till verkligt varde varderas till
upplupet anskaffningsvarde. Alla poster, férutom Ian och krediter, har en kort varaktighet och anses
inte vara rantebdrande och darfér motsvarar det totala balansvardet for de finansiella instrumenten
det berdknade verkliga vardet. Det redovisade vardet for lan och krediter skiljer sig fran deras verkliga
varde pa grund av fordndringar av marknadsrdntorna, vilket faststéalls genom anvdndning av nuvarande
officiella marknadsofferter for vara utestdende obligationer eller liknande instrument och diskontering
av framtida kassafloden. De varden som presenteras ar vagledande och kommer inte nédvandigtvis
att realiseras.

Redovisningsprinciperna avseende finansiella skulder ar i allt vasentligt oférandrade i jamforelse med
foregdende ar. CYBER1 har uppdaterat redovisningsprinciperna hanforliga till forvantade




kreditforluster och har i enlighet med standarden implementerat "modellen for forvantade
kreditforluster”.

1.1 Bokfort varde och verkligt varde pa finansiella instrument (innevarande ar) — tillgangar

Finansiella Finansiella
instrument som tillgangar som Kassaflédessdkringar
varderas till varderas till Ovriga som varderas till Uppskattat
verkligt varde via upplupetfinansiella  verkligt virdevia  Ovriga  verkligt
TEUR resultatrakningen anskaffningsvirde tillgdngar 6vrigt totalresultat fordringar varde
Kundfordringar 0 23147 0 0 40 23187
Ovriga langfristiga 0 0 0 0 0 0
finansiella fordringar
Ovriga 0 0 0 0 135 135
omsattningstillgdngar
och finansiella
fordringar
Forutbetalda 0 178 0 0 0 178
kostnader och
upplupna intakter
Likvida medel 0 747 0 0 0 747
0 24072 0 0 175 24 247

1.2 Bokfort varde och verkligt varde pa finansiella instrument (innevarande ar) — skulder

Finansiella Finansiella
instrument som skulder som Kassaflodessakringar
varderas till varderas till Ovriga som varderas till Uppskattat

verkligt varde via upplupetfinansiella verkligt viarde via Ovriga  verkligt
TEUR resultatrakningenanskaffningsvarde skulder 6vrigt totalresultat skulder varde
Lan och krediter 0 0 3951 0 5028 8979
Ovriga langfristiga 0 0 0 0 0 0
finansiella skulder
Ovriga kortfristiga 0 0 1610 0 663 2273
skulder
Upplupna kostnader 29 0 0 0 7811 7 840
och forutbetalda
intdkter
Leverantorsskulder 0 0 9421 0 0 9421

29 0 14982 0 13502 28513




1.3 Bokfort varde och verkligt varde pa finansiella instrument (féregaende ar) — tillgangar

Kassafléde
ssakringar
Finansiella som
instrument varderas
som varderas Finansiella till verkligt
till verkligt tillgangar som varde via
virde via varderas till  Ovriga ovrigt Totalt
resultatrakning upplupet finansiell totalresult Ovriga bokfort Uppskattat
TEUR en anskaffningsvirde a skulder at fordringar varde verkligt virde
Kundfordringar 0 15752 0 0 2798 18550 18 550
Ovriga 0 0 6 0 75 81 81
omsattningstillgangar
och finansiella
fordringar
Forutbetalda 163 163 163
kostnader och
upplupna intakter
Likvida medel 0 872 0 0 0 872 872
Summaii 0 16 787 6 0 2873 19666 19 666

arsredovisningen

1.4 Bokfort varde och verkligt varde pa finansiella instrument (foregaende ar) — skulder

Finansiella Finansiella
instrument som skulder som Kassaflodessakringar
varderas till varderas till Ovriga som varderas till Totalt Uppskattat

verkligt varde via upplupet finansiella verkligt virde via Ovrigabokfort  verkligt
TEUR resultatrakningen anskaffningsvarde skulder Ovrigt totalresultatskulder virde varde
Lan och krediter 0 0 0 0 0 0 0
Ovriga langfristiga 0 0 0 0 303 303 303
finansiella skulder
Ovriga kortfristiga 0 0 1404 0 842 2246 2 246
skulder
Upplupna 0 0 3951 0 588 4539 4539
kostnader och
forutbetalda
intakter
Leverantorsskulder 0 0 13172 0 0 13172 13172
Summaii 0 0 18 527 0 1733 20260 20 260

arsredovisningen

Finansiella instrument, niva 2

Verkligt varde pa finansiella instrument som inte handlas pa en aktiv marknad faststélls med hjalp av
tillgangliga varderingstekniker. Marknadsinformation anvdnds nar den finns tillganglig. Anvandning av
bolagsspecifik information undviks narhelst det ar mojligt. Om alla viktiga indata som kravs for
vardering till verkligt varde av ett instrument ar observerbara ar instrumentet pa niva 2. Specifika
varderingstekniker som anvands vid varderingen av finansiella instrument inkluderar till exempel
noterade marknadspriser, verkligt varde for ranteswappar, berdaknat som nuvardet av uppskattade
kassafloden baserat pa en observerbar avkastning, verkligt varde pa valutaterminskontrakt som
faststélls med anvandning av rantorna pa valutavaxlingskontrakt per balansdagen.







Finansiella instrument, niva 3

Forandringen under aret for finansiella instrument pa niva 3 avser villkorade képeskillingar. Villkorade
kopeskillingar varderas till verkligt varde baserat pa tillgdnglig data, sasom villkor som anges i
kopeavtalet och aktuella bedomningar av det uppskattade uppfyllandet av villkoren.

1.5 Forandringar i finansiella instrument pa niva 3

Villkorade kdpeskillingar 2022 2021
Ingaende balans 1 januari 0 0
Betalningar 0 0
Aterféringar 0 0
Omvaérderingar 0 0
Omrékningsdifferenser 0 0
Utgdende balans 0 0

Ingen overforing till eller fran niva 3 eller niva 2 har gjorts under 2022. De redovisade beloppen
betraktas som rimliga uppskattningar for alla poster varderade till bokfort varde i balansrdakningen,
forutom lan och krediter, da dessa belopp har en lang 16ptid. Verkligt varde av lan och krediter skiljer
sig fran bokfort varde pa grund av fordndringar i marknadsrdantorna. Poster som inte varderas till
verkligt varde i balansrdakningen varderas till upplupet anskaffningsvarde.

Analysen grundar sig pa alla odiskonterade kassafléden, inklusive uppskattade réantebetalningar och
forvantade  aterbetalningar av  ldnet.  Ranteuppskattningarna  bygger pa  aktuella
marknadsforhallanden.

Verkligt varde pa lan fran kreditinstitut (Vaekstfonden) och leasingskulder faststélls till det bokforda
vardet. Dessa poster baseras pa marknadsvarde (niva 2 i verkligt varde-hierarkin). De kortfristiga
skuldernas verkliga varde bedoms motsvara deras bokférda varden.

Betalningsforpliktelserna forvantas regleras genom kassainfloden fran den I6pande verksamheten och
genom kontanta medel fran kapitaltillskott under féregaende ar.

Inga finansiella instrument varderades till verkligt varde per den 31 december 2022 eller den 31
december 2021.

De olika nivaerna av verkligt varde definieras enligt foljande:

- Noterade ojusterade priser pa officiella marknadsplatser for identiska tillgangar eller skulder
(niva 1).

- Andra indata dn noterade priser som ingar i niva 1, som ar observerbara for tillgangen eller
skulden antingen direkt eller indirekt i form av noterade priser eller indirekt, det vill sdga
hamtade fran noterade priser (niva 2).

- Indata for tillgangen eller skulden som inte dr baserade pa observerbara marknadsdata (icke
observerbara indata) (niva 3)

Det verkliga vardet av finansiella instrument som inte handlas pa en aktiv marknad faststalls med hjalp
av varderingsmetoder. Nar marknadsuppgifter finns tillgdngliga anvands de sa langt mojligt. Om
samtliga vasentliga indata som kravs for varderingen av ett instrument till verkligt varde ar




observerbara aterfinns instrumentet i niva 2. Nar en eller flera vdsentliga uppgifter inte bygger pa
observerbara marknadsdata tillhér instrumentet niva 3.

Kundkreditrisk

Ledningens beddmning &r att det inte foreligger nagon betydande koncentration av kreditrisk for
nagon enskild kund, motpart eller geografiskt omrade for CYBER1.

Koncernens exponering for kreditrisk per rapportperiodens slut baserat pa redovisade varden sasom
de redovisas i rapporten over finansiell stallning for finansiella tillgangar i balansrakningen ar som
foljer:

1.6 Kundkreditrisk

2022 2021

Kundfordringar 23147 15752
Likvida medel 747 872
Forskottsbetalningar 178 163
24 072 16 787

Kreditkoncentrationsrisken féreligger ocksa med avseende pa koncernens likvida medel, som forvaltas
av ett ansett finansinstitut som har hog kvalitetsstandard eller hog rankning.

Per den 31 december 2022 presterade bolagets kundfordringar och 6vriga fordringar fullt ut. Bolaget
bedémer kreditkvaliteten hos kundfordringar och andra fordringar utifran galdenarernas finansiella
stallning, erfarenhet och andra omstandigheter.

Kreditriskens koncentration till olika geografiska regioner per balansdagen var féljande:

1.7 Kreditriskens koncentration till olika geografiska regioner

2022 2021

Afrika 4374 5413
Mellandstern och Férenade Arabemiraten 18 441 9827
Europa 332 512
23147 15 752

Savida inget annat anges foreligger det ingen betydande koncentration av kreditrisk inom koncernen.
Den maximala exponeringen for kreditrisk i fraga om de finansiella tillgdngarna motsvarar det bokfoérda
vardet pa balansdagen. Koncernen har etablerat rutiner for att minimera risken for
betalningsinstadllelser bland galdenarerna, daribland kreditbedémningar innan kunder accepteras.
Hittills har dessa rutiner varit effektiva nar det géller att minimera antalet osdkra och forfallna
fordringar.




Finansiella tillgdngars kreditkvalitet och nedskrivningar

Aldersanalys av kundfordringarna per balansdagen:

1.8 Kreditrisk — forandringar av avsattningar brutto

Brutto 2022 2021
Ej forfallna 14 095 5496
Forfallna sedan 0—30 dagar 2449 3297
Forfallna sedan 31-120 dagar 2141 1674
Forfallna sedan mer an 120 dagar 4462 5285

23147 15 752

En bedomning av atervinningsvardet for kundfordringar och 6vriga fordringar visar en
nedskrivningsindikator pa 0 under aret (2021: 0). Darfor uppgar verkligt varde for kundfordringar och
ovriga fordringar per den 31 december 2022 till 23 147 000 €.

Per den 31 december 2022 var kundfordringar till ett belopp om 9 052 000 € (2021: 10 256 000) €
forfallna men inte nedskrivna. Fordringarna per den 31 december 2022 avser flera av varandra
oberoende kunder for vilka vi inte har erhallit nagon information om bristande betalningsformaga
under 2022.

De aterstaende kundfordringarna och Ovriga fordringarna innehaller inga nedskrivna tillgangar
eftersom de inte ar forfallna. Baserat pa kredithistorien for dessa ovriga klasser forvantas dessa belopp
inkomma nar de forfaller. Koncernen har ingen sdkerhet for dessa fordringar.

Omrakningsexponering

CYBER1-koncernens policy for transaktionsexponering ar att minimera paverkan fran kortfristiga
forandringar i valutakurserna for andra valutor an euro genom att sakra transaktionsexponeringen fran
fall till fall. Den framsta transaktionsexponeringen uppkommer i euro gentemot lokala valutor.

Transaktionsrisk och sdkringar i de framsta valutorna
Sakringsredovisning tillampas inte.

Marknadsrisk

Valutarisk

Valutarisken sammanhénger med framtida kommersiella transaktioner och redovisade tillgangar och
skulder som ar utfirdade i en annan valuta dn respektive enhets funktionella valuta. Koncernen
exponeras for effekterna av fluktuationer i de radande valutakurserna i sin finansiella stallning och sina
kassafloden. Valutarisk ar risken att resultatet och det egna kapitalet paverkas av andrade vaxelkurser.
For att minska sin valutaexponering anpassar koncernen i allménhet sina tillgangar och skulder i form
av de belopp som berdknas inflyta fran kunder och leverantérer av betalningstjanster samt de belopp
som ska betalas till leverantérerna.

Valutaexponeringen netto vid slutet av rapportperioden presenteras nedan.




1.9 Kaénslighet for vaxelkursforandringar — kundfordringar

Kundfordringar
2022
Exponering i
balansrakningen
Absolut effekt
om vaxelkursen
gentemot euron
andras med -
10%

Absolut effekt
om vaxelkursen
gentemot euron
andras med -
20%

1.10 Kénslighet for vaxelkursférandringar — leverantorsskulder

Leverantorsskulder

2022

Exponering i
balansrakningen
Absolut effekt om
vaxelkursen
gentemot euron
andras med -10 %
Absolut effekt om
vaxelkursen
gentemot euron
andras med -20 %

GBP EUR KES
9 323 216
1 32 22
2 65 43

GBP EUR KES
0 (102) (163)
0 (10) (16)
0 (20) (32)

1.11 Kénslighet for vaxelkursforandringar — likvida medel

Likvida medel
2022
Exponering i
balansrakningen
Absolut effekt
om véaxelkursen
gentemot euron
andras med -
10%

Absolut effekt
om vaxelkursen
gentemot euron
andras med -
20%

GBP EUR KES
0 101 75
0 10 8
0 20 15

AED
18 441

1844

3688

AED
(5218)

(521)

(1 043)

AED
179

18

36

ZAR
1915

191

383

ZAR
(1917)

(191)

(383)

ZAR
157

16

31

usD
2243

224

449

usD
(2021)

(202)

(404)

usbD
235

24

47

Summa
23147

2315

4629

Summa
(9421)

(942)

(1884)

Summa
747

75

149




Koncernen ar exponerad for valutarisk enligt féljande. Uppgifterna grundar sig pa de bokférda vardena
av monetara finansiella instrument.

1.12 Koncernens exponering for valutarisk — innevarande ar

2022 GBP EUR KES AED ZAR usb Summa
Likvida medel 0 101 75 179 157 237 747
Kundfordringar 9 323 216 18441 1915 2243 23147
Bankldn med 0 0 0 0 (1610) 0 (1610)
sakerhet

Annan utlaning 0 (8979) 0 0 0 0 (8979)
Leverantorsskulder 0 (102) (163) (5218) (1917) (2 020) (9421)
Exponering i 9 (8 657) 128 13 402 (1 455) 460 3884

balansrdakningen

1.13 Koncernens exponering for valutarisk — féregaende ar

2021 GBP EUR KES AED ZAR usD Summa
Likvida medel 183 210 168 138 173 0 872
Kundfordringar 0 323 130 9773 5526 0 15752
Banklan med 0 0 0 0 (1404) 0 (1 404)
sakerhet

Annan utlaning 0 (1933) 0 0 0 0 (1933)
Leverantorsskulder (421) (3707) (118) (5 349) (3577) 0 (13172)
Exponering i (238) (5107) 180 4562 718 0 115

balansrikningen

Ranterisk

Rénterisk i kassaflodet ar risken att framtida kassafloden for ett finansiellt instrument kommer att
fluktuera till foljd av forandringar i marknadsrantorna. Eftersom bolaget inte har nagra vasentliga
rantebarande tillgangar med lang I6ptid ar intdkterna och det lopande kassaflédet i huvudsak
oberoende av foréndringar i marknadsréntorna. Bolagets ranterisk i kassaflodet harror fran de likvida
medlen. Eftersom styrelsen inte ansag att exponeringen for denna risk var betydande med tanke pa
att dessa tillgangar ar kortfristiga hade inte bolaget nagon policy for sakring av ranterisken under
rapportperioden.

Ledningen anser inte att resultatet skulle ha paverkats vasentligt om det hade skett rimligt mojliga
forandringar i rantesatserna pa balansdagen. Ranterisk i verkligt varde ar risken att vardet av ett
finansiellt instrument kommer att fluktuera till foljd av forandringar i marknadsrantorna. Bolaget ar
inte exponerat for nagon ranterisk i verkligt varde.

Likviditetsrisk

Bolaget exponeras for likviditetsrisk nar det galler fullgérandet av framtida forpliktelser avseende dess
finansiella skulder, vilka framst omfattar skulder for avrakningshantering och andra skulder. En
forsiktig riskhantering innefattar att ha tillrdcklig likviditet och kreditfaciliteter for att tillse att
finansieringen racker till for att bolaget ska kunna fullgora sina skyldigheter.

Bolaget hanterar denna risk genom att regelbundet 6vervaka framtida kassafléden och férandringar
av tillganglig likviditet. Ledningen informeras regelbundet om bolagets kassaflode.

Bolagets finansiella prognoser visar att dess finansiella resultat forvantas forbattras under 6verskadlig
framtid sa att ett nettokassainflode genereras efter rapportperiodens slut.




Kapitalrisk

Koncernens kapitalstruktur ska uppratthallas pa en nivd som sakerstdller formagan att driva
verksamheten framat for att generera avkastning till andra intressenter, samtidigt som koncernen
uppratthaller en optimal kapitalstruktur fér att minska kapitalkostnaderna.

For att uppratthalla eller justera kapitalstrukturen kan koncernen, om det godkanns av aktiedgarna
och externa langivare i tillampliga fall, forandra den utdelning som betalas till aktiedgarna, minska
aktiekapitalet for att mojliggdra betalningar till aktiedgarna, emittera nya aktier eller sélja tillgdngar
for att minska skulderna. Koncernen analyserar fortlopande férhallandet mellan skulder och eget
kapital samt forhallandet mellan skulder och eget kapital inklusive Ian fran aktiedgarna.

Nettoskuldsattningsgrad

Tusen euro 2022 2021
Rantebdrande skulder 1610 1404
Likvida medel och kortfristiga investeringar 747 872
Nettoskuld 863 532
Summa eget kapital (4 150) (7 803)
Summa kapital 3286 7271
Nettoskuldsattningsgrad 21% 7%

Se not 1.20 for mer information om rantebarande skulder.
Rantebarande skulder

Samtliga belopp i andra valutor dan euro omréknas till balansdagskursen, och rantebetalningar pa lan
med rorlig réanta har berdknats till rantan per balansdagen. Den viktade genomsnittliga rantan pa
externa |an och krediter, inklusive marginaler och ranteeffekter, uppgick till 3,00 % (2021: 3,00 %).

1.14 Rintebéarande skulder

2022 2021

TEUR <1lar 1-5ar <1lar 1-5ar
Lan 8979 0 0
Finansiell leasing 366 0 303 0
Leverantorsskulder 9421 0 13172 0
Derivatinstrument — utfléde, brutto 0 0 0 0
Derivatinstrument — utflode, inflode 0 0 0 0
Ovriga skulder 1610 0 2328 0

11397 8979 15803 0

Hantering av finansiella risker i CYBER1-koncernen

Till foljd av verksamhetens art ar koncernen exponerad for diverse finansiella risker, daribland
fluktuationer i utlandska valutor, ranterisk, likviditetsrisk och kreditrisker. Koncernen hanterar riskerna
centralt, och féljer de principer som styrelsen har faststallt. Koncernen bedriver ingen aktiv finansiell
riskspekulation.

Covid-19-pandemin fick patagliga ekonomiska konsekvenser for atskilliga verksamheter. Vad géller var
verksamhet har den effekten varit marginell hittills och vi har ocksa haft en stark orderbok, men det &r
svart att bedoma den langsiktiga effekten eftersom vi bara &r i den inledande fasen av den hér
situationen.




Kreditrisker — koncernen

Kreditrisk &r risken for att en motpart inte fullgér sina ataganden i enlighet med ett finansiellt
instrument eller avtal vilket leder till en ekonomisk forlust. Koncernen &r exponerad for kreditrisk
genom sin I6pande verksamhet som avser pagaende avtalsenligt arbete, kundfordringar och 6vriga
fordringar, och fran sin finansiella verksamhet, daribland avistainlaning i banker och finansinstitut,
valutakurstransaktioner och 6vriga finansiella instrument. Den maximala exponeringen motsvarar det
bokforda vardet. Vid forsaljning av produkter erhalls forskottsbetalning av kunden.

Fram till den 1 januari 2018 gjordes nedskrivningar for att tacka forluster. Detta gjordes baserat pa en
beddmning av huruvida det fanns objektiva indikatorer for enskilda fordringsbelopp eller om en
portfélj hade minskat i varde. Objektiva indikatorer baserades pa historiska erfarenheter av forluster.

Den 1 januari 2018 implementerade koncernen IFRS 9, som medger en bedémning av
nedskrivningsbehov av finansiella tillgangar varderade till upplupet anskaffningsvarde, inklusive
kundfordringar och kontraktsarbete, i enlighet med den férenklade modellen for forvantade
kreditforluster. Modellen innebéar att den forvantade forlusten under tillgangens nyttjandeperiod
redovisas direkt i resultatrakningen och Overvakas I6pande i enlighet med koncernens
riskhanteringspolicy fram till realiseringen. Nedskrivning berdknas baserat pa forvantade
kreditforlustnivder som anges individuellt, fordelat pd geografisk placering. Forlustnivaer berdknas
utifran historiska data. Denna data baseras pa den forvantade forlusten under kundfordringens totala
|6ptid, korrigerat for uppskattningar av effekterna av férvantade férandringar i relevanta parametrar,
exempelvis finansiell utveckling, politiska risker och sa vidare pa marknaden i fraga.

Koncernen bedoémer riskerna for forluster fortldpande och vid behov gors nedskrivningar i enlighet
med koncernens riktlinjer. Kassadverskott placeras hos banker med lagst kreditbetyget A. | nulaget
genereras en vasentlig del av koncernens omséattning och intdkter fran kunderna. Det finns en risk for
att kunderna inte lagger nagra order eller pa annat satt uppfyller sina respektive forpliktelser till
exempel pa grund av brist pa finansiella resurser eller andra omstandigheter som ar utom koncernens
kontroll. Om koncernen skulle forlora affarer fran alla eller nagra av sina storsta kunder kan det ha en
negativ inverkan pa koncernens verksamhet, finansiella stallning eller resultat i framtiden. En kunds
kreditvardighet bedoms med hjalp av ett omfattade styrkort, och enskilda kreditlimiter definieras i
enlighet med denna bedémning. Utestaende kundfordringar évervakas regelbundet och eventuella
leveranser till storre kunder tacks normalt in av kreditbrev eller andra former av kreditférsakringar.

Koncernens kunder ar bade offentliga och privata foretag. De totala kundfordringarna uppgick till
23 147 000 € under 2022 (2021: 15 752 000 €)

En nedskrivningsanalys genomfors per varje balansdag. Ledningen bedémer kreditrisk i relation till den
enskilda kunden, och tar i beaktande att offentliga kunder bedéms ha lagre kreditrisk an
industrikunder. Utover de 6kade riskerna som omnamns i not 3 bedémer koncernen koncentrationen
av risker med avseende pa kundfordringar som lag, da kunderna finns i ett flertal olika jurisdiktioner.
Koncernens verksamhet bedrivs pa de globala marknaderna och ledningen skiljer inte mellan
kundernas geografiska kopplingar i bedémningen av kreditvardigheten. Den maximala exponeringen
for kreditrisk per balansdagen ar verkligt varde for varje klass av finansiella tillgangar.

Valutarisker

Koncernens forsaljning, kostnad for salda varor och kostnader uppkommer framst i ZAR, USD, AED och
KES. Koncernen gor transaktioner i andra valutor, men exponeringen i dessa valutor ar inte vasentlig.
Det forekommer ingen valutasdkring for transaktioner i utlandska valutor.




- En forandring i valutakurserna med +/-18 procent i dotterbolagen med ZAR kommer att
paverka resultat och eget kapital fore skatt med 129 000 €.

- En foréndring i valutakurserna med +/-18 procent i dotterbolagen med USD kommer att
paverka resultat och eget kapital fore skatt med 129 000 €.

- Enfoérandringivalutakurserna med +/-4 procent i dotterbolagen med AED kommer att paverka
resultat och eget kapital fore skatt med 24 000 €.

- Enfoérandring i valutakurserna med +/-1 procent i dotterbolagen med KES kommer att paverka
resultat och eget kapital fore skatt med 2 000 €.

Ranterisker

Koncernens lan 16per med rérlig rénta. En forandring av rantenivan skulle ha begransad effekt pa
resultatet och det egna kapitalet.

En forandring i valutakurserna med +/-1 procent kommer att fa en effekt 2022 pa resultat och eget
kapital fore skatt med 6 000 €.

Likviditetsrisker — koncernen

Finansiering och tillracklig likviditet ar grundlaggande faktorer i en verksamhet som expanderar, och
hanteringen av bada dessa faktorer dr en integrerad del av koncernens fortlopande budget- och
prognosprocess. For att garantera fokus pa riskhanteringen hanterar och o6vervakar koncernen
finansieringen och ser till att det finns tillrdcklig likviditet med hjélp av likviditetshantering och
kreditfaciliteter.

Genom att standigt uppratthalla kontanttillgangar eller icke-utnyttjade kreditfaciliteter sakerstaller
koncernen att man har en sund betalningskapacitet som minskar likviditetsrisken. Betalningskapacitet,
dvs. kontanta medel fran kapitalet 6kar, och likvida medel och icke-utnyttjade kreditfaciliteter uppgick
2022 till 747 000 € (2021: 872 000 €).

Koncernens 6vriga finansiering bestar av ett kvittningslan fran potentiella aktiedgare. Lanet I6per med
rorlig ranta pa 3,0 procent och 3,3 procent per ar per den 31 december 2022. Lanet kan nar som helst
I6sas in av koncernen till nominellt varde och avtalet innehaller klausuler om férandrad kontroll och
overforing av tillgangar.

1.15 Likviditetsrisker — koncernen — innevarande ar

2022 0-1ar 1-5ar Summa Bokfort virde
Lan fran kreditinstitut 1610 0 1610 1610
Annan utlaning 0 8979 8979 8979
Leverantorsskulder och andra 9421 0 9421 9421
skulder

11031 8979 20010 20010

1.16 Likviditetsrisker — koncernen — féregdende ar

2021 0-1ar 1-5ar Summa Bokfort virde
Lan fran kreditinstitut 1404 0 1404 1404
Annan utlaning 1145 0 1145 1145
Leverantorsskulder och andra 13172 0 13172 13172
skulder

Summa i arsredovisningen 15721 0 15721 15721




Kvittningslanets verkliga varde anses motsvara dess bokforda varde (niva 3 i verkligtvardehierarkin).
De kortfristiga skuldernas verkliga varde bedoms motsvara deras bokforda varden.

Analysen grundar sig pa alla odiskonterade kassafléden, inklusive uppskattade rantebetalningar och
forvantade  aterbetalningar av  ldnet.  Ranteuppskattningarna  bygger pa  aktuella
marknadsforhallanden.

Betalningsforpliktelserna forvantas regleras genom kassainfloden fran den I6pande verksamheten och
genom avkastning fran kapitaltillskott.

Klassificering av finansiella tillgangar och skulder
1.17 Klassificering av finansiella tillgangar — innevarande ar

Finansiella
instrument som
innehas for
handel virderade
till verkligt virde Lanefordringar

via och Verkligt
2022 resultatrakningen kundfordringar Summa Bokfort virde virde, niva 1
Kundfordringar och 6vriga 0 23147 23147 23147 23147
fordringar
Ovriga kortfristiga fordringar 0 353 353 353 353
Omsattningsbara vardepapper 0 0 0 0 0
Likvida medel 0 747 747 747 747
0 24 247 24 247 24 247 24 247

1.18 Klassificering av finansiella skulder — innevarande ar

Finansiella
instrument som
innehas for
handel virderade
till verkligt varde

via Finansiella Verkligt
2022 resultatrakningen skulder Summa Bokfért virde virde, niva 1
Skulder till kreditinstitut 0 1610 1610 1610 1610
Ovriga 13n 0 8979 8979 8979 8979
Leverantorsskulder 0 9421 9421 9421 9421
Ovriga skulder 0 663 663 663 663
Upplupna kostnader och 0 7 840 7 840 7 840 7 840

forutbetalda intdkter

o

28513 28 513 28513 28 513




1.19 Klassificering av finansiella tillgangar — foregaende ar

2021

Kundfordringar och 6vriga
fordringar

Ovriga omsittningstillgdngar
Omsattningsbara vardepapper
Likvida medel

Finansiella
instrument som
innehas for
handel virderade

till verkligt varde Lanefordringar

1.20 Klassificering av finansiella skulder — foregaende ar

2021

Skulder till kreditinstitut
Ovriga lan
Leverantorsskulder
Ovriga skulder

Upplupna kostnader och
forutbetalda intakter

via och Verkligt

resultatrakningen kundfordringar Summa Bokfért virde viarde, niva 1

0 15752 15752 15752 15752

0 2961 2961 2961 2961

0 0 0 0 0

0 872 872 872 872

0 19 585 19 585 19585 19 585
Finansiella
instrument som
innehas fér
handel virderade
till verkligt varde

via Finansiella Verkligt

resultatrakningen skulder Summa Bokfért virde viérde, niva 1

0 1404 1404 1404 1404

0 303 303 303 303

0 13172 13172 13172 13172

0 842 842 842 842

0 4539 4539 4539 4539

0 20 260 20 260 20 260 20 260

redovisade

Det verkliga vardet av lan fran kreditinstitut och 6vriga lan bedoms motsvara det totala
vardet, da dessa poster baseras pa marknadsrantor.

Det verkliga vardet av finansiella instrument som inte handlas pa en aktiv marknad faststalls med hjalp
av varderingsmetoder. Nar marknadsuppgifter finns tillgdngliga anvands de sa langt magjligt. Om
samtliga vasentliga indata som kravs for varderingen av ett instrument till verkligt varde ar
observerbara aterfinns instrumentet i niva 2.

Nar en eller flera vasentliga uppgifter inte bygger pa observerbara marknadsdata tillhor instrumentet

niva 3.

| ovanstaende tabell visas de finansiella instrument som redovisas till verkligt viarde pa basis av deras
klassificering i verkligt varde-hierarkin. Nivaerna definieras enligt foljande:

- Noterade ojusterade priser pa officiella marknadsplatser for identiska tillgangar eller skulder
(niva 1).
- Andra indata dn noterade priser som ingar i niva 1, som ar observerbara for tillgangen eller
skulden antingen direkt eller indirekt i form av noterade priser eller indirekt, det vill sdga
hdamtade fran noterade priser (niva 2).




- Indata for tillgangen eller skulden som inte ar baserade pa observerbara marknadsdata (icke
observerbara indata) (niva 3)

Inga overforingar mellan nivaerna har gjorts under 2022.

2. Segmentinformation

CYBER1:s verksamhetssegment ar distribution, losningar och hanterade tjanster, och baseras pa
kundens koppling till segmenten.

Distribution bestar av systemsdkerhet, GRC-l6sningar (Governance, Risk Management, and
Compliance), incidenthantering , ursprungliga licensavtal och periodiska underhallsavtal som omfattar
produktuppdateringar och kundsupport. Intakter fran licensavgifter som ingar i dessa avtal redovisas
nar produkten forst levereras, medan underhallsavgifter fran licensavtal redovisas under
underhallsperioden. De flesta av licensforsaljningarna ar anvandningsbaserade och bokas baserat pa
anvandningsrapporter, men det finns dven operatdrsavtal med fast pris. Villkoren for dessa avtal
varierar betydligt och intdktsredovisningen goérs vid en tidpunkt nadr produktldsningar overfors till
kunden mot den férvantade ersattningen som ska tas emot fér sadan leverans.

Radgivningslosningar — CYBER1 erbjuder en stor maiangd professionella I6sningsbaserade
radgivningstjanster till sina kunder, vilket inkluderar lagefterlevnad, installation och integration av
diverse systemkomponenter for cybersakerhet, och generellt sett bygger pa outsourcad personal som
kan sattas in vid behov och pa begdran. Hanterade tjanster som omfattar vart nasta generations
sakerhetscenter (SOC), datasakerhet, natverkssakerhet, gateway-sakerhet, hantering av efterlevnad
och SIEM-tjanster, incidenthantering, affarskontinuitet och digital forensik.Segmentet har ett
overgripande och langsiktigt arbetssatt och ser till helheten vad géller foretagens it-sdkerhet. Intdkten
redovisas i den period som tjansten levereras.

De tre huvudsegmenten har identifierats utan sammanslagning av rorelsesegment. Inkomster och
kostnader for segmenten innehaller alla poster som ar direkt hanforliga till det enskilda segmentet och
alla poster som pa ett tillforlitligt satt kan allokeras till det enskilda segmentet. Icke-allokerade
kostnader avser inkomster och kostnader som ror gemensamma koncernfunktioner. Tillgangar och
skulder ingar inte i segmentsrapportering.

Intdkterna fran distribution stod for 57 % (2021: 36 %) av de totala intdkterna.

Intdkterna fran segmentet radgivningslosningar svarade for 43 % (2021: 63 %) av de totala intdkterna.

Ovriga intakter stod for 0 % (2021: 1 %) av de totala intikterna.




2.1 Segmentinformation — innevarande ar

Hanterade

tjanster och
2022 Radgivningslésningar Distribution ovriga Summa
Intakter 20373 26513 (53) 46 833
Kostnad for salda varor (13 777) (23 744) 0 (37 520)
Bruttoresultat 6 596 2769 (53) 9313
Direkta kostnader (4 660) (3 025) (774) (8 460)
Resultat fore indirekta kostnader 1937 (257) (827) 853
Indirekta kostnader (1 590) (1734) (626) (3 950)
Segmentets resultat 347 (1991) (1 453) (3097)
Icke-allokerade kostnader 0 0 0 0
Vinst fore rantor, skatt, av- och 347 (1991) (1 453) (3 097)
nedskrivningar (EBITDA)
Avskrivningar (541)
Néarstaende bolags resultat (15)
Vinst fore finansiella poster och (3 653)
skatt (EBIT)
Finansnetto (213)
Resultat fore skatt (3 866)

Ingen enskild kund svarar for mer @n 10 % av de totala intakterna.
2.2 Segmentinformation — foregaende ar
Hanterade

tjanster och
2021 Radgivningslosningar Distribution ovriga Summa
Intdkter 23394 13273 551 37218
Kostnad for salda varor (16 550) (10581) 0 (27 131)
Bruttoresultat 6 844 2 692 551 10 087
Direkta kostnader (4319) (1718) (311) (6 348)
Resultat fore indirekta kostnader 2525 974 240 3739
Indirekta kostnader (2 041) (603) (320) (2 964)
Segmentets resultat 484 371 (80) 775
Icke-allokerade kostnader 0 0 0 0
Vinst fore rantor, skatt, av- och 484 371 (80) 775
nedskrivningar (EBITDA)
Av- och nedskrivningar (326)
Néarstaende bolags resultat 129
Vinst fore finansiella poster och 584
skatt (EBIT)
Finansnetto 3800

Resultat fore skatt

4378




Geografisk information

CYBER1 bedriver framst sin verksamhet pa marknaderna i Mellanostern och Afrika samt har narvaro i
Sverige och nagra andra europeiska lander. Allokeringen nedan har gjorts baserat pa platsen for
forsaljning av tjanster och produkter. Geografisk information samt information om kadrnverksamhet
och relaterad verksamhet bor anses vara kompletterande information.

Intakter per land
Intakterna fran Afrika star for 57 % av de totala nettointakterna (2021: 66 %).
Intdkterna fran Mellandstern star for 42 % av de totala nettointdkterna (2021: 33 %).

Intdkterna fran Europa star for 1 % av de totala nettointdkterna (2021: 2 %).

2.3 Geografisk information —innevarande ar

Justerad

organisk EBITDA-
2022 Intdkter tillvaxt EBITDA marginal Anldggningstillgangar
Afrika 26 845 0,10 (1964) (0,07) 519
Mellandstern 19513 0,57 (1120) (0,06) 201
Europa 475 (0,27) (13) (0,03) 8164
Elimineringar 0 0 0 0 0
Karnverksamhet 46 833 0,25 (3 098) (0,07) 8884
Ovriga marknader 0 0 0 0 0
CYBER1-koncernen 46 833 0,25 (3 098) (0,07) 8884
2.4 Geografisk information — foregaende ar

Justerad

organisk EBITDA-
2021 Intdkter tillvaxt EBITDA marginal Anldggningstillgangar
Afrika 24 450 0,19 503 0,02 471
Mellanéstern 12391 0,68 197 0,02 44
Europa 653 0,11 75 0,11 7 882
Elimineringar (276) 0 0 0 0
Karnverksamhet 37 218 0,36 775 0,02 8397
Ovriga marknader 0 0 0 0 0
CYBER1-koncernen 37 218 0,36 775 0,02 8397

Intékter fran kontrakt med kunder

Merparten av CYBER1:s kunder ar féretag och distributérer.




Uppdelning av intdkterna

2.5 Forséljning till externa kunder —innevarande ar

Hanterade
tjanster och
2022 Radgivningslésningar Distribution ovriga  Alla segment
Afrika 19 296 7623 (73) 26 845
Mellandstern 1077 18 435 0 19513
Europa 0 455 20 475
Forsaljning till externa kunder 20373 26 513 (53) 46 833
Varor och tjdnster som éverfors vid 20373 26 513 (53) 46 833
en specifik tidpunkt
Totala intdkter fran kontrakt med 20373 26513 (53) 46 833
kunder
Segmentens bruttomarginal 6 596 2769 (53) 9313
2.6 Forséljning till externa kunder — foregaende ar
Hanterade
tjanster och
2021 Radgivningslosningar Distribution ovriga  Alla segment
Afrika 23532 918 0 24 450
Mellandstern 90 12 301 0 12391
Europa 323 54 0 377
Forsaljning till externa kunder 23 945 13273 0 37 218
Varor och tjanster som éverfors vid 23945 13273 0 37 218
en specifik tidpunkt
Totala intdkter fran kontrakt med 23945 13273 0 37 218
kunder
Segmentens bruttomarginal 7394 2693 0 10 087
2.7 Materiella och immateriella tillgangar per segment — innevarande ar
2022 Afrika Mellandstern Europa Summa
Materiella anldaggningstillgangar per 413 201 0 614
segment
Immateriella anlaggningstillgangar 0 0 22 22
per segment
413 201 22 636
2.8 Materiella och immateriella tillgdngar per segment — féregaende ar
2021 Afrika Mellandstern Europa Summa
Materiella anldaggningstillgangar per 471 44 1 516
segment
Immateriella anlaggningstillgangar 0 0 22 22
per segment
471 44 23 538




2.9 Avstdmning mellan EBITDA per segment och rérelseresultat per segment — innevarande ar

2022 Afrika Mellandstern Europa Summa
EBITDA (1964) (1120) (13) (3098)
Poster som inte ingar i kassaflédet (554) (198) (16) (768)
Rorelseresultat (2 518) (1319) (29) (3 866)

2.10 Avstamning mellan EBITDA per segment och rorelseresultat per segment — foregaende ar

2021 Afrika Mellandstern Europa Summa
EBITDA 503 197 75 775
Poster som inte ingar i kassaflodet (219) (136) 29 (326)
Rorelseresultat 284 61 104 449

Moderbolaget

Moderbolagets intdkter harror fran forvaltningsavgifter till dotterbolagen.

3. Léner och évriga ersdttningar

Loner till verkstdllande direktér och andra ledande befattningshavare faststdlls av styrelsen.
Lonenivaerna baseras pa marknadsvillkor i férhallande till kvalifikationer och prestation. Utover fast
I6n kan den rorliga ersattningen omfatta en bonus pa hogst 100 procent av den fasta I6nen. Det gar
att avvika fran denna policy med ersattningsutskottets uttryckliga medgivande. Bonusresultatet
baseras framst pa uppnaendet av de finansiella malen.

Bolaget anvadnder sig enbart av premiebaserade pensionslésningar for ledande befattningshavare.
Dessa pensionsldsningar varierar mellan 8 procent och 15 procent av den fasta arliga Ionen.

3.1 Summa ersattningar till foretagsledningen och ovrig personal

Summa ersattningar till foretagsledningen och ovrig

personal 2022 2021
Styrelsen, vd och nyckelpersoner (2 850) (1 416)
Annan personal (5610) (4932)
Koncernen (8 460) (6 348)
Varav pensions- och lonebikostnader (517) (365)

Uppséagningstiden for ledande befattningshavare dr mellan tre och sex manader. Koncernchefen har
en uppsdgningstid pa tre manader och under den tiden utgar avgangsvederlag. | den handelse att
anstéllningen avslutas av bolaget dr uppsagningstiden tre manader.

Ovriga férmaner ar bland annat tjinstebil, bilersittning och sjukférsakring.

Koncernchefen och tre 6vriga personer i koncernledningen har ratt att avsluta sina anstallningar och
erhalla avgangsvederlag i enlighet med villkoren i sina enskilda anstdllningsavtal om en storre
organisatorisk forandring skulle uppkomma som vésentligt begransar deras stallning och/eller de inte
erbjuds likvardiga anstallningsvillkor.




3.2 Ersattning till styrelsen

Ersattning till styrelsen 2022 2021
Styrelsearvode (106) (174)
Konsulttjanster 0 0
Summa (106) (174)

3.3 Ersattning till vd och nyckelpersoner

Ersattning till vd och nyckelpersoner 2022 2021
vd (56) (103)
Nyckelpersoner (2 688) (907)
Summa (2 744) (1 010)

3.4 Ersattning till styrelseledamoter

2022 Position Styrelsearvode Lon BonusKonsultarvode Summa

Beloppen anges i TSEK TSEK TSEK TSEK TSEK

tusentals svenska

kronor

Johan Bolsenbroek Ordférande 450 0 0 0 450

Alan Goslar Extern 400 0 0 0 400
styrelseledamot

Pekka Honkanen Extern 400 0 0 0 400
styrelseledamot

Zeth Nystrom Extern 400 0 0 0 400
styrelseledamot

Robert Brown Koncernchef 400 3820 0 0 4220

och vd

Summai 2050 3820 0 0 5870

arsredovisningen

(TSEK)

Anstidllda

Det genomsnittliga antalet anstallda, inklusive tillfalliga medarbetare, i moderbolaget under 2022 var
1, och i koncernen 196. Motsvarade siffror under 2021 var 1 respektive 169. Okningen av det
genomsnittliga antalet anstallda ar framst hanforlig till investeringarna i vart nasta generations
sakerhetscenter och viss specialistkompetens for de europeiska marknaderna, samt den personal som
tillkom genom forvarven.




Koncernens medarbetare per region framgar av tabellen nedan:

3.5 Genomsnittligt antal anstadllda per segment — kdnsférdelning — styrelsen och nyckelpersoner

Styrelsen och nyckelpersoner i
ledningen (genomsnitt
heltidsekvivalenter)
Moderbolaget

Styrelsen

Vd och ledningen

Koncernen

Vd och ledningen

Koncernen

3.6 Ersattning i moderbolaget och dotterbolagen

Moderbolaget och dotterbolagen
Moderbolaget

Dotterbolagen

Koncernen

3.7 Genomsnittligt antal anstallda per segment

Genomshnittligt antal anstallda per
segment

CYBER1

Dotterbolagen

Afrika

Mellandstern

Storbritannien och Europa

Summa

2022 2021
Kvinnor Man Kvinnor Man
0 0 0 0
0 5 0 5
0 1 0 1
0 0 0 0
3 5 3 5
3 11 3 11
2022 2021
(162) (103)
(8 298) (6 245)
(8 460) (6 348)

2022 2021

Genomsnittligt

antal anstédllda  (varav man, %)

3.8 Genomsnittligt antal anstdllda per segment — kdnsférdelning

Genomshnittligt antal anstallda i
heltidsekvivalenter

Moderbolaget
Dotterbolagen

Afrika

Mellandstern
Storbritannien och Europa
Summa

Genomsnittligt

antal anstdllda  (varav mén, %)

1 100 1 100
159 64 145 63
36 58 19 79
1 100 4 75
197 169
2022 2021
Kvinnor Man Kvinnor Man
0 1 0 1
58 101 54 91
15 21 15
0 1 1 3
73 124 59 110

Ersattningar och 6vriga formaner till koncernledningen

Tillampning av principer for rorlig ersattning under 2022. For att kunna sakerstalla ett beaktande av
aktiedgarnas langsiktiga intressen, for att starka graden av medarbetare som stannar kvar genom den
rorliga ersattningen och for att framja ett aktiedgande i bolaget i ledningsgruppen omfattar den rorliga




ersattningen en kontant incitamentsdel och ett langsiktigt aktieincitamentsprogram. Resultatperioden
for de langsiktiga programmen ska vara mellan tre och fem ar.

- Den rérliga I6nen avser periodiseringar som kostnadsfors till resultatrakningen under aret for
kortsiktiga incitamentsprogram.

- Ovriga ersattningar avser bland annat tjinstebilar, sjukférsakring, klubbmedlemskap.

- Redovisade pensionskostnader motsvarar tjanstekostnader for formansbestamda planer och
avgifter avseende avgiftsbestamda pensionsplaner (exklusive I6neskatt).

- Under 2022 och 2021 har ingen intdktsrelaterad ersattning betalats till ledningsgruppen.

- Under 2022 och 2021 har inget avgangsvederlag betalats till ledningsgruppen.

4. Revisions- och konsultarvoden

Revisionsuppdrag avser revisionen av arsredovisningen och de finansiella rapporterna och styrelsens
forvaltning, samt dvriga revisionsuppdrag som avgors av bolagets revisorer.

4.1 Revisions- och konsultarvoden

Koncernen Moderbolaget
Revisions- och konsultarvoden 2022 2021 2022 2021
RSM (51) (58) (51) (58)
Faitz (45) (33) 0 0
Ovriga (14) (3) 0 0
Total ersdttning (110) (94) (51) (58)

5. Avskrivningar och nedskrivningar

5.1 Avskrivningar och nedskrivningar

Koncernen Moderbolaget

2022 2021 2022 2021
Avskrivning avimmateriella (281) (110) 0 0
anlaggningstillgangar
Avskrivning av materiella (260) (216) 0 0
anlaggningstillgangar
Summa avskrivningar och (541) (326) 0 0

nedskrivningar

5.2 Av- och nedskrivningar av materiella anlaggningstillgangar

Koncernen 2022 2021
Byggnader 0 0
Anldggningar och maskiner (213) (86)
Leasing (47) (130)
Summa av- och nedskrivningar av materiella (260) (216)

anlaggningstillgangar




5.3 Av- och nedskrivningar avimmateriella anldggningstillgangar

Koncernen 2022 2021
Kundrelaterade tillgangar 0 0
Programvara (281) (110)
Summa av- och nedskrivningar avimmateriella (281) (110)

anlaggningstillgangar

6. Inkomstskatt

6.1 Inkomstskatt

Koncernen Moderbolaget

2022 2021 2022 2021
Aktuell skatt som redovisas i 0 0 0 0
resultatrakningen
Uppskjuten skatt hanforlig till 0 0 0 0
temporéra skillnader i utlandsk
juridisk persons resultat
Summa uppskjuten skatt 0 0 0 0
Skatt hanforlig till tidigare ar 0 0 0 0
Summa skatt som redovisas i 0 0 0 0
resultatrakningen
Skatt som redovisas i eget kapital 0 0 0 0
Skattekostnad som redovisas i 0 0 0 0

resultatrakningen

Moderbolaget redovisar och betalar skatt pa beskattningsbar vinst som uppstar i de heldgda
dotterforetagen i Dubai da dessa bolag ar klassificerade som ”“utldndsk juridisk person” enligt
Inkomstskattelagen 39 kap. 7a §.

6.2 Avstamning av skattesatsen

Koncernen Moderbolaget

2022 2021 2022 2021
Resultat fére skatt (3 866) 4378 (17) 3313
Moderbolagets skattekostnad till 0 0 0 670
20,6 %
Koncernens skattekostnad till 30 % 0 1313 0 0
Skillnad mellan skatt till den 0 0 0 0
aggregerade och den faktiska
skattesatsen
Skattemassiga resultat som 0 (1313) 0 (670)
redovisas som uppskjutna
skattefordringar
Skattekostnad 0 0 0 0

Den tillampliga skattesatsen ar den sammanlagda nationella skattesatsen for koncernens dotterbolag.




7. Immateriella tillgdngar

Immateriella anldggningstillgangar bestar av goodwill, kundrelationer och 6vriga immateriella
tillgdngar. Ovriga immateriella anldggningstillgadngar utgdrs av forvarvad teknik. Avskrivning av
immateriella tillgangar redovisas i resultatrakningen och allokeras till olika funktioner som tillampligt.
Det finns inga immateriella tillgangar hanforliga till tillverkningsprocesser eller liknande, och darmed
allokeras inga avskrivningar till kostnad fér salda varor.

Goodwill

Goodwill bestar av det positiva belopp varmed summan av (i) kostnader for andelar i dotterforetag,
(i) vardet av innehav utan bestammande inflytande och (iii) verkligt varde av tidigare innehavda eget
kapital-intressen Overstiger verkligt varde for koncernens andel av foérvdrvade identifierbara
nettotillgangar vid forvarvet. Goodwill redovisas till anskaffningsvarde med avdrag for ackumulerade
nedskrivningar. Goodwill nedskrivningstestas arligen, eller oftare om det finns indikationer pa att det
kravs. Se dven avsnittet Nedskrivningar.

Kundrelationer och 6vriga immateriella anldggningstillgdngar

Immateriella anldggningstillgdngar omfattar ocksa varumarket CYBER1, teknik, varumaérken och
kundrelationer. | samband med férvarvet av sadana tillgangar redovisas anskaffningsviardena som
tillgangar, som skrivs av linjart over tillgdngarnas beraknade nyttjandeperioder.

Komponent Avskrivningsmetod Genomsnittlig nyttjandetid
Programvara och teknik Linjar 5-10 ar
Varumarken Linjar 5-10 ar
Kundrelationer Linjar 15-20 ar

Nedskrivningar

Det redovisade beloppet for en avskriven tillgang testas for nedskrivning sa snart det finns indikationer
pa att det redovisade beloppet kanske inte ar atervinningsbart. Om det foreligger nagra indikationer
pa nedskrivning beraknas tillgangens atervinningsvirde. Atervinningsvardet bestar av det hogre av
tillgangens nyttjandevarde i verksamheten och vardet som skulle kunna atervinnas om tillgangen
saldes till en oberoende part, nettoférsaljningsvardet.

Nyttjandevardet bestar av alla in- och utgdende betalningar hanforliga till tillgdngen under den period
da den forvantas anvandas i verksamheten, plus realiserbart virde netto i slutet av nyttjandeperioden.
Om det berdknade atervinningsvardet ar lagre an det redovisade vardet gors en nedskrivning av
tillgangens atervinningsvarde. En nedskrivning redovisad i tidigare perioder aterférs om anledningarna
till nedskrivningen inte langre foreligger. En aterforing kommer emellertid inte att vara hogre an det
redovisade vardet skulle ha varit om ingen nedskrivning hade skett under tidigare perioder.

Goodwill testas arligen for nedskrivning dven om inga indikationer foreligger. Bokfort varde for
goodwill allokeras till kassagenererande enheter. Vid nedskrivningstester grupperas tillgangarna i
kassagenererande enheter och bedémningar gors baserat pa dessa enheters framtida kassafloden.
Nedskrivningar avseende goodwill aterfors inte. Samtliga nedskrivningar och eventuella aterféringar
av dessa redovisas i resultatrakningen.




Uppskattningar och bedémningar

For koncernen &r de mest vdsentliga uppskattningarna och antagandena hanforliga till
nedskrivningstester av goodwill. Det innebér att effekten pa de finansiella rapporterna kan vara
vasentlig om de uppskattningar och bedémningar som gors skulle visa sig avvika betydligt fran det
faktiska resultatet.

| samband med nedskrivningstester av goodwill jamfors det redovisade vardet med
atervinningsvardet.  Atervinningsvardet  faststdlls genom det hogre av tillgdngens
nettoforsaljningsvarde och dess nyttjandevdarde. Det gar normalt inte att faststélla
nettoforsaljningsvardet. Darfor jamfors vanligtvis nyttjandevardet med det redovisade vardet. Darmed
beraknas varje kassagenererande enhets nyttjandevarde vid bedomning av en eventuell nedskrivning
av goodwill. Berdkningarna gors genom att diskontera framtida uppskattade kassafléden.

For att utfora berakningarna gors flera beddmningar gallande framtida omstandigheter och
uppskattningar av parametrar, exempelvis tillvaxt och diskonteringsranta. Eventuella justeringar som
gors av bedomningarna kan paverka redovisat varde for goodwill. Ett antagande om en lagre ranta
skulle leda till ett lagre atervinningsvarde. En hogre diskonteringsranta skulle ocksa leda till ett lagre
atervinningsvarde.

Under aret redovisade koncernen immateriella kundrelationstillgangar uppgaende till bokfort varde
netto pa O efter avskrivningar. Goodwill uppgar till 6 735 000 € under 2022, (2021: 6 630 000 €), da
inga nedskrivningar gjordes under nagon av perioderna.

9.4 Avstamning av immateriella anlaggningstillgangar — innevarande ar

Koncernen Moderbolaget
Ovriga Ovriga
immateriella immateriella
Goodwill Goodwill tiligangar tillgangar
Ackumulerat anskaffningsvarde den 6 630 0 52 52
1 januari 2022
Rorelseforvarv 105 0 0 0
Ombklassificeringar 0 0 0 0
Kop/kapitalisering 0 0 0 0
Avyttringar/utrangeringar 0 0 0 0
Omrékningsdifferenser 0 0 0 0
Ackumulerat anskaffningsvarde den 6735 0 52 52
31 december 2022
Ackumulerat avskrivningsvarde den (30) (30)
1 januari 2022
Ombklassificeringar
Avyttringar/utrangeringar
Arets avskrivningar
Omrédkningsdifferenser
Ackumulerat avskrivningsvarde den 0 0 (31) (31)
31 december 2022
Redovisat viarde den 31 december 6735 0 22 22
2022

Ovriga immateriella tillgdngar avser teknik som férvdrvas genom rorelseférvdry, samt o6vriga
kapitaliserade kostnader som mjukvara och varumarkeslicenser.




8. Nedskrivningstest av goodwill

Goodwill nedskrivningstestas arligen for att sdkerstdlla att det bokforda vardet for var och en av
koncernens kassagenererande enheter inte ar hogre &an atervinningsvardet. Koncernens
kassagenererande enheter motsvarar de geografiska regionerna, som ocksa utgor koncernens
rorelsesegment. Det bokforda vardet motsvarar sysselsatt kapital och atervinningsvardet for varje
kassagenererande enhet och faststélls utifran varje enhets nyttjandevarde.

Allokeringen av goodwill till de kassagenerande enheterna (rérelsesegmenten) visas i foljande tabell.

8.1 Goodwill per segment

Goodwill per segment 2022 2021
Afrika 5503 5398
Mellandstern 942 942
Europa 290 290

6735 6 630

Koncernen har férvarvat de dotterbolag som anges i tabellen nedan. De férvarvade bolagen ar aktiva
inom cybersakerhetsbranschen som aterforsaljare och distributérer av programvara och leverantérer
av Overgripande cybersdkerhetslosningar. Forvarven ligger i linje med CYBER1-koncernens
overgripande strategi.

8.2 Koncernens forvarv

CYBER1 CYBER1 Trinexia
Solutions Trinexia Solutions (Pty) Ltd
(tidigare DMCC (tidigare Trinexia UK (tidigare
Dynamic (tidigare Professional (tidigare Cyber
Analys av Recovery Credence Technologies Credence Security
finansiella férvdarv  Services) Credence SA DMCC) Ltd) UK) South Africa) Summa
Andel férvarvade 74 % 100 % 100 % 100 % 100 % 75 %
aktier
Varde av forvarvade 2444 519 2024 678 123 934 6722
tillgangar
Virde av forvirvade (1 960) (454) (1 900) (476) (56) (1122) (5 968)
skulder
Véarde av forvarvade 484 65 124 202 67 (188) 754
nettotillgangar
Justeringar av 54 (92) 14 23 (51) (754) (806)
verkligt varde pa
tillgdngar och
skulder
Kopeskilling 3163 342 804 1286 275 1094 6 964
Innehav utan (129) (47) (176)
bestimmande
inflytande,
immateriella

nettotillgangar:
kundrelationer

Goodwill 3572 315 942 1511 290 105 6735




Redovisad goodwill fran dessa foérvarv uppgar till 6 735000 € och &r hanforlig till den forvarvade
verksamhetens personal och Idnsamhet.

Koncernen redovisade innehavet utan bestimmande inflytande i Dynamic Recovery Services (Pty) Ltd
till verkligt varde, saledes till innehavets proportionella andel av de redovisade beloppen for den
forvarvade rorelsens identifierbara nettotillgangar. Koncernens redovisningsprinciper for
foretagsforvarv och samgaenden beskrivs i not 1.4.

Tabellen nedan visar en sammanfattning av erlagd kopeskilling for forvarv samt verkligt varde for
forvarvade tillgangar och 6vertagna skulder.

8.3 Sammanfattning av képeskillingar

Képeskillingar 2022 2021
Verkligt varde av innehav utan bestimmande (176) (129)
inflytande

Kontantlikvid 3567 1467
Icke-likvida ersattningar 5673 4403
Summa kopeskillingar 9 064 5741
Minus summa nettotillgdngar (832) (941)
Justeringar av verkligt varde pa tillgangar och skulder 1497 1830
Goodwill 6735 6630

Goodwill uppgar till 6 735 000 € under 2022 (2021: 6 630 000 €).
Ingen redovisad goodwill kommer att vara avdragsgill vid berdkning av bolagsskatten.
Nedskrivningstest av goodwill

Eftersom redovisad goodwill har en obegridnsad nyttjandeperiod genomfér ledningen
nedskrivningstester arligen eller nar indikationer pa nedskrivningsbehov finns.

Atervinningsvirdet for goodwill med en obegrinsad nyttjandeperiod har beriknats utifran det
nyttjandevarde som ledningen férvantar sig att realisera. Nyttjandevardet har berdknats baserat pa
framtida forvantade kassafloden som kommer att genereras under femarsperioden 2020-2024. De
forvantade framtida kassaflodena faststalldes till foljande:

- 2022: Det fria kassaflodet enligt den affarsplan for 2020 som styrelsen har antagit.

- 2023-2026: Det fria kassaflodet baserat pa en antagen arlig okningstakt fran 2021 ars niva
med 5 %.

- Slutligt varde efter 2026 med en uppskattad tillvaxttakt pa 2 procent.

Den antagna tillvaxttakten for perioden 2021-2025 6verstiger inte den langsiktiga tillvaxttakten for de
marknader dar verksamheterna bedrivs. Vasentliga beddomningar grundar sig pa ledningens
erfarenhet.

Vasentliga bedomningar vid faststallande av nyttjandevarde for goodwill

Nyttjandevardet for varje enhet hamtas fran diskonterade kassafloden, baserat pa uppskattade
framtida kassafloden. Uppskattningarna baseras pa aktuella finansiella uppgifter och en férvantad
framtida utveckling under fem ar. Antaganden gallande forsdljningsnivaer, forsaljningspriser,
rorelsekostnader och produktmix utgdr grunden fér uppskattad framtida tillvaxt och utveckling av
marginalerna. Antaganden om volymer grundar sig pa historiska resultat, hogsta ledningens
forvantningar pa marknadsutvecklingen och forvantad global marknadstillvaxt.
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Antaganden om priser baserar sig pa kortfristiga marknadstrender och inflationsprognoser.
Marginalutvecklingen baseras pa aktuella marginalnivaer och produktmixen justerad for férvantade
prisandringar oh majliga forandringar i produktmixen. For perioder upp till fem ar har ett forsiktigt
antagande om 5 procent (2021: 5 %) gjorts vid extrapoleringen av forvdantade framtida kassafléden,
vilket anses ligga inom ramen for den férvantade branschtillvaxten. Kassaflodena har diskonterats med
hjalp av en genomsnittlig rdnta fore skatt pa 10,5 procent (2021: 10,5 %).

Rantan motsvarar koncernens aktuella genomsnittliga viagda kapitalkostnad (WACC) och baseras pa
aktuella marknadsbedomningar. Nedskrivningstester gors arligen, efter att budget och
prognostiserade affarsplaner har faststallts av hogsta ledningen. Testerna for 2021 (2020) visade att
det inte forelag nagot nedskrivningsbehov.

Kanslighetsanalyser har gjorts vad galler diskonteringsrantan (risk) och langsiktig tillvaxt med en allman
nedgang i tillvaxttakten efter fem ar pa 2 procentenheter (2) (vilket innebar ett antagande om
nolltillvaxt) och en allman 6kning av den genomsnittliga vagda kapitalkostnaden om 2 procentenheter.
Kanslighetsanalyserna visade inga indikationer pa nedskrivning; varken en 6kning av genomsnittlig
vagd kapitalkostnad om 14,5 procent eller en minskning av tillvaxttakten for fria kassafloden till 1
procent for perioden 2023-2026 skulle i sig vara tillrackligt for att ge upphov till en nedskrivning av
goodwill.

Utéver det arliga nedskrivningstestet testas goodwill sa snart det finns indikationer pa
nedskrivningsbehov.

9. Materiella anldggningstillgangar

9.1 Redovisat varde av materiella anlaggningstillgangar — innevarande ar

Materiella anldaggningstillgangar 2022 2021
Anskaffningsvarde vid arets borjan 1579 1174
Kép/investeringar 248 405
Anskaffningsvarde vid arets slut 1827 1579
Ackumulerade avskrivningar vid arets (1213) (997)
borjan

Arets avskrivningar (281) (216)
Utgaende ackumulerade avskrivningar (1 494) (1213)
Bokfort virde netto vid periodens slut 333 366

Avskrivningar pa materiella anldggningstillgangar har inkluderats i administrationskostnader i
resultatrakningen och uppgar till 281 000 € (2021: 216 000 €). Inga lanekostnader har kapitaliserats
under 2022 eller under 2021.

10. Leasingavtal

Koncernen &r leasetagare for ett fatal tillgangar dar fastighetshyra, sasom hyra av kontorsyta och
lagerlokaler, utgor den storsta delen av det totala leasingvardet. Koncernens leasing inkluderar dven
magasin och dylikt. Férutom kortfristiga leasingavtal och leasingavtal till l1agt virde redovisas varje
leasingavtal i balansrdakningen som en nyttjanderattstillgang och en leasingskuld. Leasingbetalningar
ar i allmanhet fasta, men ett antal leasade fastigheter ar kopplade till Idpande férandringar av ett

index. Rorliga leasingbetalningar, som inte beror pa ett index eller en kurs, undantas fran den initiala
varderingen av leasingskulderna och -tillgangarna.




Vissa leasingavtal innehaller alternativ for att uttka leasingen i en eller tva perioder till eller att avsluta
leasingen. En beddémning gors av sannolikheten for att optionerna for forlangning eller uppsagning
kommer att anvindas eller inte och beloppet pa valfria leasingbetalningar som inte ingar i
leasingskulderna per den 31 december 2022.

Loptiden for koncernens leasingavtal ar i genomsnitt 2,3 ar, inklusive bedémningar av sannolikheten
for ett nyttjande av alternativ for forlangningar och avslutande.

Per den 31 december 2022 fanns féljande leasingavtal:
Nyttjanderattstillgangar

10.1 Nyttjanderattstillgangar

2022 Lokaler Ovrigt Summa
Kostnader den 1 januari 149 0 149
Justering av omrakning av utlandsk valuta 0 0 0
Ink6p under aret 224 0 224
Avyttringar under aret (179) 0 (179)
Av- och nedskrivningar under aret (47) 0 (47)
Av- och nedskrivningar av dvergivna 0 0 0
tillgangar

281 0 281

Langfristiga leasingskulder

10.2 Leasingskulder — innevarande ar

2022
per den 1 januari 2021 303
Forvarv 45
Rantebetalningar 18
per den 31 december 2022 366
10.3 Belopp som redovisas i resultatrdkningen — innevarande ar

2022
Nedskrivning av nyttjanderatter (47)
Réntekostnader for leasingskulder (18)
Kostnad relaterad till rorliga leasingbetalningar som inte ingar i 0
varderingen av leasingskulder
Summa (65)
10.4 Kassaflode fran leasing —innevarande ar

2022
Avbetalningar pa leasingskulder (47)
Réntebetalningar (18)

Summa kassaflode fran leasing (65)




11. Investeringar i dotterbolag

Den framsta aktiviteten i samtliga dotterbolag ar att marknadsféra och sélja l6sningar for att 6ka
sakerheten pa internet samt att sdlja produkter och tjanster inom detta omrade.

Nedskrivningstest

Investeringar i dotterbolag varderas i moderbolagets finansiella rapporter till anskaffningsvarde. Om
det finns en indikation p& nedskrivning beraknas tillgangens &tervinningsvarde. Atervinningsvardet &r
det hogre av verkligt varde och nyttjandevarde.

Det redovisade vardet for investeringar i dotterbolag uppgar till 4 942 000 € per den 31 december 2022
(2021: 2 321 000 €).

Koncernens verksamhet bedrivs fraimst i dotterbolagen Trinexia DMCC och CYBER1 Solutions South
Africa som redovisar intakter pa 18 436 000 respektive 17 788 000 € under aret, samt i mindre skala i
de tva nyférvarvade distributionsbolagen Trinexia SA och Trinexia Africa med intakter pa 4 315 000
respektive 3 539 000 €. CYBER1-koncernens verksamhet bestar av att inneha andelar i dotterbolag och
narstaende foretag, lista dem pa NASDAQ First North och tillhandahalla ledningsfunktioner for
koncernen.

11.1 Investeringar i dotterbolag

2022 2021

Ingaende balans den 1 januari 2321 2301
Forvarv 0 0
Nedskrivningar av investeringar 0 0
Investeringar i dotterbolag 2621 20
Utgaende balans den 31 december 4942 2321
11.2 Investeringstransaktioner i dotterbolag
Cyber Security 1 AB:s dotterbolag Organisationsnummer Site AgarandelRostandel 2022 2021
Cognosec Ltd 224746800 Storbritannien 100 % 100% 275 275
CYBER One Solutions DMCC DMCC 40384 Forenade 100 % 100 % 0 0
(tidigare Cognosec DMCC) Arabemiraten,

Dubai
Trinexia DMCC (tidigare Credence JLT 4874 Forenade 100 % 100% 205 205
Security) Arabemiraten,

Dubai
CYBER1 Solutions Africa (tidigare No. C 81571 Kenya 100 % 100% 309 309
Professional Technologies Ltd)
CYBER1 Solutions SA (tidigare 1997/019520/07 Sydafrika 74 % 74% 1248 1248
Dynamic Recovery Services (Pty)
Ltd)
Credence Security (Pty) Ltd 1999/009285/07 Sydafrika 100 % 100% 264 264
Trinexia UK (tidigare Credence 6821858 Storbritannien 100 % 100 % 20 20
Security Ltd)
Trinexia SA (Pty) Ltd (tidigare 2017/522498/07 Sydafrika 75 % 75% 1094 0
Cyber Security South Africa)
Trinexia Africa (tidigare Cyber C18158696 Mauritius 100 % 100% 1527 0

Security Africa Distribution)

4942 2321




12. Avvecklad verksamhet

Ingen verksamhet har avvecklats under det innevarande rakenskapsaret.
Avyttring av dotterbolag
Inga dotterbolag har avyttrats under det innevarande rakenskapsaret.

13. Varulager

Varulagret varderas enligt “forst in, forst ut”-principen till det lagsta av anskaffningsvardet och
nettoforsaljningsvardet. Interna vinster som uppkommer fran leveranser mellan koncernbolagen
elimineras vid konsolidering.

13.1 Varulager

2022 2021
Fardiga varor 151 6
151 6
Nedskrivningar av varulagret under aret uppgick till 0 (2021: 0).
14. Kundfordringar och évriga fordringar
14.1 Kundfordringar och 6vriga fordringar
Koncernen Moderbolaget
2022 2021 2022 2021
Kundfordringar 23147 15752 410 323
Forskottsbetalda 178 163 0 0
leverantorsfakturor
Forskottshyra 0 0 0 0
Skattefordringar 0 0 0 0
Fordringar pa koncernféretag 0 0 0 0
Ovriga fordringar 175 2798 0 0
Minus avsattning for nedskrivning av 0 0 0 0
kundfordringar
23 500 18 713 410 323

Koncernens avsattningar for nedskrivning av kundfordringar har fordndrats enligt foljande:

14.2 Forandringar for koncernen — nedskrivningar av kundfordringar och dvriga fordringar

Avsiattning for kundfordringar 2022 2021
Bokfort varde vid arets borjan 0 0
Reserveringar for forluster under aret 0 0
Indrivning 0 0
Nedskrivning 0 0

0 0




| december 2022 var kundfordringar uppgaende till 9 052 000 € (2021: 10 256 000) € forfallna och till

0 (2021: 0) nedskrivna. Kundfordringarnas aldersférdelning ar som foljer:

14.3 Aldersanalys — kundfordringar

Aldersanalys for kundfordringar 2022 2021
Kortfristiga 14 095 5496
Forfallna < 31 dagar 2449 3297
Forfallna 31-90 dagar 2141 1674
Forfallna > 90 dagar 4462 5285

23147 15 752

De aterstaende kundfordringarna och oOvriga fordringarna innehaller inga nedskrivna tillgangar
eftersom de inte ar forfallna. Baserat pa kredithistorien for dessa 6vriga klasser forvantas dessa belopp

inkomma nar de forfaller. Koncernen har ingen sakerhet for dessa fordringar.

Kundfordringar halls normalt i inhemska valutor, som har en obetydlig paverkan pa valutarisken.
Avsattningarna for kundfordringar avser osakra kundfordringar dar det finns en potentiell risk for att
de inte kan inhdmtas. Kreditriskerna for koncernens kundfordringar bedéms vara laga. For mer

information se not 1 Finansiella instrument och finansiella risker.

15. Skulder och andra avsdttningar

Kortfristiga skulder presenteras till bokfort varde, vilket ar det verkliga vardet.

15.1 Skulder och andra avsattningar (kortfristiga)

Koncernen Moderbolaget

Kortfristiga skulder 2022 2021 2022 2021
Leverantorsskulder 9421 13172 177 3816
Aktuella skatteskulder 216 239 (11) 0
Ovriga skulder 11872 5142 297 741
Réntebarande skulder 1610 1404 0 0
Leasingskulder 366 303 0 0
Belopp att betala till koncernbolag 0 0 274 445

23485 20 260 738 5002




16. Innehav utan bestéimmande inflytande

Nedanstaende finansiella information i sammandrag for CYBER1 Solutions (Pty) Ltd och Trinexia (Pty)
Ltd har upprattats i enlighet med IFRS. Beloppen anges fore eliminering av koncerninterna
transaktioner. CYBER1 dger 74 procent av aktiekapitalet och innehar 74 procent av rostratterna i det
sydafrikanska dotterbolaget CYBER1 Solutions (Pty) Ltd och 75 procent av aktiekapitalet och
rostratterna i det sydafrikanska dotterbolaget Trinexia (Pty) Ltd. Innehavet utan bestdmmande
inflytande i CYBER1 Solutions (Pty) Ltd utgér 26 procent och ags av Matoana Investments (Pty) Ltd.
Innehavet utan bestdmmande inflytande i Trinexia (Pty) Ltd utgdr 26 procent och dgs av CSSA Endorsed
(Pty) Ltd. Matoana Investments och CSSA Endorsed har ratt att erhalla sina proportionella andelar av
eventuella utdelningar. Ingen utdelning betalades under 2022 och 2021 till innehavet utan
bestammande inflytande avseende CYBER1:s forvarv av CYBER1 Solutions (Pty) Ltd och Trinexia (Pty)
Ltd.

De innehav utan bestimmande inflytande som Matoana Investments har i CYBER1 Solutions (Pty) Ltd
och som CSSA Endorsed har i Trinexia (Pty) Ltd sdkerstéller att CYBER1 Solutions (Pty) Ltd och Trinexia
(Pty) Ltd efterlever South African Broad-Based Black Economic Empowerment Act (52/2003).

16.1 Innehav utan bestdammande inflytande — vinst

Innehav utan bestimmande inflytande — vinst 2022 2021

Intdkter 22103 22040

Vinst/(forlust) (2 667) 127

Vinst/(f6rlust) hanforlig till innehav utan bestimmande (693) 33

inflytande

Ovrigt totalresultat 0 0
(1974) 94

16.2 Innehav utan bestammande inflytande — nettotillgangar

Innehav utan bestimmande inflytande -

nettotillgangar 2022 2021
Omsattningstillgangar 3558 6194
Anlaggningstillgangar 501 448
Kortfristiga skulder (6 393) (6212)
Langfristiga skulder 0 0

(2334) 430

17. Aktiekapital

Per den 31 december 2022 bestod CYBER1:s registrerade aktiekapital av 1,021 miljoner aktier (2021:
0,7108 miljoner aktier) och uppgick till 267 000 EUR (2021: 186 000 EUR). CYBER1:s aktier dr noterade
i EUR.

For att underlatta en analys av forandringen i antalet emitterade aktier och aktiekapitalet bade for
2022 och 2021 redovisas aktiekapitalet i de finansiella rapporterna till valutakursen per den 31
december 2022, som uppgick till 11,00 SEK per EUR (2021: 10,13). Per den 31 december 2022 var det
nominella vardet per aktie 0,0003 SEK (2021: 0,0003) eller 0,000024 EUR (2021: 0,000030). Varje aktie
ger ratt till en rost.




Det aktiekapital som anges i de finansiella rapporterna ar det kapital som var registrerat per den 31
december 2022 respektive 2021.

17.1 Avstamning av aktiekapitalet

Forandring av

antalet Nominellt

Transaktion Datum emitterade aktier Emitterade aktier varde SEK

Aktier emitterade den 1 januari 2015 0 250 000 1

Aktiesplit 1:1000 den 23 april 2015 249 750 000 250 000 000 0,0010

Kvittningsemission den 23 april 2015 362 000 000 612 000 000 0,0010

Omvand split 2:1 den 23 april 2015 (306 000 000) 306 000 000 0,0010

Omvand split 10:8 den 23 april 2015 (61 200 000) 244 800 000 0,0025

Riktad aktieemission den 7 december 2 800 000 247 600 000 0,0025
2015

Borsnotering den 22 juni 2016 9579500 257 179 500 0,0025

Aktier emitterade den 31 december 257 179 500 0,0025
2016

Aktier emitterade den 1 januari 2017 257 179 500 0,0025

Aktier emitterade den 31 december 257 179 500 0,0025
2017

Riktad aktieemission den 11 januari 2018 1474000 258 653 500 0,0027

Kvittningsemission den 9 mars 2018 3638243 262291743 0,0027

Riktad aktieemission den 13 juli 2018 16 666 666 278 958 400 0,0018

Privatplacering nyemission den 23 oktober 13 277 097 292 235 506 0,0018
2018

Aktier emitterade den 31 december 292 235 506 0,0018
2018

Privatplacering nyemission den 18 mars 2019 3250976 295 486 482 0,0026

Aktier emitterade den 31 december 295 486 482 0,0026
2019

Kvittningsemission den 27 april 2020 38769 247 334225729 0,0003

Kvittningsemission den 27 april 2020 14 634 497 348 890 226 0,0003

Aktier emitterade den 31 december 348 890 226 0,0003
2020

Nyemission den 6 augusti 2021 174 445 113 523335339 0,0003

Kvittningsemission den 1 oktober 2021 187 466 716 710802 055 0,0003

Aktier emitterade den 31 december 710 802 055 0,0003
2021

Emission av teckningsoptioner den 26 augusti 310511425 1021313480 0,0003
2022

Aktier emitterade den 31 december 1021313480 0,0003

2022




18. Resultat per aktie

18.1 Resultat per aktie

Resultat per aktie 2022 2021

Nettoresultat hanforligt till moderbolagets (3173) 4345
aktiedgare (tusen euro)

Viktat genomsnittligt antal stamaktier (tusental) 866 057 529 846

Resultat per aktie fore utspadning (euro per aktie) (0,0037) 0,0082

Koncernen har inga potentiella stamaktier som ger upphov till utspadningseffekt. Saledes ar resultatet
per aktie efter utspadning detsamma som fére utspadning.

CYBER1 betalde ingen utdelning under 2022.

19. Eget kapital

Mal, policyer och processer for kapitalforvaltning

Styrelsen for Cyber Security 1 AB har mot bakgrund av de goda och stabila utsikterna for verksamheten
faststéllt som finansiell policy att koncernen ska strava efter att uppréatthalla en nettoskuld som inte
dverstiger tre gdnger EBITDA. Overskjutande medel ska &terforas till aktiedgarna genom utdelning och
aterkop av aktier.

Aktiekapital

Samtliga aktier tillhér samma klass och medfér samma rostratt. Alla aktier ar fullt betalda. Samtliga
aktier medfér samma rétt till koncernens tillgangar och vinster. Det finns inga begransningar gallande
aktiernas 6verforbarhet enligt lag eller i enlighet med bolagsordningen.

Ovrigt tillskjutet kapital

Ovrigt tillskjutet kapital avser eget kapital som har skjutits till frdn dgarna och inkluderar
overkursfonder.

Enligt 4 kap. 2 §, 2 st. ARL &r inte sddana medel tillgangliga for utdelning.

Sakringsreserv

Sakringsreserven avser ackumulerade vinster och forluster som uppkommer fran férandringar i
verkligt varde for kassaflodessdkringar hanforliga till sdkringar av valutakursfluktuationer och
ranterisker. Vid arets slut fanns det inga kassaflodesakringar redovisade i Ovrigt totalresultat.

Valutaomrakningsreserv

Valutakursreserven omfattar alla valutakursdifferenser som uppkommer vid omrdkning av de
finansiella rapporterna for utlandska verksamheter som redovisas i en annan valuta an den som
anvands for presentation av koncernredovisningen. Moderbolaget och koncernen upprattar sina
finansiella rapporter i EUR.




Reserv for verkligt varde

Verkligtvardereserven omfattar den ackumulerade nettoférandringen i verkligt varde for finansiella
tillgangar som ar tillgangliga for forsaljning till dess att tillgangarna tas bort fran redovisningen eller
skrivs ner.

20. Transaktioner med néirstdende

Koncernens narstaende omfattar narstaende bolag och nyckelpersoner med ett betydande inflytande
over koncernen. Nyckelpersoner med betydande inflytande 6ver koncernen ar CYBER1:s styrelse och
medlemmar i ledningsgruppen. Transaktioner med narstaende genomférs pa normala affarsméssiga
villkor (armlangds avstand).

Koncernens dotterbolag i Sydafrika betalade 82 000 € i hyra av kontorslokaler via ett foretag som
kontrolleras av koncernchefen. Styrelsen anser att hyran ar marknadsmadssig. | ovrigt har inga
transaktioner skett mellan CYBER1 och néarstdende som har haft vasentlig paverkan pa foretagets
stallning eller resultat.

Den 30 september 2022 meddelade CYBER1 att man hade undertecknat avtal om foérvarv av
aterstaende 50 procent av Cyber Security South Africa (CSSA) och Cyber Security Africa Distribution
(CSAD), som ar deldagda av CYBER1:s koncernchef, Robert Brown. Som med den ekonomiska och
juridiska due diligence-processen hanterades detta av valda styrelseledamoéter som inte omfattade
Robert Brown i hans davarande kapacitet som koncernchef, samt med tva oberoende foretag i
Sydafrika for att vardera och ge information om foérvarven.

CYBER1 har under aret utsett den externa styrelseledamoten Pekka Honkanen med uppdrag att se
over och bidra till bolagets langsiktiga bolagsstyrningsstrategi. Uppdraget inbegriper att se till att basta
praxis utvecklas och forfinas i linje med det standigt féranderliga sammanhang inom flera olika
jurisdiktioner som foretaget verkar i. Engagemanget genom hans konsultféretag (PHOY Solutions)
faller utanfor detta omrade och det ansvar som Honkanen har som extern styrelseledamot enligt
foretagets arbetsordning och bolagsordning.

Narstaende utgors aven av dotterbolag dar CYBER1 har ett bestammande inflytande.

21.1 De storsta aktiedgarna

Andel av emitterade

Aktiedgare stamaktier, % Varde SEK
SAXO BANK A/S CLIENT ASSETS 23,2 237141025
ABN AMRO SWEDEB CLIENT NON-TREATY 20,7 211055927
SIX SIS AG, W8IMY 9,8 99 626 637
BROWN, ROBERT 9,2 94 370 088
MORGAN STANLEY & CO INTL PLC, W8IMY 6,4 65 816 888
CS (CH) CLIENT OMNIBUS ACC 5,8 59 299 000
IBKK FINANCIAL SERVICES AG, W8IMY 3,4 34 809 040
UBS SWITZERLAND AG, W81MY 3,0 30456 677
BRIDGE FINANCE SOLUTION AB 2,9 29 600 000
THE BANK OF NEW YORK MELLON, 1,7 17 806 240
CORPORATION W9

AVANZA PENSION 1,7 16 999 755

STUART, MAGNUS 11 10 704 000




21. Hdndelser efter rapportperioden

Det har inte intraffat nagra vasentliga handelser efter rapportperioden.
22. Disposition av drets resultat

23.1 Disposition av resultatet

Disposition av resultatet (EUR) 2022
Fritt eget kapital 4171717
Arets resultat (16 611)
Aktieemission 3023813

7 178919

23. Godkdnnande av drsredovisningen

Styrelsen och vd bekraftar hiarmed att arsredovisningen har upprattats i enlighet med god
redovisningssed i Sverige och att koncernredovisningen har utarbetats i enlighet med internationella
redovisningsstandarder som antagits genom Europaparlamentets och radets foérordning (EG) nr
1606/2002 av den 19 juli 2002 om tillampning av internationella redovisningsstandarder.

Arsredovisningen och koncernredovisningen ger en sann och rattvisande bild av moderbolagets och
koncernens ekonomiska stallning och resultat. Koncernens och moderbolagets forvaltningsberattelse
ger en sann och rattvisande beskrivning av utvecklingen av koncernens och moderbolagets
verksamhet, finansiella stallning och rorelseresultat och beskriver vasentliga risker och osiakerheter
som moderbolaget och koncernbolagen star infor.




Koncernens arsredovisning kommer att presenteras fér bolagsstamman den 26 maj 2023 for
godkannande.

Det datum som framgar av vara elektroniska signaturer pa nasta sida

Peter Sedin

vd

Johannes Bolsenbroek Robert Brown

Ordférande Koncernchef och styrelseledamot
Alan Goslar Zeth Nystrém

Styrelseledamot Styrelseledamot

Pekka Honkanen

Styrelseledamot

Var revisionsberattelse har lamnats det datum som framgar av var elektroniska signatur

RSM Stockholm AB

Malin Lanneborn

Auktoriserad revisor




REVISIONSBERATTELSE

Till bolagsstammani Cyber Security 1AB, org.nr 556135-4811

Rapport om arsredovisningen och
koncernredovisningen

Uttalanden

Vihar utfort en revision av arsredovisningen och
koncernredovisningen for Cyber Security AB for ar 2022.
Bolagets arsredovisning och koncernredovisning ingar pa
sidorna13—74 i detta dokument.

Enligt var uppfattning har drsredovisningen upprdattats i
enlighet med arsredovisningslagen och ger enialla
vdsentliga avseenden rdttvisande bild av moderbolagets
finansiella stdlining per den 31december 2022 och av dess
finansiella resultat och kassafléde for aret enligt
arsredovisningslagen. Koncernredovisningen har upprdttats
i enlighet med arsredovisningslagen och gerenialla
vdsentliga avseenden rattvisande bild av koncernens
finansiella stdlining per den 31december 2022 och av dess
finansiella resultat och kassafléde for aret enligt
International Financial Reporting Standards (IFRS), sasom de
antagits av EU och arsredovisningslagen.
Forvaltningsberdttelsen dr forenlig med arsredovisningens
och koncernredovisningens 6vriga delar.

Vitillstyrker darfor att bolagsstdmman faststdller
resultatrdkningen och balansrdkningen fér moderbolaget
och koncernen.

Grund for uttalanden

Vihar utfort revisionen enligt International Standards on
Auditing (ISA) och god revisionssed i Sverige. Vart ansvar
enligt dessa standarder beskrivs ndrmare i avsnittet
Revisorns ansvar. Vidr oberoende i forhallande till
moderbolaget och koncernen enligt god revisorssed i
Sverige och har i dvrigt fullgjort vart yrkesetiska ansvar
enligt dessakrav.

Vianser att de revisionsbevis vihar inhamtat dr tillrackliga
och dndamalsenliga som grund for vara uttalanden.

Annan information an arsredovisningen

Det ar styrelsen och verkstdllande direktSren som har
ansvaret for den andrainformationen. Den andra
informationen bestar av bolagsstyrningsrapporten men
innefattar inte arsredovisningen och var revisionsberdttelse
avseende denna.

Vart uttalande avseende arsredovisningen omfattar inte
dennainformation och vigdr inget uttalande med
bestyrkande avseende denna andra information.

| samband med var revision av arsredovisningen dr det vart
ansvar att ldsa den information som identifieras ovan och
dvervdga ominformationen i vasentlig utstrdckning dr
of6renlig med arsredovisningen. Vid denna genomgang
beaktar vidven den kunskap viiovrigt inhdmtat under
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revisionen samt bedémer om informationen i dvrigt verkar
innehalla vasentliga felaktigheter.

Om vi, baserat pa det arbete som har utférts avseende
dennainformation, drar slutsatsen att den andra
informationen innehaller en vdsentlig felaktighet, dr vi
skyldiga att rapportera detta. Viharinget att rapporterai
det avseendet.

Styrelsens och verkstallande direktérens ansvar
Det dr styrelsen och verkstdllande direktdren som har
ansvaret for att arsredovisningen och koncernredo-
visningen upprattas och att den ger en rattvisande bild
enligt arsredovisningslagen och, vad gdller koncern-
redovisningen, enligt IFRS sasom de antagits av EU.
Styrelsen och verkstdllande direktéren ansvarar dven for
deninterna kontroll som de bedémer dr nddvdndig for att
uppradtta en arsredovisning och koncernredovisning som
inte innehaller nagra vdsentliga felaktigheter, vare sig dessa
beror pa oegentligheter eller misstag,.

Vid upprdttandet av arsredovisningen och
koncernredovisningen ansvarar styrelsen och verkstdllande
direktoren for bedomningen av bolagets och koncernens
formaga att fortsdtta verksamheten. De upplyser, ndr sa dr
tillampligt, om forhallanden som kan paverka férmagan att
fortsdtta verksamheten och att anvanda antagandet om
fortsatt drift. Antagandet om fortsatt drift tilldmpas dock
inte om styrelsen och verkstdllande direktdren avser att
likvidera bolaget, upphdra med verksamheten eller inte har
nagot realistiskt alternativ till att géra nagot av detta.

Revisorns ansvar

Varamal ar att uppna enrimlig grad av sdkerhet om
huruvida arsredovisningen och koncernredovisningen som
helhet inte innehaller nagra vdsentliga felaktigheter, vare sig
dessa beror pa oegentligheter eller misstag, och att ldmna
en revisionsberdttelse sominnehaller vara uttalanden.
Rimlig sakerhet dr enhog grad av sakerhet, men dr ingen
garanti for att en revision som utfors enligt ISA och god
revisionssed i Sverige alltid kommer att upptdckaen
vdsentlig felaktighet om en sadan finns. Felaktigheter kan
uppsta pa grund av oegentligheter eller misstag och anses
vara vdsentliga om de enskKilt eller tillsammans rimligen kan
forvdntas paverka de ekonomiska beslut som anvdndare
fattar med grundiarsredovisningen och
koncernredovisningen.

Som del av enrevision enligt ISA anvdnder vi professionellt
omdome och har en professionellt skeptisk instdllning under
hela revisionen. Dessutom:

e identifierar och beddmer viriskerna fér vasentliga
felaktigheter iarsredovisningen och koncern-
redovisningen, vare sig dessa beror pa oegentligheter
eller pa fel, utformar och utfér granskningsatgdrder
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bland annat utifran dessarisker och inhamtar
revisionsbevis som dr tillrdckliga och dndamalsenliga
for att utgdra en grund for vara uttalanden. Risken for
attinte upptdcka en vasentlig felaktighet till féljd av
oegentligheter dr hdgre dn for en vdsentlig felaktighet
som beror pa misstag, eftersom oegentligheter kan
innefatta agerande i maskopi, forfalskning, avsiktliga
utelamnanden, felaktig information eller dsidosdttande
av intern kontroll.

e skaffar vioss enforstaelse av den delav bolagets
interna kontroll som har betydelse for var revision for
att utforma granskningsatgdrder som dr lampliga med
hansyn till omstdndigheterna, men inte for att uttala
oss om effektiviteten iden interna kontrollen.

e utvdrderar vildmpligheten ide redovisningsprinciper
som anvands och rimlighetenistyrelsens och
verkstdllande direktdrens uppskattningar i
redovisningen och tillhérande upplysningar.

e drarvienslutsats omIdmpligheteniatt styrelsen och
verkstdllande direktéren anvdnder antagandet om
fortsatt drift vid upprdttandet av arsredovisningen och
koncernredovisningen. Vidrar ocksa en slutsats, med
grund i de inhdmtade revisionsbevisen, om huruvida det
finns nagon vdsentlig osdkerhetsfaktor som avser
sadana hdndelser eller férhallanden som kan leda till
betydande tvivel om bolagets och koncernens férmaga
att fortsdtta verksamheten. Om vidrar slutsatsen att
det finns en vdsentlig osdkerhetsfaktor, maste vii
revisionsberdttelsen fdsta uppmdrksamheten pa
upplysningarnaiarsredovisningen och
koncernredovisningen om den vdsentliga
osdkerhetsfaktorn eller, om sadana upplysningar dr
otillrdckliga, modifiera uttalandet om arsredovisningen
och koncernredovisningen. Vara slutsatser baseras pa
de revisionsbhevis som inhdmtas fram till datumet for
revisionsberdttelsen. Dock kan framtida hdndelser eller
forhallanden gora att ett bolag och en koncerninte
ldngre kan fortsdtta verksamheten.

e utvdrderar viden dvergripande presentationen,
strukturen och innehallet i arsredovisningen och
koncernredovisningen, ddribland upplysningarna, och
om arsredovisningen och koncernredovisningen
aterger de underliggande transaktionerna och
hdndelserna pa ett sdtt som ger en rdttvisande bild.

e inhdmtar vitillrdackliga och dndamalsenliga
revisionsbevis avseende den finansiella informationen
for enheterna eller affdrsaktiviteternainom koncernen
for att gora ett uttalande avseende
koncernredovisningen. Viansvarar for styrning,
dvervakning och utférande av koncernrevisionen. Vidr
ensamt ansvariga for vara uttalanden.

Vimaste informera styrelsen om bland annat revisionens
planerade omfattning och inriktning samt tidpunkten for
den. Vimaste ocksainformera om betydelsefulla
iakttagelser under revisionen, ddribland de eventuella
betydande brister i den interna kontrollen som viidentifierat.

Vimaste ocksa forse styrelsen med ett uttalande om att vi
har féljt relevanta yrkesetiska krav avseende oberoende,
och ta upp alla relationer och andra férhallanden som
rimligen kan paverka vart oberoende, samt i tillampliga fall
tilhérande motatgdrder.
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Av de omraden som kommuniceras med styrelsen
faststdller vivilka av dessa omraden som varit de mest
betydelsefulla fér revisionen av arsredovisningen och
koncernredovisningen, inklusive de viktigaste bedémda
riskerna for vdsentliga felaktigheter, och som darfor utgor
de for revisionen sdrskilt betydelsefulla omradena. Vi
beskriver dessa omradenirevisionsberdttelsen savidainte
lagar eller andra forfattningar forhindrar upplysning om
fragan.

Rapport om andra krav enligt lagar och andra
forfattningar

Uttalanden

Utbver var revision av arsredovisningen och koncern-
redovisningen har vi dven utfort enrevision av styrelsens
och verkstdllande direktdrens forvaltning for Cyber
Security 1TAB for ar 2022 samt av forslaget till dispositioner
betraffande bolagets vinst eller forlust.

Vitillstyrker att bolagsstdamman disponerar vinsten enligt
forslaget i forvaltningsberdttelsen och beviljar styrelsens
ledamoter och verkstadllande direktdren ansvarsfrihet for
rakenskapsaret.

Grund for uttalanden

Vihar utfort revisionen enligt god revisionssed i Sverige.
Vart ansvar enligt denna beskrivs ndrmare i avsnittet
Revisorns ansvar.Viar oberoende i forhallande till
moderbolaget och koncernen enligt god revisorssed i
Sverige och har i dvrigt fullgjort vart yrkesetiska ansvar
enligt dessakrav.

Vianser att de revisionsbevis vihar inhamtat dr tillrackliga
och dndamalsenliga som grund for vara uttalanden.

Styrelsens och verkstallande direktorens ansvar

Det ar styrelsen som har ansvaret for forslaget till
dispositioner betrdffande bolagets vinst eller forlust. Vid
forslag till utdelning innefattar detta bland annat en
beddmning av om utdelningen dr forsvarlig med hdnsyn till
de krav som bolagets och koncernens verksamhetsart,
omfattning och risker stdller pa storleken av moderbolagets
och koncernens egna kapital, konsolideringsbehov, likviditet
och stdlining i 6vrigt.

Styrelsen ansvarar for bolagets organisation och
forvaltningen av bolagets angeldgenheter. Detta innefattar
bland annat att fortlépande bedéma bolagets och
koncernens ekonomiska situation, och att tillse att bolagets
organisation dr utformad sa att bokféringen,
medelsforvaltningen och bolagets ekonomiska
angeldgenheteridvrigt kontrolleras pa ett betryggande
sdtt. Verkstdllande direkt8ren ska skéta den I86pande
forvaltningen enligt styrelsens riktlinjer och anvisningar och
bland annat vidta de atgdrder som dr nddvdndiga for att
bolagets bokforing ska fullgbras i 6verensstammelse med
lag och for att medelsférvaltningen ska skdtas pa ett
betryggande satt.




Revisorns ansvar

Vart mal betrdffande revisionen av forvaltningen, och
ddrmed vart uttalande om ansvarsfrihet, dr att inhdmta
revisionsbevis for att med en rimlig grad av sdkerhet kunna
beddma om nagon styrelseledamot eller verkstdllande
direktoreninagot vasentligt avseende:

e foOretagit nagon atgdrd eller gjort sig skyldig tillnagon
forsummelse som kan foranleda ersdttnings-
skyldighet mot bolaget, eller

e panagotannatsdtt handlatistrid med
aktiebolagslagen, arsredovisningslagen eller
bolagsordningen.

Vart mal betrdffande revisionen av forslaget till
dispositioner av bolagets vinst eller forlust, och darmed vart
uttalande om detta, dr att med rimlig grad av sdkerhet
bedd8ma om férslaget ar forenligt med aktiebolagslagen.

Rimlig sdkerhet dr en hdg grad av sdkerhet, men ingen
garanti for att en revision som utférs enligt god revisionssed
i Sverige alltid kommer att upptdcka atgdrder eller
forsummelser som kan féranleda ersdttningsskyldighet mot
bolaget, eller att ett forslag till dispositioner av bolagets
vinst eller forlust inte dr forenligt med aktiebolagslagen.

Som en del av enrevision enligt god revisionssed i Sverige
anvdnder vi professionellt omdéme och har en
professionellt skeptisk instdlining under hela revisionen.
Granskningen av férvaltningen och forslaget till
dispositioner av bolagets vinst eller forlust grundar sig
framst pa revisionen av rakenskaperna. Vilka tillkommande
granskningsatgdrder som utfors baseras pa var
professionella beddmning med utgangspunktirisk och
vdsentlighet. Det innebadr att vi fokuserar granskningen pa
sadana atgdrder, omraden och férhallanden som dr
vdsentliga for verksamheten och ddr avsteg och
dvertrddelser skulle ha sdrskild betydelse for bolagets
situation. Vi gar igenom och prévar fattade beslut,
beslutsunderlag, vidtagna atgdrder och andra férhallanden
som dr relevanta for vart uttalande om ansvarsfrihet. Som
underlag for vart uttalande om styrelsens forslag till
dispositioner betraffande bolagets vinst eller forlust har vi
granskat omfdrslaget dr forenligt med aktiebolagslagen.

Stockholm det datum enligt var elektroniska signatur
RSM Stockholm AB

Malin Lanneborn.
Auktoriserad revisor
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-05-03 14:14:52.853687 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      176.10.207.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.64

      

    

    		

      

        The initiator Malin Lanneborn (ML) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2023-08-01 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-05-03 14:14:52.853687 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Rob@cyber1.com) to Rob Brown (RB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-03 14:14:52.853687 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (alan.goslar@cyber1.com) to Alan Goslar (AG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-03 14:14:52.853687 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (pekka.honkanen@cyber1.com) to Pekka Honkanen (PH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-03 14:14:52.853687 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (zeth.nystrom@cyber1.com) to Zeth Nyström (ZN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-03 14:14:52.853687 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Johan@cyber1.com) to Johan Bolsenbroek (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-03 14:14:52.853687 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (peter.sedin@cyber1.com) to Peter Sedin (PS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-03 14:14:52.853687 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to approve the document via email to Gemma Theron (GT). The invitation included a link that when clicked led to Scrive eSign’s online interface to approve documents. 



      


    

  



  

  

    		2023-05-03 14:14:59.033852 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rob Brown (RB) was delivered.

      


    

  



  

  

    		2023-05-03 14:14:59.074995 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Alan Goslar (AG) was delivered.

      


    

  



  

  

    		2023-05-03 14:14:59.095631 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pekka Honkanen (PH) was delivered.

      


    

  



  

  

    		2023-05-03 14:14:59.116535 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Zeth Nyström (ZN) was delivered.

      


    

  



  

  

    		2023-05-03 14:14:59.136051 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Bolsenbroek (JB) was delivered.

      


    

  



  

  

    		2023-05-03 14:14:59.156411 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Sedin (PS) was delivered.

      


    

  



  

  

    		2023-05-03 14:14:59.177278 UTC ±9 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to approve the document sent via email to Gemma Theron (GT) was delivered.

      


    

  



  

  

    		2023-05-03 14:19:27.249625 UTC ±15 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to Rob@cyber1.com was opened.

      


    

  



  

  

    		2023-05-03 14:19:48.596765 UTC ±16 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to pekka.honkanen@cyber1.com was opened.

      


    

  



  

  

    		2023-05-03 14:29:16.735034 UTC ±28 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      102.134.243.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The party Gemma Theron (GT) opened the document in Scrive eSign’s online interface to approve documents.

      


    

  



  

  

    		2023-05-03 14:29:37.271321 UTC ±29 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      102.134.243.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The party Gemma Theron (GT) opened the document in Scrive eSign’s online interface to approve documents.

      


    

  



  

  

    		2023-05-03 14:30:03.433527 UTC ±29 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to gemma@cyber1.com was opened.

      


    

  



  

  

    		2023-05-03 14:30:05.730733 UTC ±29 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      102.134.243.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The approver party Gemma Theron (GT) approved the document.

      


    

  



  

  

    		2023-05-03 14:32:18.250618 UTC ±32 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      102.132.133.9

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The party Rob Brown (RB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-03 14:32:29.384754 UTC ±33 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      102.132.133.9

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        An SMS with a PIN was sent to +27832673656 for Rob Brown (RB) to use for authentication.

      


    

  



  

  

    		2023-05-03 14:32:55.972127 UTC ±33 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +27832673656 for Rob Brown (RB) to use for authentication.

      


    

  



  

  

    		2023-05-03 14:33:24.453342 UTC ±34 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      102.132.133.9

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Rob Brown (RB) signed the document using PIN by SMS as authentication method. The PIN was sent to +27832673656.

      


    

  



  

  

    		2023-05-03 14:36:56.107398 UTC ±39 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      94.191.136.113

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Peter Sedin (PS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-03 14:37:18.443914 UTC ±39 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      94.191.136.113

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Peter Sedin (PS) changed the text in the text field “ID number” from 

  blank

 to 

  “6812119318”

.  

      


    

  



  

  

    		2023-05-03 14:37:26.144409 UTC ±39 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      94.191.136.113

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Peter Sedin (PS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SSBzaWduIHRoZSBkb2N1bWVudCAiQW5udWFsIFJlcG9ydCBDeWJlciAyMDIyIFN3ZWRpc2giIHdpdGggdHJhbnNhY3Rpb24gbnVtYmVyIDkyMjIxMTU1NTc0OTIwNDE0NTMu












Data returned from 

  the BankID network

:

  
Name: Kaj Peter Sedin

  
ID number: 

  196812119318



  
IP: 94.191.136.113




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-03 14:37:46.173459 UTC ±40 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to peter.sedin@cyber1.com was opened.

      


    

  



  

  

    		2023-05-03 14:42:55.552673 UTC ±47 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      99.30.244.92

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.64

      

    

    		

      

        The party Johan Bolsenbroek (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-03 14:43:13.258881 UTC ±47 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      99.30.244.92

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.64

      

    

    		

      

        An SMS with a PIN was sent to +31651451833 for Johan Bolsenbroek (JB) to use for authentication.

      


    

  



  

  

    		2023-05-03 14:43:21.557317 UTC ±47 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +31651451833 for Johan Bolsenbroek (JB) to use for authentication.

      


    

  



  

  

    		2023-05-03 14:43:34.531279 UTC ±47 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      99.30.244.92

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.64

      

    

    		

      

        The signatory Johan Bolsenbroek (JB) signed the document using PIN by SMS as authentication method. The PIN was sent to +31651451833.

      


    

  



  

  

    		2023-05-03 14:48:28.967113 UTC ±54 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      81.155.233.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/112.0

      

    

    		

      

        The party Alan Goslar (AG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-03 14:48:33.874531 UTC ±54 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to alan.goslar@cyber1.com was opened.

      


    

  



  

  

    		2023-05-03 14:48:45.230934 UTC ±54 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      81.155.233.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/112.0

      

    

    		

      

        An SMS with a PIN was sent to +447764200221 for Alan Goslar (AG) to use for authentication.

      


    

  



  

  

    		2023-05-03 14:48:51.510917 UTC ±54 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +447764200221 for Alan Goslar (AG) to use for authentication.

      


    

  



  

  

    		2023-05-03 14:48:59.057713 UTC ±55 ms

    		2023-05-03 14:08:57.636176 UTC

    		

      81.155.233.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/112.0

      

    

    		

      

        The signatory Alan Goslar (AG) signed the document using PIN by SMS as authentication method. The PIN was sent to +447764200221.

      


    

  



  

  

    		2023-05-03 15:32:21.057577 UTC ±76 ms

    		2023-05-03 15:08:59.995695 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to zeth.nystrom@cyber1.com was opened.

      


    

  



  

  

    		2023-05-03 15:32:23.425143 UTC ±76 ms

    		2023-05-03 15:08:59.995695 UTC

    		

      95.193.158.190

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/112.0.1722.64 Version/16.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Zeth Nyström (ZN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-03 15:35:21.983962 UTC ±86 ms

    		2023-05-03 15:08:59.995695 UTC

    		

      217.213.92.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/112.0.1722.64 Version/16.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Zeth Nyström (ZN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-03 15:36:48.212109 UTC ±90 ms

    		2023-05-03 15:08:59.995695 UTC

    		

      95.193.136.153

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/112.0.1722.64 Version/16.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Zeth Nyström (ZN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-03 15:37:16.840308 UTC ±92 ms

    		2023-05-03 15:08:59.995695 UTC

    		

      95.193.136.153

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/112.0.1722.64 Version/16.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Zeth Nyström (ZN) changed the text in the text field “ID number” from 

  blank

 to 

  “4606035915”

.  

      


    

  



  

  

    		2023-05-03 15:37:29.337446 UTC ±92 ms

    		2023-05-03 15:08:59.995695 UTC

    		

      95.193.136.153

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/112.0.1722.64 Version/16.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Zeth Nyström (ZN) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SSBzaWduIHRoZSBkb2N1bWVudCAiQW5udWFsIFJlcG9ydCBDeWJlciAyMDIyIFN3ZWRpc2giIHdpdGggdHJhbnNhY3Rpb24gbnVtYmVyIDkyMjIxMTU1NTc0OTIwNDE0NTMu












Data returned from 

  the BankID network

:

  
Name: ZETH NYSTRÖM

  
ID number: 

  194606035915



  
IP: 95.193.136.153




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-03 15:49:25.162954 UTC ±131 ms

    		2023-05-03 15:08:59.995695 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to pekka.honkanen@cyber1.com was opened.

      


    

  



  

  

    		2023-05-03 16:25:56.147645 UTC ±18 ms

    		2023-05-03 16:09:01.744647 UTC

    		

      87.92.247.247

      

        Mozilla/5.0 (iPad; CPU OS 16_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/112.0.5615.167 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Pekka Honkanen (PH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-03 16:26:44.424647 UTC ±19 ms

    		2023-05-03 16:09:01.744647 UTC

    		

      87.92.247.247

      

        Mozilla/5.0 (iPad; CPU OS 16_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/112.0.5615.167 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Pekka Honkanen (PH) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: KARI PEKKA HONKANEN

  
Date of birth: 1951-11-17

  
Personal identification number: 

  171151-0675





















      


    

  



  

  

    		2023-05-03 16:26:51.596396 UTC ±19 ms

    		2023-05-03 16:09:01.744647 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Malin Lanneborn (ML) was delivered.

      


    

  



  

  

    		2023-05-03 19:44:01.097058 UTC ±135 ms

    		2023-05-03 19:09:09.639869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to pekka.honkanen@cyber1.com was opened.

      


    

  



  

  

    		2023-05-03 20:32:15.40226 UTC ±74 ms

    		2023-05-03 20:09:12.670762 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to gemma@cyber1.com was opened.

      


    

  



  

  

    		2023-05-04 12:14:54.676659 UTC ±18 ms

    		2023-05-04 12:09:52.606656 UTC

    		

      176.10.207.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.64

      

    

    		

      

        The party Malin Lanneborn (ML) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 12:15:08.187956 UTC ±18 ms

    		2023-05-04 12:09:52.606656 UTC

    		

      176.10.207.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.64

      

    

    		

      

        The signatory Malin Lanneborn (ML) changed the text in the text field “ID number” from 

  blank

 to 

  “7807106922”

.  

      


    

  



  

  

    		2023-05-04 12:15:17.266416 UTC ±19 ms

    		2023-05-04 12:09:52.606656 UTC

    		

      176.10.207.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.64

      

    

    		

      

        The document was signed by Malin Lanneborn (ML) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SSBzaWduIHRoZSBkb2N1bWVudCAiQW5udWFsIFJlcG9ydCBDeWJlciAyMDIyIFN3ZWRpc2giIHdpdGggdHJhbnNhY3Rpb24gbnVtYmVyIDkyMjIxMTU1NTc0OTIwNDE0NTMu












Data returned from 

  the BankID network

:

  
Name: MALIN LANNEBORN

  
ID number: 

  197807106922



  
IP: 176.10.207.134




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-04 12:15:17.266416 UTC ±19 ms

    		2023-05-04 12:09:52.606656 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  







Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-05-04 12:18:43.15979 UTC ±30 ms

    		2023-05-04 12:09:52.606656 UTC

    		

      176.10.207.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.64

      

    

    		

      

        The initiator Malin Lanneborn (ML) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-08-02 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-05-04 12:18:45.198456 UTC ±30 ms

    		2023-05-04 12:09:52.606656 UTC

    		

      176.10.207.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.64

      

    

    		

      

        The party Malin Lanneborn (ML) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-04 12:18:52.23734 UTC ±30 ms

    		2023-05-04 12:09:52.606656 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Malin Lanneborn (ML) was delivered.

      


    

  



  

  

    		2023-05-04 12:18:53.604032 UTC ±30 ms

    		2023-05-04 12:09:52.606656 UTC

    		

      176.10.207.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.64

      

    

    		

      

        The signatory Malin Lanneborn (ML) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.03 ms

		standard deviation: 1.53 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.795%

		|e| < 5 ms: ≈99.892%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-03-23 19:43:11.300871 UTC and 2023-05-04 12:09:52.606656 UTC:







  		Time collected

  		Clock offset







  

    		2023-03-23 19:43:11.300871

    		-2.8 ms

  





  

    		2023-03-23 20:43:14.667385

    		-2.9 ms

  





  

    		2023-03-23 21:43:17.811076

    		-0.9 ms

  





  

    		2023-03-23 22:43:20.426562

    		0.0 ms

  





  

    		2023-03-23 23:43:23.230713

    		0.7 ms

  





  

    		2023-03-24 00:43:26.773373

    		1.9 ms

  





  

    		2023-03-24 01:43:29.705214

    		-0.4 ms

  





  

    		2023-03-24 02:43:32.599701

    		-1.4 ms

  





  

    		2023-03-24 03:43:35.010031

    		-0.7 ms

  





  

    		2023-03-24 04:43:37.65401

    		-1.0 ms

  





  

    		2023-03-24 05:43:40.64711

    		-1.4 ms

  





  

    		2023-03-24 06:43:43.808427

    		-1.1 ms

  





  

    		2023-03-24 07:43:46.679077

    		-0.1 ms

  





  

    		2023-03-24 08:43:48.806379

    		0.2 ms

  





  

    		2023-03-24 09:43:50.309027

    		-0.8 ms

  





  

    		2023-03-24 10:43:52.157721

    		-0.7 ms

  





  

    		2023-03-24 11:43:55.553009

    		0.4 ms

  





  

    		2023-03-24 12:43:56.953288

    		0.3 ms

  





  

    		2023-03-24 13:43:58.463712

    		1.3 ms

  





  

    		2023-03-24 14:44:00.731287

    		-0.1 ms

  





  

    		2023-03-24 15:44:03.336759

    		-0.2 ms

  





  

    		2023-03-24 16:44:05.856074

    		-0.5 ms

  





  

    		2023-03-24 17:44:07.619294

    		0.2 ms

  





  

    		2023-03-24 18:44:10.225752

    		-0.2 ms

  





  

    		2023-03-24 19:44:13.40472

    		1.2 ms

  





  

    		2023-03-24 20:44:17.047939

    		1.2 ms

  





  

    		2023-03-24 21:44:20.629186

    		0.8 ms

  





  

    		2023-03-24 22:44:24.202911

    		1.3 ms

  





  

    		2023-03-24 23:44:27.757197

    		0.1 ms

  





  

    		2023-03-25 00:44:31.183423

    		-0.4 ms

  





  

    		2023-03-25 01:44:33.152743

    		0.4 ms

  





  

    		2023-03-25 02:44:34.838428

    		-0.4 ms

  





  

    		2023-03-25 03:44:38.44591

    		1.2 ms

  





  

    		2023-03-25 04:44:41.542934

    		-1.3 ms

  





  

    		2023-03-25 05:44:45.326236

    		-0.6 ms

  





  

    		2023-03-25 06:44:48.326649

    		-0.1 ms

  





  

    		2023-03-25 07:44:50.032167

    		0.6 ms

  





  

    		2023-03-25 08:44:51.633131

    		0.3 ms

  





  

    		2023-03-25 09:44:53.437475

    		1.0 ms

  





  

    		2023-03-25 10:44:55.551852

    		-0.9 ms

  





  

    		2023-03-25 11:44:57.294589

    		0.0 ms

  





  

    		2023-03-25 12:44:58.72993

    		-0.1 ms

  





  

    		2023-03-25 13:45:00.842946

    		1.0 ms

  





  

    		2023-03-25 14:45:03.855477

    		-0.7 ms

  





  

    		2023-03-25 15:45:06.371242

    		-0.4 ms

  





  

    		2023-03-25 16:45:09.166391

    		0.6 ms

  





  

    		2023-03-25 17:45:10.627531

    		-1.8 ms

  





  

    		2023-03-25 18:45:12.128685

    		0.6 ms

  





  

    		2023-03-25 19:45:14.040603

    		-0.2 ms

  





  

    		2023-03-25 20:45:16.006356

    		-0.8 ms

  





  

    		2023-03-25 21:45:17.478736

    		-0.4 ms

  





  

    		2023-03-25 22:45:19.587825

    		0.8 ms

  





  

    		2023-03-25 23:45:22.266262

    		1.2 ms

  





  

    		2023-03-26 00:45:24.640753

    		-0.5 ms

  





  

    		2023-03-26 01:45:27.714494

    		-0.4 ms

  





  

    		2023-03-26 02:45:30.59915

    		1.2 ms

  





  

    		2023-03-26 03:45:33.961224

    		2.4 ms

  





  

    		2023-03-26 04:45:37.102399

    		2.1 ms

  





  

    		2023-03-26 05:45:39.775537

    		1.5 ms

  





  

    		2023-03-26 06:45:42.648765

    		0.8 ms

  





  

    		2023-03-26 07:45:46.66588

    		-1.4 ms

  





  

    		2023-03-26 08:45:49.484512

    		-0.5 ms

  





  

    		2023-03-26 09:45:51.489289

    		-0.4 ms

  





  

    		2023-03-26 10:45:52.90026

    		1.4 ms

  





  

    		2023-03-26 11:45:55.563736

    		0.2 ms

  





  

    		2023-03-26 12:45:58.787136

    		-0.7 ms

  





  

    		2023-03-26 13:46:02.242419

    		-0.4 ms

  





  

    		2023-03-26 14:46:06.300317

    		-0.6 ms

  





  

    		2023-03-26 15:46:08.363678

    		-1.3 ms

  





  

    		2023-03-26 16:46:10.072008

    		-1.7 ms

  





  

    		2023-03-26 17:46:13.464428

    		-0.9 ms

  





  

    		2023-03-26 18:46:16.502829

    		-2.4 ms

  





  

    		2023-03-26 19:46:19.679692

    		-0.3 ms

  





  

    		2023-03-26 20:46:22.402344

    		0.1 ms

  





  

    		2023-03-26 21:46:24.87135

    		1.3 ms

  





  

    		2023-03-26 22:46:27.871254

    		1.7 ms

  





  

    		2023-03-26 23:46:31.035785

    		1.7 ms

  





  

    		2023-03-27 00:46:33.772154

    		1.1 ms

  





  

    		2023-03-27 01:46:36.735641

    		0.0 ms

  





  

    		2023-03-27 02:46:39.552274

    		-0.5 ms

  





  

    		2023-03-27 03:46:42.264459

    		-1.5 ms

  





  

    		2023-03-27 04:46:43.96923

    		-1.1 ms

  





  

    		2023-03-27 05:46:46.718574

    		-0.8 ms

  





  

    		2023-03-27 06:46:50.638169

    		-1.3 ms

  





  

    		2023-03-27 07:46:52.156164

    		-1.3 ms

  





  

    		2023-03-27 08:46:53.749605

    		1.0 ms

  





  

    		2023-03-27 09:46:56.446668

    		-0.4 ms

  





  

    		2023-03-27 10:46:58.683583

    		0.0 ms

  





  

    		2023-03-27 11:47:00.340195

    		0.3 ms

  





  

    		2023-03-27 12:47:02.02

    		-1.5 ms

  





  

    		2023-03-27 13:47:03.464775

    		-0.4 ms

  





  

    		2023-03-27 14:47:05.657088

    		1.2 ms

  





  

    		2023-03-27 15:47:07.48018

    		1.7 ms

  





  

    		2023-03-27 16:47:08.889778

    		0.1 ms

  





  

    		2023-03-27 17:47:10.23122

    		0.4 ms

  





  

    		2023-03-27 18:47:11.962493

    		0.2 ms

  





  

    		2023-03-27 19:47:13.48129

    		0.6 ms

  





  

    		2023-03-27 20:47:15.546234

    		-0.2 ms

  





  

    		2023-03-27 21:47:17.922293

    		-1.2 ms

  





  

    		2023-03-27 22:47:20.811682

    		0.1 ms

  





  

    		2023-03-27 23:47:23.379089

    		0.8 ms

  





  

    		2023-03-28 00:47:25.650242

    		-1.4 ms

  





  

    		2023-03-28 01:47:27.53048

    		0.4 ms

  





  

    		2023-03-28 02:47:30.159584

    		-0.3 ms

  





  

    		2023-03-28 03:47:32.809932

    		0.3 ms

  





  

    		2023-03-28 04:47:35.864398

    		0.4 ms

  





  

    		2023-03-28 05:47:37.330196

    		3.8 ms

  





  

    		2023-03-28 06:47:40.819226

    		3.2 ms

  





  

    		2023-03-28 07:47:42.147339

    		-0.6 ms

  





  

    		2023-03-28 08:47:44.007651

    		0.5 ms

  





  

    		2023-03-28 09:47:45.713061

    		24.5 ms

  





  

    		2023-03-28 10:47:47.264051

    		-5.1 ms

  





  

    		2023-03-28 11:47:48.60797

    		-8.5 ms

  





  

    		2023-03-28 12:47:50.101931

    		-31.5 ms

  





  

    		2023-03-28 13:47:53.237636

    		4.4 ms

  





  

    		2023-03-28 14:47:54.835297

    		-1.0 ms

  





  

    		2023-03-28 15:47:58.440782

    		-2.7 ms

  





  

    		2023-03-28 16:48:00.869656

    		0.1 ms

  





  

    		2023-03-28 17:48:02.267469

    		3.3 ms

  





  

    		2023-03-28 18:48:03.951901

    		3.8 ms

  





  

    		2023-03-28 19:48:06.752605

    		2.4 ms

  





  

    		2023-03-28 20:48:08.381025

    		-3.0 ms

  





  

    		2023-03-28 21:48:10.23817

    		-0.6 ms

  





  

    		2023-03-28 22:48:13.765661

    		0.0 ms

  





  

    		2023-03-28 23:48:17.111965

    		2.4 ms

  





  

    		2023-03-29 00:48:20.036782

    		2.9 ms

  





  

    		2023-03-29 01:48:23.685826

    		-0.8 ms

  





  

    		2023-03-29 02:48:26.771429

    		-4.1 ms

  





  

    		2023-03-29 03:48:30.009024

    		1.4 ms

  





  

    		2023-03-29 04:48:33.115259

    		0.9 ms

  





  

    		2023-03-29 05:48:36.179301

    		1.1 ms

  





  

    		2023-03-29 06:48:37.997674

    		-1.0 ms

  





  

    		2023-03-29 07:48:40.142118

    		1.5 ms

  





  

    		2023-03-29 08:48:41.74983

    		-2.6 ms

  





  

    		2023-03-29 09:48:43.242795

    		-1.4 ms

  





  

    		2023-03-29 10:48:45.192847

    		1.7 ms

  





  

    		2023-03-29 11:48:47.237898

    		0.5 ms

  





  

    		2023-03-29 12:48:49.07604

    		0.8 ms

  





  

    		2023-03-29 13:48:50.621241

    		3.0 ms

  





  

    		2023-03-29 14:48:52.146428

    		0.3 ms

  





  

    		2023-03-29 15:48:53.568106

    		0.4 ms

  





  

    		2023-03-29 16:48:55.027664

    		-1.5 ms

  





  

    		2023-03-29 17:48:56.567047

    		-2.4 ms

  





  

    		2023-03-29 18:48:58.544457

    		-0.9 ms

  





  

    		2023-03-29 19:49:01.577164

    		-0.9 ms

  





  

    		2023-03-29 20:49:04.662138

    		-1.1 ms

  





  

    		2023-03-29 21:49:07.725296

    		0.0 ms

  





  

    		2023-03-29 22:49:10.521192

    		-0.1 ms

  





  

    		2023-03-29 23:49:13.520903

    		-0.9 ms

  





  

    		2023-03-30 00:49:15.859771

    		-2.3 ms

  





  

    		2023-03-30 01:49:19.078881

    		-1.1 ms

  





  

    		2023-03-30 02:49:21.947796

    		-1.2 ms

  





  

    		2023-03-30 03:49:24.855185

    		0.0 ms

  





  

    		2023-03-30 04:49:26.382404

    		-0.6 ms

  





  

    		2023-03-30 05:49:28.542559

    		-0.7 ms

  





  

    		2023-03-30 06:49:30.796677

    		-0.5 ms

  





  

    		2023-03-30 07:49:32.343819

    		-1.5 ms

  





  

    		2023-03-30 08:49:33.780236

    		-0.4 ms

  





  

    		2023-03-30 09:49:35.369554

    		1.7 ms

  





  

    		2023-03-30 10:49:36.866733

    		0.0 ms

  





  

    		2023-03-30 11:49:38.502316

    		2.1 ms

  





  

    		2023-03-30 12:49:40.457087

    		1.4 ms

  





  

    		2023-03-30 13:49:42.093625

    		0.9 ms

  





  

    		2023-03-30 14:49:44.109144

    		1.7 ms

  





  

    		2023-03-30 15:49:46.119951

    		1.3 ms

  





  

    		2023-03-30 16:49:47.699878

    		2.0 ms

  





  

    		2023-03-30 17:49:49.8857

    		-0.5 ms

  





  

    		2023-03-30 18:49:52.510816

    		-0.5 ms

  





  

    		2023-03-30 19:49:55.369408

    		-0.7 ms

  





  

    		2023-03-30 20:49:57.026721

    		0.4 ms

  





  

    		2023-03-30 21:50:00.312813

    		-0.8 ms

  





  

    		2023-03-30 22:50:01.729179

    		0.1 ms

  





  

    		2023-03-30 23:50:05.095386

    		-0.5 ms

  





  

    		2023-03-31 00:50:08.054561

    		-0.6 ms

  





  

    		2023-03-31 01:50:11.127097

    		-1.0 ms

  





  

    		2023-03-31 02:50:14.646802

    		-0.4 ms

  





  

    		2023-03-31 03:50:17.735554

    		-0.5 ms

  





  

    		2023-03-31 04:50:19.44654

    		0.2 ms

  





  

    		2023-03-31 05:50:22.652669

    		0.9 ms

  





  

    		2023-03-31 06:50:24.40998

    		0.6 ms

  





  

    		2023-03-31 07:50:28.670947

    		0.4 ms

  





  

    		2023-03-31 08:50:30.259531

    		0.2 ms

  





  

    		2023-03-31 09:50:31.656114

    		0.5 ms

  





  

    		2023-03-31 10:50:35.316384

    		-0.3 ms

  





  

    		2023-03-31 11:50:37.653204

    		0.3 ms

  





  

    		2023-03-31 12:50:39.08389

    		1.0 ms

  





  

    		2023-03-31 13:50:40.479179

    		-0.3 ms

  





  

    		2023-03-31 14:50:42.773094

    		0.1 ms

  





  

    		2023-03-31 15:50:45.083953

    		0.4 ms

  





  

    		2023-03-31 16:50:48.355994

    		0.0 ms

  





  

    		2023-03-31 17:50:51.835668

    		0.2 ms

  





  

    		2023-03-31 18:50:55.011398

    		-2.9 ms

  





  

    		2023-03-31 19:50:56.362821

    		-0.9 ms

  





  

    		2023-03-31 20:51:00.10237

    		-0.6 ms

  





  

    		2023-03-31 21:51:02.329095

    		-2.1 ms

  





  

    		2023-03-31 22:51:04.323629

    		-0.4 ms

  





  

    		2023-03-31 23:51:05.992322

    		-2.1 ms

  





  

    		2023-04-01 00:51:08.849369

    		-0.3 ms

  





  

    		2023-04-01 01:51:12.351572

    		-1.6 ms

  





  

    		2023-04-01 02:51:15.244356

    		-0.8 ms

  





  

    		2023-04-01 03:51:16.683954

    		-1.2 ms

  





  

    		2023-04-01 04:51:18.774346

    		-0.8 ms

  





  

    		2023-04-01 05:51:20.611964

    		1.3 ms

  





  

    		2023-04-01 06:51:23.57336

    		0.8 ms

  





  

    		2023-04-01 07:51:25.535183

    		1.8 ms

  





  

    		2023-04-01 08:51:27.280115

    		1.3 ms

  





  

    		2023-04-01 09:51:28.787844

    		-0.2 ms

  





  

    		2023-04-01 10:51:30.601823

    		0.1 ms

  





  

    		2023-04-01 11:51:32.030087

    		-0.4 ms

  





  

    		2023-04-01 12:51:33.988428

    		1.6 ms

  





  

    		2023-04-01 13:51:35.783644

    		-0.4 ms

  





  

    		2023-04-01 14:51:39.979407

    		-0.7 ms

  





  

    		2023-04-01 15:51:43.064293

    		-0.5 ms

  





  

    		2023-04-01 16:51:46.574174

    		0.4 ms

  





  

    		2023-04-01 17:51:49.568253

    		-0.7 ms

  





  

    		2023-04-01 18:51:53.135618

    		-1.4 ms

  





  

    		2023-04-01 19:51:55.058197

    		1.1 ms

  





  

    		2023-04-01 20:51:56.616327

    		-1.9 ms

  





  

    		2023-04-01 21:51:58.817241

    		2.0 ms

  





  

    		2023-04-01 22:52:00.277737

    		-0.2 ms

  





  

    		2023-04-01 23:52:03.487389

    		-0.3 ms

  





  

    		2023-04-02 00:52:06.866796

    		-0.2 ms

  





  

    		2023-04-02 01:52:09.848932

    		-0.3 ms

  





  

    		2023-04-02 02:52:12.675908

    		-1.9 ms

  





  

    		2023-04-02 03:52:14.072396

    		-0.1 ms

  





  

    		2023-04-02 04:52:16.01047

    		-1.5 ms

  





  

    		2023-04-02 05:52:17.49748

    		-2.1 ms

  





  

    		2023-04-02 06:52:20.514626

    		-0.2 ms

  





  

    		2023-04-02 07:52:22.516716

    		0.8 ms

  





  

    		2023-04-02 08:52:24.029875

    		0.8 ms

  





  

    		2023-04-02 09:52:27.459066

    		0.4 ms

  





  

    		2023-04-02 10:52:28.911351

    		0.9 ms

  





  

    		2023-04-02 11:52:30.555065

    		0.3 ms

  





  

    		2023-04-02 12:52:31.953831

    		0.8 ms

  





  

    		2023-04-02 13:52:33.979168

    		0.2 ms

  





  

    		2023-04-02 14:52:35.851986

    		0.4 ms

  





  

    		2023-04-02 15:52:38.205536

    		1.6 ms

  





  

    		2023-04-02 16:52:40.981429

    		1.0 ms

  





  

    		2023-04-02 17:52:43.019123

    		0.9 ms

  





  

    		2023-04-02 18:52:44.681749

    		0.7 ms

  





  

    		2023-04-02 19:52:46.207983

    		0.1 ms

  





  

    		2023-04-02 20:52:49.98712

    		-0.9 ms

  





  

    		2023-04-02 21:52:53.211696

    		-0.2 ms

  





  

    		2023-04-02 22:52:56.00642

    		-0.2 ms

  





  

    		2023-04-02 23:52:57.978773

    		-1.1 ms

  





  

    		2023-04-03 00:52:59.361032

    		-0.4 ms

  





  

    		2023-04-03 01:53:01.204779

    		-1.5 ms

  





  

    		2023-04-03 02:53:03.362734

    		-1.4 ms

  





  

    		2023-04-03 03:53:04.95085

    		-0.2 ms

  





  

    		2023-04-03 04:53:07.232844

    		-0.7 ms

  





  

    		2023-04-03 05:53:09.0678

    		1.0 ms

  





  

    		2023-04-03 06:53:10.677794

    		1.1 ms

  





  

    		2023-04-03 07:53:13.23667

    		0.5 ms

  





  

    		2023-04-03 08:53:14.763252

    		0.1 ms

  





  

    		2023-04-03 09:53:17.41572

    		-0.4 ms

  





  

    		2023-04-03 10:53:19.362131

    		1.1 ms

  





  

    		2023-04-03 11:53:20.798277

    		0.0 ms

  





  

    		2023-04-03 12:53:23.265932

    		0.5 ms

  





  

    		2023-04-03 13:53:25.060794

    		1.5 ms

  





  

    		2023-04-03 14:53:26.664868

    		0.3 ms

  





  

    		2023-04-03 15:53:28.64723

    		1.6 ms

  





  

    		2023-04-03 16:53:32.050126

    		1.9 ms

  





  

    		2023-04-03 17:53:34.869943

    		2.3 ms

  





  

    		2023-04-03 18:53:37.841462

    		-11.0 ms

  





  

    		2023-04-03 19:53:40.710356

    		-0.3 ms

  





  

    		2023-04-03 20:53:43.96358

    		-0.9 ms

  





  

    		2023-04-03 21:53:47.06432

    		0.2 ms

  





  

    		2023-04-03 22:53:49.798491

    		1.6 ms

  





  

    		2023-04-03 23:53:52.130613

    		13.3 ms

  





  

    		2023-04-04 00:53:55.21899

    		0.5 ms

  





  

    		2023-04-04 01:53:56.852678

    		7.9 ms

  





  

    		2023-04-04 02:53:58.715589

    		-7.4 ms

  





  

    		2023-04-04 03:54:00.200283

    		-5.5 ms

  





  

    		2023-04-04 04:54:01.912092

    		-0.7 ms

  





  

    		2023-04-04 05:54:05.009435

    		-11.6 ms

  





  

    		2023-04-04 06:54:06.698052

    		0.4 ms

  





  

    		2023-04-04 07:54:09.110304

    		-16.9 ms

  





  

    		2023-04-04 08:54:10.67647

    		1.1 ms

  





  

    		2023-04-04 09:54:12.474001

    		0.7 ms

  





  

    		2023-04-04 10:54:14.245805

    		-2.1 ms

  





  

    		2023-04-04 11:54:15.779554

    		0.2 ms

  





  

    		2023-04-04 12:54:18.228769

    		-0.5 ms

  





  

    		2023-04-04 13:54:20.261299

    		1.1 ms

  





  

    		2023-04-04 14:54:22.403258

    		0.0 ms

  





  

    		2023-04-04 15:54:24.047294

    		1.8 ms

  





  

    		2023-04-04 16:54:27.000864

    		11.8 ms

  





  

    		2023-04-04 17:54:29.343921

    		13.1 ms

  





  

    		2023-04-04 18:54:32.432615

    		5.1 ms

  





  

    		2023-04-04 19:54:34.633958

    		1.1 ms

  





  

    		2023-04-04 20:54:36.458594

    		-1.0 ms

  





  

    		2023-04-04 21:54:39.004516

    		-1.3 ms

  





  

    		2023-04-04 22:54:42.064706

    		-2.8 ms

  





  

    		2023-04-04 23:54:45.279536

    		-0.7 ms

  





  

    		2023-04-05 00:54:48.13642

    		-0.4 ms

  





  

    		2023-04-05 01:54:50.895727

    		-0.3 ms

  





  

    		2023-04-05 02:54:53.860062

    		-2.4 ms

  





  

    		2023-04-05 03:54:57.856828

    		1.3 ms

  





  

    		2023-04-05 04:55:00.943915

    		-0.7 ms

  





  

    		2023-04-05 05:55:03.86929

    		-0.5 ms

  





  

    		2023-04-05 06:55:05.839262

    		4.1 ms

  





  

    		2023-04-05 07:55:07.467653

    		-6.9 ms

  





  

    		2023-04-05 08:55:09.841851

    		1.1 ms

  





  

    		2023-04-05 09:55:11.677834

    		1.2 ms

  





  

    		2023-04-05 10:55:13.67596

    		1.5 ms

  





  

    		2023-04-05 11:55:15.285795

    		-6.5 ms

  





  

    		2023-04-05 12:55:17.741854

    		-2.3 ms

  





  

    		2023-04-05 13:55:20.238977

    		1.1 ms

  





  

    		2023-04-05 14:55:21.673419

    		-0.6 ms

  





  

    		2023-04-05 15:55:23.636027

    		-1.2 ms

  





  

    		2023-04-05 16:55:26.373652

    		-2.0 ms

  





  

    		2023-04-05 17:55:28.078285

    		0.2 ms

  





  

    		2023-04-05 18:55:29.640799

    		-3.0 ms

  





  

    		2023-04-05 19:55:32.850492

    		-1.9 ms

  





  

    		2023-04-05 20:55:36.338772

    		-1.5 ms

  





  

    		2023-04-05 21:55:39.778738

    		2.2 ms

  





  

    		2023-04-05 22:55:42.588841

    		-0.7 ms

  





  

    		2023-04-05 23:55:46.117032

    		-1.4 ms

  





  

    		2023-04-06 00:55:49.549348

    		-2.7 ms

  





  

    		2023-04-06 01:55:52.652855

    		-1.6 ms

  





  

    		2023-04-06 02:55:56.478074

    		-0.8 ms

  





  

    		2023-04-06 03:55:59.681425

    		-1.4 ms

  





  

    		2023-04-06 04:56:01.428073

    		-1.1 ms

  





  

    		2023-04-06 05:56:03.436502

    		0.5 ms

  





  

    		2023-04-06 06:56:06.515282

    		2.0 ms

  





  

    		2023-04-06 07:56:09.532652

    		3.4 ms

  





  

    		2023-04-06 08:56:12.859969

    		-23.5 ms

  





  

    		2023-04-06 09:56:14.906976

    		0.2 ms

  





  

    		2023-04-06 10:56:16.741507

    		1.3 ms

  





  

    		2023-04-06 11:56:18.402385

    		0.3 ms

  





  

    		2023-04-06 12:56:20.402031

    		-5.7 ms

  





  

    		2023-04-06 13:56:22.561964

    		1.8 ms

  





  

    		2023-04-06 14:56:24.404193

    		-0.3 ms

  





  

    		2023-04-06 15:56:25.783783

    		-1.0 ms

  





  

    		2023-04-06 16:56:27.545395

    		1.0 ms

  





  

    		2023-04-06 17:56:29.008529

    		2.0 ms

  





  

    		2023-04-06 18:56:31.429415

    		1.1 ms

  





  

    		2023-04-06 19:56:34.462263

    		0.8 ms

  





  

    		2023-04-06 20:56:37.569067

    		0.4 ms

  





  

    		2023-04-06 21:56:41.121148

    		-1.9 ms

  





  

    		2023-04-06 22:56:44.466487

    		-3.2 ms

  





  

    		2023-04-06 23:56:48.105339

    		-3.6 ms

  





  

    		2023-04-07 00:56:50.894419

    		-3.7 ms

  





  

    		2023-04-07 01:56:53.794413

    		-3.0 ms

  





  

    		2023-04-07 02:56:56.908691

    		-0.8 ms

  





  

    		2023-04-07 03:56:59.695865

    		0.0 ms

  





  

    		2023-04-07 04:57:02.371232

    		-0.5 ms

  





  

    		2023-04-07 05:57:05.317173

    		0.1 ms

  





  

    		2023-04-07 06:57:08.305757

    		0.5 ms

  





  

    		2023-04-07 07:57:11.33675

    		0.3 ms

  





  

    		2023-04-07 08:57:14.327492

    		-0.4 ms

  





  

    		2023-04-07 09:57:17.553612

    		1.9 ms

  





  

    		2023-04-07 10:57:20.467493

    		2.6 ms

  





  

    		2023-04-07 11:57:23.506186

    		1.5 ms

  





  

    		2023-04-07 12:57:25.644652

    		0.7 ms

  





  

    		2023-04-07 13:57:28.533543

    		0.6 ms

  





  

    		2023-04-07 14:57:31.744982

    		-0.1 ms

  





  

    		2023-04-07 15:57:34.411584

    		0.1 ms

  





  

    		2023-04-07 16:57:36.626577

    		-3.0 ms

  





  

    		2023-04-07 17:57:40.435505

    		-0.8 ms

  





  

    		2023-04-07 18:57:44.14847

    		1.2 ms

  





  

    		2023-04-07 19:57:47.231613

    		0.8 ms

  





  

    		2023-04-07 20:57:49.999449

    		0.1 ms

  





  

    		2023-04-07 21:57:53.540783

    		-1.1 ms

  





  

    		2023-04-07 22:57:56.875217

    		-1.5 ms

  





  

    		2023-04-07 23:57:59.320981

    		0.2 ms

  





  

    		2023-04-08 00:58:01.961532

    		-0.1 ms

  





  

    		2023-04-08 01:58:03.93714

    		-3.2 ms

  





  

    		2023-04-08 02:58:06.923838

    		-1.3 ms

  





  

    		2023-04-08 03:58:09.68659

    		1.2 ms

  





  

    		2023-04-08 04:58:12.981836

    		1.7 ms

  





  

    		2023-04-08 05:58:15.875832

    		-0.9 ms

  





  

    		2023-04-08 06:58:19.228958

    		0.4 ms

  





  

    		2023-04-08 07:58:21.952672

    		1.4 ms

  





  

    		2023-04-08 08:58:25.371756

    		1.7 ms

  





  

    		2023-04-08 09:58:28.483019

    		0.6 ms

  





  

    		2023-04-08 10:58:30.781892

    		0.6 ms

  





  

    		2023-04-08 11:58:33.903897

    		1.1 ms

  





  

    		2023-04-08 12:58:35.352992

    		-0.4 ms

  





  

    		2023-04-08 13:58:37.261186

    		0.3 ms

  





  

    		2023-04-08 14:58:39.046738

    		-0.6 ms

  





  

    		2023-04-08 15:58:40.630791

    		-1.3 ms

  





  

    		2023-04-08 16:58:43.336963

    		0.0 ms

  





  

    		2023-04-08 17:58:44.955216

    		0.3 ms

  





  

    		2023-04-08 18:58:46.897562

    		0.4 ms

  





  

    		2023-04-08 19:58:50.032766

    		-0.2 ms

  





  

    		2023-04-08 20:58:52.893802

    		0.1 ms

  





  

    		2023-04-08 21:58:55.9942

    		-0.2 ms

  





  

    		2023-04-08 22:58:58.79454

    		-0.4 ms

  





  

    		2023-04-08 23:59:01.649397

    		0.5 ms

  





  

    		2023-04-09 00:59:04.702008

    		-0.6 ms

  





  

    		2023-04-09 01:59:08.074465

    		1.1 ms

  





  

    		2023-04-09 02:59:11.697513

    		0.8 ms

  





  

    		2023-04-09 03:59:14.916192

    		-0.9 ms

  





  

    		2023-04-09 04:59:17.591269

    		-0.1 ms

  





  

    		2023-04-09 05:59:20.910266

    		0.7 ms

  





  

    		2023-04-09 06:59:23.975488

    		1.2 ms

  





  

    		2023-04-09 07:59:27.491471

    		1.3 ms

  





  

    		2023-04-09 08:59:28.940324

    		1.2 ms

  





  

    		2023-04-09 09:59:31.129893

    		0.1 ms

  





  

    		2023-04-09 10:59:34.515722

    		3.1 ms

  





  

    		2023-04-09 11:59:37.200878

    		2.5 ms

  





  

    		2023-04-09 12:59:40.126996

    		0.0 ms

  





  

    		2023-04-09 13:59:43.031875

    		-0.2 ms

  





  

    		2023-04-09 14:59:46.161744

    		0.8 ms

  





  

    		2023-04-09 15:59:47.598992

    		0.3 ms

  





  

    		2023-04-09 16:59:49.269785

    		1.7 ms

  





  

    		2023-04-09 17:59:51.10599

    		0.5 ms

  





  

    		2023-04-09 18:59:52.899421

    		0.3 ms

  





  

    		2023-04-09 19:59:55.727606

    		0.5 ms

  





  

    		2023-04-09 20:59:59.632503

    		-2.1 ms

  





  

    		2023-04-09 22:00:02.878598

    		-1.1 ms

  





  

    		2023-04-09 23:00:05.398588

    		-0.7 ms

  





  

    		2023-04-10 00:00:06.907806

    		0.4 ms

  





  

    		2023-04-10 01:00:08.396561

    		0.4 ms

  





  

    		2023-04-10 02:00:10.579229

    		1.1 ms

  





  

    		2023-04-10 03:00:13.102548

    		0.3 ms

  





  

    		2023-04-10 04:00:14.635482

    		-0.2 ms

  





  

    		2023-04-10 05:00:17.305767

    		-0.1 ms

  





  

    		2023-04-10 06:00:19.355699

    		-0.7 ms

  





  

    		2023-04-10 07:00:21.511169

    		-0.2 ms

  





  

    		2023-04-10 08:00:24.755173

    		-0.1 ms

  





  

    		2023-04-10 09:00:27.680199

    		0.1 ms

  





  

    		2023-04-10 10:00:30.234026

    		1.2 ms

  





  

    		2023-04-10 11:00:31.919191

    		-0.2 ms

  





  

    		2023-04-10 12:00:33.56266

    		0.2 ms

  





  

    		2023-04-10 13:00:36.549945

    		0.9 ms

  





  

    		2023-04-10 14:00:38.738892

    		0.1 ms

  





  

    		2023-04-10 15:00:40.723488

    		0.8 ms

  





  

    		2023-04-10 16:00:44.160544

    		-1.2 ms

  





  

    		2023-04-10 17:00:45.752706

    		0.0 ms

  





  

    		2023-04-10 18:00:47.406291

    		0.2 ms

  





  

    		2023-04-10 19:00:49.96952

    		-0.8 ms

  





  

    		2023-04-10 20:00:53.87316

    		0.0 ms

  





  

    		2023-04-10 21:00:55.368098

    		0.0 ms

  





  

    		2023-04-10 22:00:56.936674

    		0.8 ms

  





  

    		2023-04-10 23:00:59.443922

    		-0.5 ms

  





  

    		2023-04-11 00:01:01.695771

    		-1.1 ms

  





  

    		2023-04-11 01:01:05.638877

    		-8.1 ms

  





  

    		2023-04-11 02:01:08.216229

    		-2.2 ms

  





  

    		2023-04-11 03:01:09.809959

    		-7.2 ms

  





  

    		2023-04-11 04:01:13.51438

    		-7.0 ms

  





  

    		2023-04-11 05:01:16.623704

    		-0.9 ms

  





  

    		2023-04-11 06:01:18.300688

    		0.0 ms

  





  

    		2023-04-11 07:01:20.639172

    		0.9 ms

  





  

    		2023-04-11 08:01:22.129525

    		3.7 ms

  





  

    		2023-04-11 09:01:23.752069

    		0.7 ms

  





  

    		2023-04-11 10:01:25.644432

    		0.1 ms

  





  

    		2023-04-11 11:01:27.174979

    		1.2 ms

  





  

    		2023-04-11 12:01:28.817817

    		0.1 ms

  





  

    		2023-04-11 13:01:30.784351

    		1.6 ms

  





  

    		2023-04-11 14:01:32.351396

    		0.5 ms

  





  

    		2023-04-11 15:01:34.64683

    		-0.4 ms

  





  

    		2023-04-11 16:01:37.675126

    		0.9 ms

  





  

    		2023-04-11 17:01:39.157197

    		1.8 ms

  





  

    		2023-04-11 18:01:42.108057

    		1.4 ms

  





  

    		2023-04-11 19:01:43.657856

    		0.6 ms

  





  

    		2023-04-11 20:01:45.401415

    		-0.9 ms

  





  

    		2023-04-11 21:01:48.389615

    		-1.8 ms

  





  

    		2023-04-11 22:01:51.712424

    		-1.9 ms

  





  

    		2023-04-11 23:01:55.45895

    		-1.8 ms

  





  

    		2023-04-12 00:01:59.290508

    		-1.2 ms

  





  

    		2023-04-12 01:02:01.443462

    		-0.1 ms

  





  

    		2023-04-12 02:02:04.32421

    		0.7 ms

  





  

    		2023-04-12 03:02:07.357289

    		0.4 ms

  





  

    		2023-04-12 04:02:09.552404

    		0.6 ms

  





  

    		2023-04-12 05:02:11.960698

    		0.1 ms

  





  

    		2023-04-12 06:02:13.81633

    		-0.6 ms

  





  

    		2023-04-12 07:02:16.449069

    		0.5 ms

  





  

    		2023-04-12 08:02:18.840017

    		1.5 ms

  





  

    		2023-04-12 09:02:20.755862

    		0.5 ms

  





  

    		2023-04-12 10:02:22.261366

    		-0.2 ms

  





  

    		2023-04-12 11:02:24.25328

    		-0.9 ms

  





  

    		2023-04-12 12:02:25.849443

    		-0.1 ms

  





  

    		2023-04-12 13:02:27.45218

    		1.4 ms

  





  

    		2023-04-12 14:02:29.10877

    		2.6 ms

  





  

    		2023-04-12 15:02:30.783095

    		2.0 ms

  





  

    		2023-04-12 16:02:33.031322

    		0.6 ms

  





  

    		2023-04-12 17:02:35.98166

    		0.5 ms

  





  

    		2023-04-12 18:02:37.554668

    		-0.1 ms

  





  

    		2023-04-12 19:02:39.850654

    		-1.0 ms

  





  

    		2023-04-12 20:02:41.260261

    		-0.1 ms

  





  

    		2023-04-12 21:02:43.07074

    		-0.7 ms

  





  

    		2023-04-12 22:02:45.865105

    		-0.5 ms

  





  

    		2023-04-12 23:02:49.44551

    		-0.3 ms

  





  

    		2023-04-13 00:02:52.448633

    		-0.6 ms

  





  

    		2023-04-13 01:02:54.053535

    		-1.1 ms

  





  

    		2023-04-13 02:02:56.879793

    		-0.8 ms

  





  

    		2023-04-13 03:03:00.060133

    		-0.9 ms

  





  

    		2023-04-13 04:03:02.918826

    		-0.4 ms

  





  

    		2023-04-13 05:03:06.755841

    		-0.8 ms

  





  

    		2023-04-13 06:03:09.956122

    		-0.3 ms

  





  

    		2023-04-13 07:03:13.407763

    		-0.3 ms

  





  

    		2023-04-13 08:03:15.454891

    		-1.2 ms

  





  

    		2023-04-13 09:03:17.015795

    		-0.2 ms

  





  

    		2023-04-13 10:03:18.512412

    		0.9 ms

  





  

    		2023-04-13 11:03:19.909082

    		1.0 ms

  





  

    		2023-04-13 12:03:22.445422

    		2.3 ms

  





  

    		2023-04-13 13:03:24.203431

    		3.1 ms

  





  

    		2023-04-13 14:03:26.30076

    		3.1 ms

  





  

    		2023-04-13 15:03:28.645558

    		0.3 ms

  





  

    		2023-04-13 16:03:30.362506

    		-0.4 ms

  





  

    		2023-04-13 17:03:32.643801

    		-1.9 ms

  





  

    		2023-04-13 18:03:35.150141

    		-1.1 ms

  





  

    		2023-04-13 19:03:36.702546

    		-0.7 ms

  





  

    		2023-04-13 20:03:39.593987

    		-0.9 ms

  





  

    		2023-04-13 21:03:43.043168

    		-0.8 ms

  





  

    		2023-04-13 22:03:44.574883

    		-0.2 ms

  





  

    		2023-04-13 23:03:47.250319

    		-4.6 ms

  





  

    		2023-04-14 00:03:50.870203

    		-2.8 ms

  





  

    		2023-04-14 01:03:53.964338

    		-1.1 ms

  





  

    		2023-04-14 02:03:57.75094

    		-0.9 ms

  





  

    		2023-04-14 03:04:01.285636

    		0.2 ms

  





  

    		2023-04-14 04:04:04.766869

    		-0.2 ms

  





  

    		2023-04-14 05:04:08.600618

    		-0.8 ms

  





  

    		2023-04-14 06:04:10.061169

    		-1.7 ms

  





  

    		2023-04-14 07:04:13.642105

    		-1.1 ms

  





  

    		2023-04-14 08:04:17.132925

    		-0.4 ms

  





  

    		2023-04-14 09:04:20.831286

    		0.9 ms

  





  

    		2023-04-14 10:04:23.810136

    		1.7 ms

  





  

    		2023-04-14 11:04:26.146014

    		2.1 ms

  





  

    		2023-04-14 12:04:28.439538

    		0.4 ms

  





  

    		2023-04-14 13:04:29.971275

    		0.8 ms

  





  

    		2023-04-14 14:04:31.924486

    		1.2 ms

  





  

    		2023-04-14 15:04:33.324448

    		0.8 ms

  





  

    		2023-04-14 16:04:34.901681

    		2.9 ms

  





  

    		2023-04-14 17:04:37.395748

    		-0.3 ms

  





  

    		2023-04-14 18:04:39.882109

    		-0.6 ms

  





  

    		2023-04-14 19:04:43.379828

    		-0.1 ms

  





  

    		2023-04-14 20:04:46.347146

    		0.2 ms

  





  

    		2023-04-14 21:04:49.479065

    		0.2 ms

  





  

    		2023-04-14 22:04:52.987651

    		-1.8 ms

  





  

    		2023-04-14 23:04:55.838858

    		-2.4 ms

  





  

    		2023-04-15 00:04:58.106594

    		-1.5 ms

  





  

    		2023-04-15 01:05:01.530549

    		-1.6 ms

  





  

    		2023-04-15 02:05:04.19936

    		-1.9 ms

  





  

    		2023-04-15 03:05:07.297925

    		0.0 ms

  





  

    		2023-04-15 04:05:10.476772

    		1.1 ms

  





  

    		2023-04-15 05:45:14.215094

    		0.4 ms

  





  

    		2023-04-15 06:50:28.856537

    		2.0 ms

  





  

    		2023-04-15 07:50:30.244565

    		1.0 ms

  





  

    		2023-04-15 08:50:32.65341

    		1.2 ms

  





  

    		2023-04-15 09:50:35.767782

    		1.0 ms

  





  

    		2023-04-15 10:50:37.630934

    		0.6 ms

  





  

    		2023-04-15 11:50:39.824014

    		1.4 ms

  





  

    		2023-04-15 12:50:41.457854

    		1.3 ms

  





  

    		2023-04-15 13:50:44.063664

    		0.3 ms

  





  

    		2023-04-15 14:50:45.460516

    		-1.5 ms

  





  

    		2023-04-15 15:50:47.172753

    		0.0 ms

  





  

    		2023-04-15 16:50:48.71266

    		-0.1 ms

  





  

    		2023-04-15 17:50:50.819037

    		-0.6 ms

  





  

    		2023-04-15 18:50:52.4034

    		0.6 ms

  





  

    		2023-04-15 19:50:55.887146

    		0.4 ms

  





  

    		2023-04-15 20:50:59.749843

    		-0.5 ms

  





  

    		2023-04-15 21:51:03.063115

    		0.4 ms

  





  

    		2023-04-15 22:51:05.49693

    		0.6 ms

  





  

    		2023-04-15 23:51:09.167265

    		0.3 ms

  





  

    		2023-04-16 00:51:11.387846

    		-0.3 ms

  





  

    		2023-04-16 01:51:14.000612

    		-0.6 ms

  





  

    		2023-04-16 02:51:17.21642

    		0.3 ms

  





  

    		2023-04-16 03:51:20.342194

    		0.9 ms

  





  

    		2023-04-16 04:51:23.414937

    		0.3 ms

  





  

    		2023-04-16 05:51:26.213667

    		-0.2 ms

  





  

    		2023-04-16 06:51:29.6501

    		1.7 ms

  





  

    		2023-04-16 07:51:33.245376

    		4.5 ms

  





  

    		2023-04-16 08:51:36.377127

    		1.6 ms

  





  

    		2023-04-16 09:51:39.309739

    		0.4 ms

  





  

    		2023-04-16 10:51:40.92474

    		0.2 ms

  





  

    		2023-04-16 11:51:42.531235

    		0.8 ms

  





  

    		2023-04-16 12:51:45.015556

    		2.4 ms

  





  

    		2023-04-16 13:51:47.570578

    		1.2 ms

  





  

    		2023-04-16 14:51:48.964365

    		-0.6 ms

  





  

    		2023-04-16 15:51:51.082919

    		-0.9 ms

  





  

    		2023-04-16 16:51:52.526368

    		-0.5 ms

  





  

    		2023-04-16 17:51:53.991317

    		-2.0 ms

  





  

    		2023-04-16 18:51:56.452796

    		-1.4 ms

  





  

    		2023-04-16 19:51:59.344582

    		-2.8 ms

  





  

    		2023-04-16 20:52:02.772308

    		-1.8 ms

  





  

    		2023-04-16 21:52:06.083063

    		-1.8 ms

  





  

    		2023-04-16 22:52:09.015427

    		0.3 ms

  





  

    		2023-04-16 23:52:12.21753

    		0.0 ms

  





  

    		2023-04-17 00:52:15.057224

    		-4.5 ms

  





  

    		2023-04-17 01:52:17.959411

    		-6.2 ms

  





  

    		2023-04-17 02:52:20.894043

    		-4.4 ms

  





  

    		2023-04-17 03:52:24.505905

    		-2.2 ms

  





  

    		2023-04-17 04:52:27.835248

    		2.8 ms

  





  

    		2023-04-17 05:52:30.908944

    		-1.1 ms

  





  

    		2023-04-17 06:52:32.487913

    		1.0 ms

  





  

    		2023-04-17 07:52:34.739865

    		0.3 ms

  





  

    		2023-04-17 08:52:36.316084

    		0.9 ms

  





  

    		2023-04-17 09:52:38.037483

    		1.1 ms

  





  

    		2023-04-17 10:52:39.812773

    		1.6 ms

  





  

    		2023-04-17 11:52:41.264769

    		-1.1 ms

  





  

    		2023-04-17 12:52:43.193682

    		2.3 ms

  





  

    		2023-04-17 13:52:44.713522

    		1.5 ms

  





  

    		2023-04-17 14:52:47.031332

    		0.8 ms

  





  

    		2023-04-17 15:52:48.6213

    		-0.2 ms

  





  

    		2023-04-17 16:52:51.288446

    		-0.9 ms

  





  

    		2023-04-17 17:52:52.794313

    		-2.0 ms

  





  

    		2023-04-17 18:52:54.87947

    		-0.8 ms

  





  

    		2023-04-17 19:52:57.530935

    		-1.7 ms

  





  

    		2023-04-17 20:53:00.276515

    		-1.4 ms

  





  

    		2023-04-17 21:53:03.197203

    		-2.5 ms

  





  

    		2023-04-17 22:53:06.654696

    		-2.9 ms

  





  

    		2023-04-17 23:53:09.564968

    		-0.7 ms

  





  

    		2023-04-18 00:53:12.08106

    		0.1 ms

  





  

    		2023-04-18 01:53:14.078209

    		0.5 ms

  





  

    		2023-04-18 02:53:17.714795

    		0.6 ms

  





  

    		2023-04-18 03:53:21.29124

    		0.6 ms

  





  

    		2023-04-18 04:53:24.449518

    		0.5 ms

  





  

    		2023-04-18 05:53:27.650024

    		0.6 ms

  





  

    		2023-04-18 06:53:31.365686

    		-0.2 ms

  





  

    		2023-04-18 07:53:33.541253

    		1.1 ms

  





  

    		2023-04-18 08:53:35.923782

    		2.3 ms

  





  

    		2023-04-18 09:53:37.690538

    		1.7 ms

  





  

    		2023-04-18 10:53:39.774139

    		0.0 ms

  





  

    		2023-04-18 11:53:41.56977

    		0.4 ms

  





  

    		2023-04-18 12:53:43.041028

    		-1.1 ms

  





  

    		2023-04-18 13:53:44.904945

    		-1.2 ms

  





  

    		2023-04-18 14:53:46.60413

    		4.0 ms

  





  

    		2023-04-18 15:53:50.011087

    		1.2 ms

  





  

    		2023-04-18 16:53:52.492658

    		-0.6 ms

  





  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  





  

    		2023-04-26 12:01:22.773836

    		0.3 ms

  





  

    		2023-04-26 13:01:25.235393

    		0.3 ms

  





  

    		2023-04-26 14:01:28.008988

    		-0.4 ms

  





  

    		2023-04-26 15:01:30.021175

    		-1.5 ms

  





  

    		2023-04-26 16:01:31.753907

    		-0.2 ms

  





  

    		2023-04-26 17:01:33.245587

    		-1.9 ms

  





  

    		2023-04-26 18:01:36.115508

    		3.4 ms

  





  

    		2023-04-26 19:01:38.814878

    		1.2 ms

  





  

    		2023-04-26 20:01:41.348513

    		1.8 ms

  





  

    		2023-04-26 21:01:44.907051

    		-1.5 ms

  





  

    		2023-04-26 22:01:47.747944

    		-1.7 ms

  





  

    		2023-04-26 23:01:50.430473

    		-3.4 ms

  





  

    		2023-04-27 00:02:12.827622

    		-0.9 ms

  





  

    		2023-04-27 01:02:17.606538

    		-0.4 ms

  





  

    		2023-04-27 02:02:20.014857

    		-0.4 ms

  





  

    		2023-04-27 03:02:22.478908

    		-0.5 ms

  





  

    		2023-04-27 04:02:24.759853

    		1.2 ms

  





  

    		2023-04-27 05:02:27.83663

    		1.7 ms

  





  

    		2023-04-27 06:02:30.568787

    		3.4 ms

  





  

    		2023-04-27 07:02:32.685372

    		-0.4 ms

  





  

    		2023-04-27 08:02:34.569052

    		1.1 ms

  





  

    		2023-04-27 09:02:36.197742

    		1.7 ms

  





  

    		2023-04-27 10:02:37.698447

    		-0.1 ms

  





  

    		2023-04-27 11:02:39.356829

    		0.4 ms

  





  

    		2023-04-27 12:02:41.25268

    		-4.4 ms

  





  

    		2023-04-27 13:02:44.533556

    		0.8 ms

  





  

    		2023-04-27 14:02:46.185595

    		1.5 ms

  





  

    		2023-04-27 15:02:47.994895

    		0.6 ms

  





  

    		2023-04-27 16:02:50.036972

    		-0.2 ms

  





  

    		2023-04-27 17:02:51.902689

    		2.0 ms

  





  

    		2023-04-27 18:02:54.167895

    		0.1 ms

  





  

    		2023-04-27 19:02:57.717098

    		0.2 ms

  





  

    		2023-04-27 20:03:00.856352

    		-1.6 ms

  





  

    		2023-04-27 21:03:03.98123

    		1.1 ms

  





  

    		2023-04-27 22:03:06.863775

    		1.3 ms

  





  

    		2023-04-27 23:03:10.194834

    		0.8 ms

  





  

    		2023-04-28 00:03:13.268404

    		-0.2 ms

  





  

    		2023-04-28 01:03:15.482642

    		-0.8 ms

  





  

    		2023-04-28 02:03:18.558642

    		0.2 ms

  





  

    		2023-04-28 03:03:21.524982

    		-1.3 ms

  





  

    		2023-04-28 04:03:24.807129

    		-4.1 ms

  





  

    		2023-04-28 05:03:28.162452

    		-0.3 ms

  





  

    		2023-04-28 06:03:30.950886

    		0.2 ms

  





  

    		2023-04-28 07:03:32.619039

    		-0.9 ms

  





  

    		2023-04-28 08:03:34.123853

    		-0.1 ms

  





  

    		2023-04-28 09:03:36.490728

    		-3.8 ms

  





  

    		2023-04-28 10:03:38.186124

    		2.5 ms

  





  

    		2023-04-28 11:03:40.115333

    		-3.0 ms

  





  

    		2023-04-28 12:03:42.022791

    		1.7 ms

  





  

    		2023-04-28 13:03:44.038034

    		1.4 ms

  





  

    		2023-04-28 14:03:46.874635

    		2.6 ms

  





  

    		2023-04-28 15:03:48.343232

    		-0.4 ms

  





  

    		2023-04-28 16:03:50.752374

    		0.3 ms

  





  

    		2023-04-28 17:03:53.192855

    		2.2 ms

  





  

    		2023-04-28 18:03:56.272301

    		0.4 ms

  





  

    		2023-04-28 19:03:58.004087

    		-1.6 ms

  





  

    		2023-04-28 20:03:59.847888

    		-4.3 ms

  





  

    		2023-04-28 21:04:02.879163

    		-0.5 ms

  





  

    		2023-04-28 22:04:06.448402

    		-1.2 ms

  





  

    		2023-04-28 23:04:10.038455

    		-1.6 ms

  





  

    		2023-04-29 00:04:12.777165

    		-1.8 ms

  





  

    		2023-04-29 01:04:15.601414

    		-4.5 ms

  





  

    		2023-04-29 02:04:18.081321

    		-0.3 ms

  





  

    		2023-04-29 03:04:20.401232

    		1.1 ms

  





  

    		2023-04-29 04:04:22.98306

    		-0.1 ms

  





  

    		2023-04-29 05:04:25.470032

    		-1.2 ms

  





  

    		2023-04-29 06:04:28.354305

    		-0.6 ms

  





  

    		2023-04-29 07:04:30.342647

    		0.7 ms

  





  

    		2023-04-29 08:04:33.388112

    		-0.7 ms

  





  

    		2023-04-29 09:04:34.991084

    		1.9 ms

  





  

    		2023-04-29 10:04:37.604111

    		1.4 ms

  





  

    		2023-04-29 11:04:39.101734

    		2.9 ms

  





  

    		2023-04-29 12:04:41.110046

    		1.1 ms

  





  

    		2023-04-29 13:04:43.937022

    		1.0 ms

  





  

    		2023-04-29 14:04:47.221342

    		-2.0 ms

  





  

    		2023-04-29 15:04:50.375886

    		0.2 ms

  





  

    		2023-04-29 16:04:51.911026

    		0.9 ms

  





  

    		2023-04-29 17:04:55.242087

    		-0.1 ms

  





  

    		2023-04-29 18:04:57.043543

    		-0.1 ms

  





  

    		2023-04-29 19:05:00.045404

    		2.6 ms

  





  

    		2023-04-29 20:05:02.822498

    		-1.8 ms

  





  

    		2023-04-29 21:05:04.951116

    		0.2 ms

  





  

    		2023-04-29 22:05:08.649305

    		-2.0 ms

  





  

    		2023-04-29 23:05:11.687321

    		-2.2 ms

  





  

    		2023-04-30 00:05:15.091394

    		1.3 ms

  





  

    		2023-04-30 01:05:17.675054

    		-1.0 ms

  





  

    		2023-04-30 02:05:20.189103

    		-0.1 ms

  





  

    		2023-04-30 03:05:23.138386

    		-2.8 ms

  





  

    		2023-04-30 04:05:25.573854

    		-3.3 ms

  





  

    		2023-04-30 05:05:27.801929

    		-4.0 ms

  





  

    		2023-04-30 06:05:29.622924

    		-1.7 ms

  





  

    		2023-04-30 07:05:32.517403

    		-3.6 ms

  





  

    		2023-04-30 08:05:34.227121

    		0.9 ms

  





  

    		2023-04-30 09:05:35.944711

    		1.6 ms

  





  

    		2023-04-30 10:05:39.691004

    		0.6 ms

  





  

    		2023-04-30 11:05:42.74816

    		1.7 ms

  





  

    		2023-04-30 12:05:44.536547

    		0.4 ms

  





  

    		2023-04-30 13:05:46.970701

    		-3.8 ms

  





  

    		2023-04-30 14:05:50.336447

    		0.4 ms

  





  

    		2023-04-30 15:05:53.34707

    		-0.8 ms

  





  

    		2023-04-30 16:05:56.762219

    		0.0 ms

  





  

    		2023-04-30 17:06:00.101866

    		-4.7 ms

  





  

    		2023-04-30 18:06:01.781853

    		2.4 ms

  





  

    		2023-04-30 19:06:03.902806

    		-1.0 ms

  





  

    		2023-04-30 20:06:07.345898

    		-1.3 ms

  





  

    		2023-04-30 21:06:10.352336

    		0.2 ms

  





  

    		2023-04-30 22:06:14.125468

    		-1.5 ms

  





  

    		2023-04-30 23:06:16.803666

    		1.1 ms

  





  

    		2023-05-01 00:06:19.649588

    		-0.6 ms

  





  

    		2023-05-01 01:06:22.413362

    		-3.2 ms

  





  

    		2023-05-01 02:06:25.456254

    		-3.6 ms

  





  

    		2023-05-01 03:06:28.058236

    		-3.2 ms

  





  

    		2023-05-01 04:06:30.803146

    		0.1 ms

  





  

    		2023-05-01 05:06:33.668089

    		-0.7 ms

  





  

    		2023-05-01 06:06:36.288727

    		1.7 ms

  





  

    		2023-05-01 07:06:39.128274

    		-0.3 ms

  





  

    		2023-05-01 08:06:42.448644

    		0.3 ms

  





  

    		2023-05-01 09:06:45.578107

    		-4.3 ms

  





  

    		2023-05-01 10:06:47.200272

    		1.8 ms

  





  

    		2023-05-01 11:06:49.587863

    		1.0 ms

  





  

    		2023-05-01 12:06:51.11167

    		-3.5 ms

  





  

    		2023-05-01 13:06:52.915462

    		0.7 ms

  





  

    		2023-05-01 14:06:54.736706

    		0.2 ms

  





  

    		2023-05-01 15:06:56.44432

    		-0.3 ms

  





  

    		2023-05-01 16:06:58.175666

    		-3.2 ms

  





  

    		2023-05-01 17:06:59.717537

    		1.3 ms

  





  

    		2023-05-01 18:07:01.372479

    		-1.0 ms

  





  

    		2023-05-01 19:07:03.74984

    		-1.2 ms

  





  

    		2023-05-01 20:07:06.70864

    		1.7 ms

  





  

    		2023-05-01 21:07:09.695432

    		0.0 ms

  





  

    		2023-05-01 22:07:13.473631

    		-4.2 ms

  





  

    		2023-05-01 23:07:16.35508

    		-5.2 ms

  





  

    		2023-05-02 00:07:19.768345

    		-1.3 ms

  





  

    		2023-05-02 01:07:22.095486

    		-1.7 ms

  





  

    		2023-05-02 02:07:23.785272

    		-0.9 ms

  





  

    		2023-05-02 03:07:27.146907

    		-0.1 ms

  





  

    		2023-05-02 04:07:30.324228

    		0.1 ms

  





  

    		2023-05-02 05:07:33.82777

    		-4.2 ms

  





  

    		2023-05-02 06:07:37.105854

    		-3.7 ms

  





  

    		2023-05-02 07:07:38.929495

    		1.4 ms

  





  

    		2023-05-02 08:07:41.712264

    		-3.5 ms

  





  

    		2023-05-02 09:07:43.929371

    		1.4 ms

  





  

    		2023-05-02 10:07:46.386057

    		2.8 ms

  





  

    		2023-05-02 11:07:48.218518

    		3.3 ms

  





  

    		2023-05-02 12:07:49.676032

    		5.6 ms

  





  

    		2023-05-02 13:07:51.365283

    		4.5 ms

  





  

    		2023-05-02 14:07:52.859298

    		0.7 ms

  





  

    		2023-05-02 15:07:55.098961

    		1.3 ms

  





  

    		2023-05-02 16:07:56.572885

    		0.8 ms

  





  

    		2023-05-02 17:07:58.852699

    		-0.2 ms

  





  

    		2023-05-02 18:08:01.919956

    		-1.1 ms

  





  

    		2023-05-02 19:08:05.86753

    		-1.2 ms

  





  

    		2023-05-02 20:08:09.45119

    		-2.3 ms

  





  

    		2023-05-02 21:08:10.953144

    		-4.4 ms

  





  

    		2023-05-02 22:08:13.276592

    		-11.4 ms

  





  

    		2023-05-02 23:08:15.737316

    		-1.5 ms

  





  

    		2023-05-03 00:08:19.112089

    		-2.5 ms

  





  

    		2023-05-03 01:08:20.746083

    		-1.0 ms

  





  

    		2023-05-03 02:08:24.692497

    		-5.8 ms

  





  

    		2023-05-03 03:08:28.10557

    		-0.9 ms

  





  

    		2023-05-03 04:08:30.771426

    		0.2 ms

  





  

    		2023-05-03 05:08:33.724953

    		-1.3 ms

  





  

    		2023-05-03 06:08:37.588767

    		1.7 ms

  





  

    		2023-05-03 07:08:40.79074

    		1.2 ms

  





  

    		2023-05-03 08:08:43.605228

    		3.9 ms

  





  

    		2023-05-03 09:08:46.021831

    		0.3 ms

  





  

    		2023-05-03 10:08:47.781479

    		1.7 ms

  





  

    		2023-05-03 11:08:49.67052

    		3.2 ms

  





  

    		2023-05-03 12:08:51.981789

    		3.7 ms

  





  

    		2023-05-03 13:08:55.339426

    		2.5 ms

  





  

    		2023-05-03 14:08:57.636176

    		1.4 ms

  





  

    		2023-05-03 15:08:59.995695

    		-1.2 ms

  





  

    		2023-05-03 16:09:01.744647

    		0.4 ms

  





  

    		2023-05-03 17:09:03.905936

    		-1.3 ms

  





  

    		2023-05-03 18:09:06.535001

    		-1.7 ms

  





  

    		2023-05-03 19:09:09.639869

    		8.2 ms

  





  

    		2023-05-03 20:09:12.670762

    		-0.2 ms

  





  

    		2023-05-03 21:09:14.917458

    		0.4 ms

  





  

    		2023-05-03 22:09:17.778707

    		-1.7 ms

  





  

    		2023-05-03 23:09:20.726058

    		-5.7 ms

  





  

    		2023-05-04 00:09:23.458902

    		-2.0 ms

  





  

    		2023-05-04 01:09:25.721976

    		-2.2 ms

  





  

    		2023-05-04 02:09:28.828226

    		-1.7 ms

  





  

    		2023-05-04 03:09:32.072359

    		-1.8 ms

  





  

    		2023-05-04 04:09:34.781427

    		-2.8 ms

  





  

    		2023-05-04 05:09:36.349176

    		-0.8 ms

  





  

    		2023-05-04 06:09:39.892177

    		0.1 ms

  





  

    		2023-05-04 07:09:43.462734

    		1.9 ms

  





  

    		2023-05-04 08:09:45.502935

    		-5.1 ms

  





  

    		2023-05-04 09:09:47.123111

    		2.3 ms

  





  

    		2023-05-04 10:09:48.932732

    		2.0 ms

  





  

    		2023-05-04 11:09:50.783709

    		0.7 ms

  





  

    		2023-05-04 12:09:52.606656

    		1.2 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.

		Let [image: 9.png]
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.03 ms

		standard deviation: 1.53 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.795%

		|e| < 5 ms: ≈99.892%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-03-23 19:43:11.300871 UTC and 2023-05-04 12:09:52.606656 UTC:







  		Time collected

  		Clock offset







  

    		2023-03-23 19:43:11.300871

    		-2.8 ms

  





  

    		2023-03-23 20:43:14.667385

    		-2.9 ms

  





  

    		2023-03-23 21:43:17.811076

    		-0.9 ms

  





  

    		2023-03-23 22:43:20.426562

    		0.0 ms

  





  

    		2023-03-23 23:43:23.230713

    		0.7 ms

  





  

    		2023-03-24 00:43:26.773373

    		1.9 ms

  





  

    		2023-03-24 01:43:29.705214

    		-0.4 ms

  





  

    		2023-03-24 02:43:32.599701

    		-1.4 ms

  





  

    		2023-03-24 03:43:35.010031

    		-0.7 ms

  





  

    		2023-03-24 04:43:37.65401

    		-1.0 ms

  





  

    		2023-03-24 05:43:40.64711

    		-1.4 ms

  





  

    		2023-03-24 06:43:43.808427

    		-1.1 ms

  





  

    		2023-03-24 07:43:46.679077

    		-0.1 ms

  





  

    		2023-03-24 08:43:48.806379

    		0.2 ms

  





  

    		2023-03-24 09:43:50.309027

    		-0.8 ms

  





  

    		2023-03-24 10:43:52.157721

    		-0.7 ms

  





  

    		2023-03-24 11:43:55.553009

    		0.4 ms

  





  

    		2023-03-24 12:43:56.953288

    		0.3 ms

  





  

    		2023-03-24 13:43:58.463712

    		1.3 ms

  





  

    		2023-03-24 14:44:00.731287

    		-0.1 ms

  





  

    		2023-03-24 15:44:03.336759

    		-0.2 ms

  





  

    		2023-03-24 16:44:05.856074

    		-0.5 ms

  





  

    		2023-03-24 17:44:07.619294

    		0.2 ms

  





  

    		2023-03-24 18:44:10.225752

    		-0.2 ms

  





  

    		2023-03-24 19:44:13.40472

    		1.2 ms

  





  

    		2023-03-24 20:44:17.047939

    		1.2 ms

  





  

    		2023-03-24 21:44:20.629186

    		0.8 ms

  





  

    		2023-03-24 22:44:24.202911

    		1.3 ms

  





  

    		2023-03-24 23:44:27.757197

    		0.1 ms

  





  

    		2023-03-25 00:44:31.183423

    		-0.4 ms

  





  

    		2023-03-25 01:44:33.152743

    		0.4 ms

  





  

    		2023-03-25 02:44:34.838428

    		-0.4 ms

  





  

    		2023-03-25 03:44:38.44591

    		1.2 ms

  





  

    		2023-03-25 04:44:41.542934

    		-1.3 ms

  





  

    		2023-03-25 05:44:45.326236

    		-0.6 ms

  





  

    		2023-03-25 06:44:48.326649

    		-0.1 ms

  





  

    		2023-03-25 07:44:50.032167

    		0.6 ms

  





  

    		2023-03-25 08:44:51.633131

    		0.3 ms

  





  

    		2023-03-25 09:44:53.437475

    		1.0 ms

  





  

    		2023-03-25 10:44:55.551852

    		-0.9 ms

  





  

    		2023-03-25 11:44:57.294589

    		0.0 ms

  





  

    		2023-03-25 12:44:58.72993

    		-0.1 ms

  





  

    		2023-03-25 13:45:00.842946

    		1.0 ms

  





  

    		2023-03-25 14:45:03.855477

    		-0.7 ms

  





  

    		2023-03-25 15:45:06.371242

    		-0.4 ms

  





  

    		2023-03-25 16:45:09.166391

    		0.6 ms

  





  

    		2023-03-25 17:45:10.627531

    		-1.8 ms

  





  

    		2023-03-25 18:45:12.128685

    		0.6 ms

  





  

    		2023-03-25 19:45:14.040603

    		-0.2 ms

  





  

    		2023-03-25 20:45:16.006356

    		-0.8 ms

  





  

    		2023-03-25 21:45:17.478736

    		-0.4 ms

  





  

    		2023-03-25 22:45:19.587825

    		0.8 ms

  





  

    		2023-03-25 23:45:22.266262

    		1.2 ms

  





  

    		2023-03-26 00:45:24.640753

    		-0.5 ms

  





  

    		2023-03-26 01:45:27.714494

    		-0.4 ms

  





  

    		2023-03-26 02:45:30.59915

    		1.2 ms

  





  

    		2023-03-26 03:45:33.961224

    		2.4 ms

  





  

    		2023-03-26 04:45:37.102399

    		2.1 ms

  





  

    		2023-03-26 05:45:39.775537

    		1.5 ms

  





  

    		2023-03-26 06:45:42.648765

    		0.8 ms

  





  

    		2023-03-26 07:45:46.66588

    		-1.4 ms

  





  

    		2023-03-26 08:45:49.484512

    		-0.5 ms

  





  

    		2023-03-26 09:45:51.489289

    		-0.4 ms

  





  

    		2023-03-26 10:45:52.90026

    		1.4 ms

  





  

    		2023-03-26 11:45:55.563736

    		0.2 ms

  





  

    		2023-03-26 12:45:58.787136

    		-0.7 ms

  





  

    		2023-03-26 13:46:02.242419

    		-0.4 ms

  





  

    		2023-03-26 14:46:06.300317

    		-0.6 ms

  





  

    		2023-03-26 15:46:08.363678

    		-1.3 ms

  





  

    		2023-03-26 16:46:10.072008

    		-1.7 ms

  





  

    		2023-03-26 17:46:13.464428

    		-0.9 ms

  





  

    		2023-03-26 18:46:16.502829

    		-2.4 ms

  





  

    		2023-03-26 19:46:19.679692

    		-0.3 ms

  





  

    		2023-03-26 20:46:22.402344

    		0.1 ms

  





  

    		2023-03-26 21:46:24.87135

    		1.3 ms

  





  

    		2023-03-26 22:46:27.871254

    		1.7 ms

  





  

    		2023-03-26 23:46:31.035785

    		1.7 ms

  





  

    		2023-03-27 00:46:33.772154

    		1.1 ms

  





  

    		2023-03-27 01:46:36.735641

    		0.0 ms

  





  

    		2023-03-27 02:46:39.552274

    		-0.5 ms

  





  

    		2023-03-27 03:46:42.264459

    		-1.5 ms

  





  

    		2023-03-27 04:46:43.96923

    		-1.1 ms

  





  

    		2023-03-27 05:46:46.718574

    		-0.8 ms

  





  

    		2023-03-27 06:46:50.638169

    		-1.3 ms

  





  

    		2023-03-27 07:46:52.156164

    		-1.3 ms

  





  

    		2023-03-27 08:46:53.749605

    		1.0 ms

  





  

    		2023-03-27 09:46:56.446668

    		-0.4 ms

  





  

    		2023-03-27 10:46:58.683583

    		0.0 ms

  





  

    		2023-03-27 11:47:00.340195

    		0.3 ms

  





  

    		2023-03-27 12:47:02.02

    		-1.5 ms

  





  

    		2023-03-27 13:47:03.464775

    		-0.4 ms

  





  

    		2023-03-27 14:47:05.657088

    		1.2 ms

  





  

    		2023-03-27 15:47:07.48018

    		1.7 ms

  





  

    		2023-03-27 16:47:08.889778

    		0.1 ms

  





  

    		2023-03-27 17:47:10.23122

    		0.4 ms

  





  

    		2023-03-27 18:47:11.962493

    		0.2 ms

  





  

    		2023-03-27 19:47:13.48129

    		0.6 ms

  





  

    		2023-03-27 20:47:15.546234

    		-0.2 ms

  





  

    		2023-03-27 21:47:17.922293

    		-1.2 ms

  





  

    		2023-03-27 22:47:20.811682

    		0.1 ms

  





  

    		2023-03-27 23:47:23.379089

    		0.8 ms

  





  

    		2023-03-28 00:47:25.650242

    		-1.4 ms

  





  

    		2023-03-28 01:47:27.53048

    		0.4 ms

  





  

    		2023-03-28 02:47:30.159584

    		-0.3 ms

  





  

    		2023-03-28 03:47:32.809932

    		0.3 ms

  





  

    		2023-03-28 04:47:35.864398

    		0.4 ms

  





  

    		2023-03-28 05:47:37.330196

    		3.8 ms

  





  

    		2023-03-28 06:47:40.819226

    		3.2 ms

  





  

    		2023-03-28 07:47:42.147339

    		-0.6 ms

  





  

    		2023-03-28 08:47:44.007651

    		0.5 ms

  





  

    		2023-03-28 09:47:45.713061

    		24.5 ms

  





  

    		2023-03-28 10:47:47.264051

    		-5.1 ms

  





  

    		2023-03-28 11:47:48.60797

    		-8.5 ms

  





  

    		2023-03-28 12:47:50.101931

    		-31.5 ms

  





  

    		2023-03-28 13:47:53.237636

    		4.4 ms

  





  

    		2023-03-28 14:47:54.835297

    		-1.0 ms

  





  

    		2023-03-28 15:47:58.440782

    		-2.7 ms

  





  

    		2023-03-28 16:48:00.869656

    		0.1 ms

  





  

    		2023-03-28 17:48:02.267469

    		3.3 ms

  





  

    		2023-03-28 18:48:03.951901

    		3.8 ms

  





  

    		2023-03-28 19:48:06.752605

    		2.4 ms

  





  

    		2023-03-28 20:48:08.381025

    		-3.0 ms

  





  

    		2023-03-28 21:48:10.23817

    		-0.6 ms

  





  

    		2023-03-28 22:48:13.765661

    		0.0 ms

  





  

    		2023-03-28 23:48:17.111965

    		2.4 ms

  





  

    		2023-03-29 00:48:20.036782

    		2.9 ms

  





  

    		2023-03-29 01:48:23.685826

    		-0.8 ms

  





  

    		2023-03-29 02:48:26.771429

    		-4.1 ms

  





  

    		2023-03-29 03:48:30.009024

    		1.4 ms

  





  

    		2023-03-29 04:48:33.115259

    		0.9 ms

  





  

    		2023-03-29 05:48:36.179301

    		1.1 ms

  





  

    		2023-03-29 06:48:37.997674

    		-1.0 ms

  





  

    		2023-03-29 07:48:40.142118

    		1.5 ms

  





  

    		2023-03-29 08:48:41.74983

    		-2.6 ms

  





  

    		2023-03-29 09:48:43.242795

    		-1.4 ms

  





  

    		2023-03-29 10:48:45.192847

    		1.7 ms

  





  

    		2023-03-29 11:48:47.237898

    		0.5 ms

  





  

    		2023-03-29 12:48:49.07604

    		0.8 ms

  





  

    		2023-03-29 13:48:50.621241

    		3.0 ms

  





  

    		2023-03-29 14:48:52.146428

    		0.3 ms

  





  

    		2023-03-29 15:48:53.568106

    		0.4 ms

  





  

    		2023-03-29 16:48:55.027664

    		-1.5 ms

  





  

    		2023-03-29 17:48:56.567047

    		-2.4 ms

  





  

    		2023-03-29 18:48:58.544457

    		-0.9 ms

  





  

    		2023-03-29 19:49:01.577164

    		-0.9 ms

  





  

    		2023-03-29 20:49:04.662138

    		-1.1 ms

  





  

    		2023-03-29 21:49:07.725296

    		0.0 ms

  





  

    		2023-03-29 22:49:10.521192

    		-0.1 ms

  





  

    		2023-03-29 23:49:13.520903

    		-0.9 ms

  





  

    		2023-03-30 00:49:15.859771

    		-2.3 ms

  





  

    		2023-03-30 01:49:19.078881

    		-1.1 ms

  





  

    		2023-03-30 02:49:21.947796

    		-1.2 ms

  





  

    		2023-03-30 03:49:24.855185

    		0.0 ms

  





  

    		2023-03-30 04:49:26.382404

    		-0.6 ms

  





  

    		2023-03-30 05:49:28.542559

    		-0.7 ms

  





  

    		2023-03-30 06:49:30.796677

    		-0.5 ms

  





  

    		2023-03-30 07:49:32.343819

    		-1.5 ms

  





  

    		2023-03-30 08:49:33.780236

    		-0.4 ms

  





  

    		2023-03-30 09:49:35.369554

    		1.7 ms

  





  

    		2023-03-30 10:49:36.866733

    		0.0 ms

  





  

    		2023-03-30 11:49:38.502316

    		2.1 ms

  





  

    		2023-03-30 12:49:40.457087

    		1.4 ms

  





  

    		2023-03-30 13:49:42.093625

    		0.9 ms

  





  

    		2023-03-30 14:49:44.109144

    		1.7 ms

  





  

    		2023-03-30 15:49:46.119951

    		1.3 ms

  





  

    		2023-03-30 16:49:47.699878

    		2.0 ms

  





  

    		2023-03-30 17:49:49.8857

    		-0.5 ms

  





  

    		2023-03-30 18:49:52.510816

    		-0.5 ms

  





  

    		2023-03-30 19:49:55.369408

    		-0.7 ms

  





  

    		2023-03-30 20:49:57.026721

    		0.4 ms

  





  

    		2023-03-30 21:50:00.312813

    		-0.8 ms

  





  

    		2023-03-30 22:50:01.729179

    		0.1 ms

  





  

    		2023-03-30 23:50:05.095386

    		-0.5 ms

  





  

    		2023-03-31 00:50:08.054561

    		-0.6 ms

  





  

    		2023-03-31 01:50:11.127097

    		-1.0 ms

  





  

    		2023-03-31 02:50:14.646802

    		-0.4 ms

  





  

    		2023-03-31 03:50:17.735554

    		-0.5 ms

  





  

    		2023-03-31 04:50:19.44654

    		0.2 ms

  





  

    		2023-03-31 05:50:22.652669

    		0.9 ms

  





  

    		2023-03-31 06:50:24.40998

    		0.6 ms

  





  

    		2023-03-31 07:50:28.670947

    		0.4 ms

  





  

    		2023-03-31 08:50:30.259531

    		0.2 ms

  





  

    		2023-03-31 09:50:31.656114

    		0.5 ms

  





  

    		2023-03-31 10:50:35.316384

    		-0.3 ms

  





  

    		2023-03-31 11:50:37.653204

    		0.3 ms

  





  

    		2023-03-31 12:50:39.08389

    		1.0 ms

  





  

    		2023-03-31 13:50:40.479179

    		-0.3 ms

  





  

    		2023-03-31 14:50:42.773094

    		0.1 ms

  





  

    		2023-03-31 15:50:45.083953

    		0.4 ms

  





  

    		2023-03-31 16:50:48.355994

    		0.0 ms

  





  

    		2023-03-31 17:50:51.835668

    		0.2 ms

  





  

    		2023-03-31 18:50:55.011398

    		-2.9 ms

  





  

    		2023-03-31 19:50:56.362821

    		-0.9 ms

  





  

    		2023-03-31 20:51:00.10237

    		-0.6 ms

  





  

    		2023-03-31 21:51:02.329095

    		-2.1 ms

  





  

    		2023-03-31 22:51:04.323629

    		-0.4 ms

  





  

    		2023-03-31 23:51:05.992322

    		-2.1 ms

  





  

    		2023-04-01 00:51:08.849369

    		-0.3 ms

  





  

    		2023-04-01 01:51:12.351572

    		-1.6 ms

  





  

    		2023-04-01 02:51:15.244356

    		-0.8 ms

  





  

    		2023-04-01 03:51:16.683954

    		-1.2 ms

  





  

    		2023-04-01 04:51:18.774346

    		-0.8 ms

  





  

    		2023-04-01 05:51:20.611964

    		1.3 ms

  





  

    		2023-04-01 06:51:23.57336

    		0.8 ms

  





  

    		2023-04-01 07:51:25.535183

    		1.8 ms

  





  

    		2023-04-01 08:51:27.280115

    		1.3 ms

  





  

    		2023-04-01 09:51:28.787844

    		-0.2 ms

  





  

    		2023-04-01 10:51:30.601823

    		0.1 ms

  





  

    		2023-04-01 11:51:32.030087

    		-0.4 ms

  





  

    		2023-04-01 12:51:33.988428

    		1.6 ms

  





  

    		2023-04-01 13:51:35.783644

    		-0.4 ms

  





  

    		2023-04-01 14:51:39.979407

    		-0.7 ms

  





  

    		2023-04-01 15:51:43.064293

    		-0.5 ms

  





  

    		2023-04-01 16:51:46.574174

    		0.4 ms

  





  

    		2023-04-01 17:51:49.568253

    		-0.7 ms

  





  

    		2023-04-01 18:51:53.135618

    		-1.4 ms

  





  

    		2023-04-01 19:51:55.058197

    		1.1 ms

  





  

    		2023-04-01 20:51:56.616327

    		-1.9 ms

  





  

    		2023-04-01 21:51:58.817241

    		2.0 ms

  





  

    		2023-04-01 22:52:00.277737

    		-0.2 ms

  





  

    		2023-04-01 23:52:03.487389

    		-0.3 ms

  





  

    		2023-04-02 00:52:06.866796

    		-0.2 ms

  





  

    		2023-04-02 01:52:09.848932

    		-0.3 ms

  





  

    		2023-04-02 02:52:12.675908

    		-1.9 ms

  





  

    		2023-04-02 03:52:14.072396

    		-0.1 ms

  





  

    		2023-04-02 04:52:16.01047

    		-1.5 ms

  





  

    		2023-04-02 05:52:17.49748

    		-2.1 ms

  





  

    		2023-04-02 06:52:20.514626

    		-0.2 ms

  





  

    		2023-04-02 07:52:22.516716

    		0.8 ms

  





  

    		2023-04-02 08:52:24.029875

    		0.8 ms

  





  

    		2023-04-02 09:52:27.459066

    		0.4 ms

  





  

    		2023-04-02 10:52:28.911351

    		0.9 ms

  





  

    		2023-04-02 11:52:30.555065

    		0.3 ms

  





  

    		2023-04-02 12:52:31.953831

    		0.8 ms

  





  

    		2023-04-02 13:52:33.979168

    		0.2 ms

  





  

    		2023-04-02 14:52:35.851986

    		0.4 ms

  





  

    		2023-04-02 15:52:38.205536

    		1.6 ms

  





  

    		2023-04-02 16:52:40.981429

    		1.0 ms

  





  

    		2023-04-02 17:52:43.019123

    		0.9 ms

  





  

    		2023-04-02 18:52:44.681749

    		0.7 ms

  





  

    		2023-04-02 19:52:46.207983

    		0.1 ms

  





  

    		2023-04-02 20:52:49.98712

    		-0.9 ms

  





  

    		2023-04-02 21:52:53.211696

    		-0.2 ms

  





  

    		2023-04-02 22:52:56.00642

    		-0.2 ms

  





  

    		2023-04-02 23:52:57.978773

    		-1.1 ms

  





  

    		2023-04-03 00:52:59.361032

    		-0.4 ms

  





  

    		2023-04-03 01:53:01.204779

    		-1.5 ms

  





  

    		2023-04-03 02:53:03.362734

    		-1.4 ms

  





  

    		2023-04-03 03:53:04.95085

    		-0.2 ms

  





  

    		2023-04-03 04:53:07.232844

    		-0.7 ms

  





  

    		2023-04-03 05:53:09.0678

    		1.0 ms

  





  

    		2023-04-03 06:53:10.677794

    		1.1 ms

  





  

    		2023-04-03 07:53:13.23667

    		0.5 ms

  





  

    		2023-04-03 08:53:14.763252

    		0.1 ms

  





  

    		2023-04-03 09:53:17.41572

    		-0.4 ms

  





  

    		2023-04-03 10:53:19.362131

    		1.1 ms

  





  

    		2023-04-03 11:53:20.798277

    		0.0 ms

  





  

    		2023-04-03 12:53:23.265932

    		0.5 ms

  





  

    		2023-04-03 13:53:25.060794

    		1.5 ms

  





  

    		2023-04-03 14:53:26.664868

    		0.3 ms

  





  

    		2023-04-03 15:53:28.64723

    		1.6 ms

  





  

    		2023-04-03 16:53:32.050126

    		1.9 ms

  





  

    		2023-04-03 17:53:34.869943

    		2.3 ms

  





  

    		2023-04-03 18:53:37.841462

    		-11.0 ms

  





  

    		2023-04-03 19:53:40.710356

    		-0.3 ms

  





  

    		2023-04-03 20:53:43.96358

    		-0.9 ms

  





  

    		2023-04-03 21:53:47.06432

    		0.2 ms

  





  

    		2023-04-03 22:53:49.798491

    		1.6 ms

  





  

    		2023-04-03 23:53:52.130613

    		13.3 ms

  





  

    		2023-04-04 00:53:55.21899

    		0.5 ms

  





  

    		2023-04-04 01:53:56.852678

    		7.9 ms

  





  

    		2023-04-04 02:53:58.715589

    		-7.4 ms

  





  

    		2023-04-04 03:54:00.200283

    		-5.5 ms

  





  

    		2023-04-04 04:54:01.912092

    		-0.7 ms

  





  

    		2023-04-04 05:54:05.009435

    		-11.6 ms

  





  

    		2023-04-04 06:54:06.698052

    		0.4 ms

  





  

    		2023-04-04 07:54:09.110304

    		-16.9 ms

  





  

    		2023-04-04 08:54:10.67647

    		1.1 ms

  





  

    		2023-04-04 09:54:12.474001

    		0.7 ms

  





  

    		2023-04-04 10:54:14.245805

    		-2.1 ms

  





  

    		2023-04-04 11:54:15.779554

    		0.2 ms

  





  

    		2023-04-04 12:54:18.228769

    		-0.5 ms

  





  

    		2023-04-04 13:54:20.261299

    		1.1 ms

  





  

    		2023-04-04 14:54:22.403258

    		0.0 ms

  





  

    		2023-04-04 15:54:24.047294

    		1.8 ms

  





  

    		2023-04-04 16:54:27.000864

    		11.8 ms

  





  

    		2023-04-04 17:54:29.343921

    		13.1 ms

  





  

    		2023-04-04 18:54:32.432615

    		5.1 ms

  





  

    		2023-04-04 19:54:34.633958

    		1.1 ms

  





  

    		2023-04-04 20:54:36.458594

    		-1.0 ms

  





  

    		2023-04-04 21:54:39.004516

    		-1.3 ms

  





  

    		2023-04-04 22:54:42.064706

    		-2.8 ms

  





  

    		2023-04-04 23:54:45.279536

    		-0.7 ms

  





  

    		2023-04-05 00:54:48.13642

    		-0.4 ms

  





  

    		2023-04-05 01:54:50.895727

    		-0.3 ms

  





  

    		2023-04-05 02:54:53.860062

    		-2.4 ms

  





  

    		2023-04-05 03:54:57.856828

    		1.3 ms

  





  

    		2023-04-05 04:55:00.943915

    		-0.7 ms

  





  

    		2023-04-05 05:55:03.86929

    		-0.5 ms

  





  

    		2023-04-05 06:55:05.839262

    		4.1 ms

  





  

    		2023-04-05 07:55:07.467653

    		-6.9 ms

  





  

    		2023-04-05 08:55:09.841851

    		1.1 ms

  





  

    		2023-04-05 09:55:11.677834

    		1.2 ms

  





  

    		2023-04-05 10:55:13.67596

    		1.5 ms

  





  

    		2023-04-05 11:55:15.285795

    		-6.5 ms

  





  

    		2023-04-05 12:55:17.741854

    		-2.3 ms

  





  

    		2023-04-05 13:55:20.238977

    		1.1 ms

  





  

    		2023-04-05 14:55:21.673419

    		-0.6 ms

  





  

    		2023-04-05 15:55:23.636027

    		-1.2 ms

  





  

    		2023-04-05 16:55:26.373652

    		-2.0 ms

  





  

    		2023-04-05 17:55:28.078285

    		0.2 ms

  





  

    		2023-04-05 18:55:29.640799

    		-3.0 ms

  





  

    		2023-04-05 19:55:32.850492

    		-1.9 ms

  





  

    		2023-04-05 20:55:36.338772

    		-1.5 ms

  





  

    		2023-04-05 21:55:39.778738

    		2.2 ms

  





  

    		2023-04-05 22:55:42.588841

    		-0.7 ms

  





  

    		2023-04-05 23:55:46.117032

    		-1.4 ms

  





  

    		2023-04-06 00:55:49.549348

    		-2.7 ms

  





  

    		2023-04-06 01:55:52.652855

    		-1.6 ms

  





  

    		2023-04-06 02:55:56.478074

    		-0.8 ms

  





  

    		2023-04-06 03:55:59.681425

    		-1.4 ms

  





  

    		2023-04-06 04:56:01.428073

    		-1.1 ms

  





  

    		2023-04-06 05:56:03.436502

    		0.5 ms

  





  

    		2023-04-06 06:56:06.515282

    		2.0 ms

  





  

    		2023-04-06 07:56:09.532652

    		3.4 ms

  





  

    		2023-04-06 08:56:12.859969

    		-23.5 ms

  





  

    		2023-04-06 09:56:14.906976

    		0.2 ms

  





  

    		2023-04-06 10:56:16.741507

    		1.3 ms

  





  

    		2023-04-06 11:56:18.402385

    		0.3 ms

  





  

    		2023-04-06 12:56:20.402031

    		-5.7 ms

  





  

    		2023-04-06 13:56:22.561964

    		1.8 ms

  





  

    		2023-04-06 14:56:24.404193

    		-0.3 ms

  





  

    		2023-04-06 15:56:25.783783

    		-1.0 ms

  





  

    		2023-04-06 16:56:27.545395

    		1.0 ms

  





  

    		2023-04-06 17:56:29.008529

    		2.0 ms

  





  

    		2023-04-06 18:56:31.429415

    		1.1 ms

  





  

    		2023-04-06 19:56:34.462263

    		0.8 ms

  





  

    		2023-04-06 20:56:37.569067

    		0.4 ms

  





  

    		2023-04-06 21:56:41.121148

    		-1.9 ms

  





  

    		2023-04-06 22:56:44.466487

    		-3.2 ms

  





  

    		2023-04-06 23:56:48.105339

    		-3.6 ms

  





  

    		2023-04-07 00:56:50.894419

    		-3.7 ms

  





  

    		2023-04-07 01:56:53.794413

    		-3.0 ms

  





  

    		2023-04-07 02:56:56.908691

    		-0.8 ms

  





  

    		2023-04-07 03:56:59.695865

    		0.0 ms

  





  

    		2023-04-07 04:57:02.371232

    		-0.5 ms

  





  

    		2023-04-07 05:57:05.317173

    		0.1 ms

  





  

    		2023-04-07 06:57:08.305757

    		0.5 ms

  





  

    		2023-04-07 07:57:11.33675

    		0.3 ms

  





  

    		2023-04-07 08:57:14.327492

    		-0.4 ms

  





  

    		2023-04-07 09:57:17.553612

    		1.9 ms

  





  

    		2023-04-07 10:57:20.467493

    		2.6 ms

  





  

    		2023-04-07 11:57:23.506186

    		1.5 ms

  





  

    		2023-04-07 12:57:25.644652

    		0.7 ms

  





  

    		2023-04-07 13:57:28.533543

    		0.6 ms

  





  

    		2023-04-07 14:57:31.744982

    		-0.1 ms

  





  

    		2023-04-07 15:57:34.411584

    		0.1 ms

  





  

    		2023-04-07 16:57:36.626577

    		-3.0 ms

  





  

    		2023-04-07 17:57:40.435505

    		-0.8 ms

  





  

    		2023-04-07 18:57:44.14847

    		1.2 ms

  





  

    		2023-04-07 19:57:47.231613

    		0.8 ms

  





  

    		2023-04-07 20:57:49.999449

    		0.1 ms

  





  

    		2023-04-07 21:57:53.540783

    		-1.1 ms

  





  

    		2023-04-07 22:57:56.875217

    		-1.5 ms

  





  

    		2023-04-07 23:57:59.320981

    		0.2 ms

  





  

    		2023-04-08 00:58:01.961532

    		-0.1 ms

  





  

    		2023-04-08 01:58:03.93714

    		-3.2 ms

  





  

    		2023-04-08 02:58:06.923838

    		-1.3 ms

  





  

    		2023-04-08 03:58:09.68659

    		1.2 ms

  





  

    		2023-04-08 04:58:12.981836

    		1.7 ms

  





  

    		2023-04-08 05:58:15.875832

    		-0.9 ms

  





  

    		2023-04-08 06:58:19.228958

    		0.4 ms

  





  

    		2023-04-08 07:58:21.952672

    		1.4 ms

  





  

    		2023-04-08 08:58:25.371756

    		1.7 ms

  





  

    		2023-04-08 09:58:28.483019

    		0.6 ms

  





  

    		2023-04-08 10:58:30.781892

    		0.6 ms

  





  

    		2023-04-08 11:58:33.903897

    		1.1 ms

  





  

    		2023-04-08 12:58:35.352992

    		-0.4 ms

  





  

    		2023-04-08 13:58:37.261186

    		0.3 ms

  





  

    		2023-04-08 14:58:39.046738

    		-0.6 ms

  





  

    		2023-04-08 15:58:40.630791

    		-1.3 ms

  





  

    		2023-04-08 16:58:43.336963

    		0.0 ms

  





  

    		2023-04-08 17:58:44.955216

    		0.3 ms

  





  

    		2023-04-08 18:58:46.897562

    		0.4 ms

  





  

    		2023-04-08 19:58:50.032766

    		-0.2 ms

  





  

    		2023-04-08 20:58:52.893802

    		0.1 ms

  





  

    		2023-04-08 21:58:55.9942

    		-0.2 ms

  





  

    		2023-04-08 22:58:58.79454

    		-0.4 ms

  





  

    		2023-04-08 23:59:01.649397

    		0.5 ms

  





  

    		2023-04-09 00:59:04.702008

    		-0.6 ms

  





  

    		2023-04-09 01:59:08.074465

    		1.1 ms

  





  

    		2023-04-09 02:59:11.697513

    		0.8 ms

  





  

    		2023-04-09 03:59:14.916192

    		-0.9 ms

  





  

    		2023-04-09 04:59:17.591269

    		-0.1 ms

  





  

    		2023-04-09 05:59:20.910266

    		0.7 ms

  





  

    		2023-04-09 06:59:23.975488

    		1.2 ms

  





  

    		2023-04-09 07:59:27.491471

    		1.3 ms

  





  

    		2023-04-09 08:59:28.940324

    		1.2 ms

  





  

    		2023-04-09 09:59:31.129893

    		0.1 ms

  





  

    		2023-04-09 10:59:34.515722

    		3.1 ms

  





  

    		2023-04-09 11:59:37.200878

    		2.5 ms

  





  

    		2023-04-09 12:59:40.126996

    		0.0 ms

  





  

    		2023-04-09 13:59:43.031875

    		-0.2 ms

  





  

    		2023-04-09 14:59:46.161744

    		0.8 ms

  





  

    		2023-04-09 15:59:47.598992

    		0.3 ms

  





  

    		2023-04-09 16:59:49.269785

    		1.7 ms

  





  

    		2023-04-09 17:59:51.10599

    		0.5 ms

  





  

    		2023-04-09 18:59:52.899421

    		0.3 ms

  





  

    		2023-04-09 19:59:55.727606

    		0.5 ms

  





  

    		2023-04-09 20:59:59.632503

    		-2.1 ms

  





  

    		2023-04-09 22:00:02.878598

    		-1.1 ms

  





  

    		2023-04-09 23:00:05.398588

    		-0.7 ms

  





  

    		2023-04-10 00:00:06.907806

    		0.4 ms

  





  

    		2023-04-10 01:00:08.396561

    		0.4 ms

  





  

    		2023-04-10 02:00:10.579229

    		1.1 ms

  





  

    		2023-04-10 03:00:13.102548

    		0.3 ms

  





  

    		2023-04-10 04:00:14.635482

    		-0.2 ms

  





  

    		2023-04-10 05:00:17.305767

    		-0.1 ms

  





  

    		2023-04-10 06:00:19.355699

    		-0.7 ms

  





  

    		2023-04-10 07:00:21.511169

    		-0.2 ms

  





  

    		2023-04-10 08:00:24.755173

    		-0.1 ms

  





  

    		2023-04-10 09:00:27.680199

    		0.1 ms

  





  

    		2023-04-10 10:00:30.234026

    		1.2 ms

  





  

    		2023-04-10 11:00:31.919191

    		-0.2 ms

  





  

    		2023-04-10 12:00:33.56266

    		0.2 ms

  





  

    		2023-04-10 13:00:36.549945

    		0.9 ms

  





  

    		2023-04-10 14:00:38.738892

    		0.1 ms

  





  

    		2023-04-10 15:00:40.723488

    		0.8 ms

  





  

    		2023-04-10 16:00:44.160544

    		-1.2 ms

  





  

    		2023-04-10 17:00:45.752706

    		0.0 ms

  





  

    		2023-04-10 18:00:47.406291

    		0.2 ms

  





  

    		2023-04-10 19:00:49.96952

    		-0.8 ms

  





  

    		2023-04-10 20:00:53.87316

    		0.0 ms

  





  

    		2023-04-10 21:00:55.368098

    		0.0 ms

  





  

    		2023-04-10 22:00:56.936674

    		0.8 ms

  





  

    		2023-04-10 23:00:59.443922

    		-0.5 ms

  





  

    		2023-04-11 00:01:01.695771

    		-1.1 ms

  





  

    		2023-04-11 01:01:05.638877

    		-8.1 ms

  





  

    		2023-04-11 02:01:08.216229

    		-2.2 ms

  





  

    		2023-04-11 03:01:09.809959

    		-7.2 ms

  





  

    		2023-04-11 04:01:13.51438

    		-7.0 ms

  





  

    		2023-04-11 05:01:16.623704

    		-0.9 ms

  





  

    		2023-04-11 06:01:18.300688

    		0.0 ms

  





  

    		2023-04-11 07:01:20.639172

    		0.9 ms

  





  

    		2023-04-11 08:01:22.129525

    		3.7 ms

  





  

    		2023-04-11 09:01:23.752069

    		0.7 ms

  





  

    		2023-04-11 10:01:25.644432

    		0.1 ms

  





  

    		2023-04-11 11:01:27.174979

    		1.2 ms

  





  

    		2023-04-11 12:01:28.817817

    		0.1 ms

  





  

    		2023-04-11 13:01:30.784351

    		1.6 ms

  





  

    		2023-04-11 14:01:32.351396

    		0.5 ms

  





  

    		2023-04-11 15:01:34.64683

    		-0.4 ms

  





  

    		2023-04-11 16:01:37.675126

    		0.9 ms

  





  

    		2023-04-11 17:01:39.157197

    		1.8 ms

  





  

    		2023-04-11 18:01:42.108057

    		1.4 ms

  





  

    		2023-04-11 19:01:43.657856

    		0.6 ms

  





  

    		2023-04-11 20:01:45.401415

    		-0.9 ms

  





  

    		2023-04-11 21:01:48.389615

    		-1.8 ms

  





  

    		2023-04-11 22:01:51.712424

    		-1.9 ms

  





  

    		2023-04-11 23:01:55.45895

    		-1.8 ms

  





  

    		2023-04-12 00:01:59.290508

    		-1.2 ms

  





  

    		2023-04-12 01:02:01.443462

    		-0.1 ms

  





  

    		2023-04-12 02:02:04.32421

    		0.7 ms

  





  

    		2023-04-12 03:02:07.357289

    		0.4 ms

  





  

    		2023-04-12 04:02:09.552404

    		0.6 ms

  





  

    		2023-04-12 05:02:11.960698

    		0.1 ms

  





  

    		2023-04-12 06:02:13.81633

    		-0.6 ms

  





  

    		2023-04-12 07:02:16.449069

    		0.5 ms

  





  

    		2023-04-12 08:02:18.840017

    		1.5 ms

  





  

    		2023-04-12 09:02:20.755862

    		0.5 ms

  





  

    		2023-04-12 10:02:22.261366

    		-0.2 ms

  





  

    		2023-04-12 11:02:24.25328

    		-0.9 ms

  





  

    		2023-04-12 12:02:25.849443

    		-0.1 ms

  





  

    		2023-04-12 13:02:27.45218

    		1.4 ms

  





  

    		2023-04-12 14:02:29.10877

    		2.6 ms

  





  

    		2023-04-12 15:02:30.783095

    		2.0 ms

  





  

    		2023-04-12 16:02:33.031322

    		0.6 ms

  





  

    		2023-04-12 17:02:35.98166

    		0.5 ms

  





  

    		2023-04-12 18:02:37.554668

    		-0.1 ms

  





  

    		2023-04-12 19:02:39.850654

    		-1.0 ms

  





  

    		2023-04-12 20:02:41.260261

    		-0.1 ms

  





  

    		2023-04-12 21:02:43.07074

    		-0.7 ms

  





  

    		2023-04-12 22:02:45.865105

    		-0.5 ms

  





  

    		2023-04-12 23:02:49.44551

    		-0.3 ms

  





  

    		2023-04-13 00:02:52.448633

    		-0.6 ms

  





  

    		2023-04-13 01:02:54.053535

    		-1.1 ms

  





  

    		2023-04-13 02:02:56.879793

    		-0.8 ms

  





  

    		2023-04-13 03:03:00.060133

    		-0.9 ms

  





  

    		2023-04-13 04:03:02.918826

    		-0.4 ms

  





  

    		2023-04-13 05:03:06.755841

    		-0.8 ms

  





  

    		2023-04-13 06:03:09.956122

    		-0.3 ms

  





  

    		2023-04-13 07:03:13.407763

    		-0.3 ms

  





  

    		2023-04-13 08:03:15.454891

    		-1.2 ms

  





  

    		2023-04-13 09:03:17.015795

    		-0.2 ms

  





  

    		2023-04-13 10:03:18.512412

    		0.9 ms

  





  

    		2023-04-13 11:03:19.909082

    		1.0 ms

  





  

    		2023-04-13 12:03:22.445422

    		2.3 ms

  





  

    		2023-04-13 13:03:24.203431

    		3.1 ms

  





  

    		2023-04-13 14:03:26.30076

    		3.1 ms

  





  

    		2023-04-13 15:03:28.645558

    		0.3 ms

  





  

    		2023-04-13 16:03:30.362506

    		-0.4 ms

  





  

    		2023-04-13 17:03:32.643801

    		-1.9 ms

  





  

    		2023-04-13 18:03:35.150141

    		-1.1 ms

  





  

    		2023-04-13 19:03:36.702546

    		-0.7 ms

  





  

    		2023-04-13 20:03:39.593987

    		-0.9 ms

  





  

    		2023-04-13 21:03:43.043168

    		-0.8 ms

  





  

    		2023-04-13 22:03:44.574883

    		-0.2 ms

  





  

    		2023-04-13 23:03:47.250319

    		-4.6 ms

  





  

    		2023-04-14 00:03:50.870203

    		-2.8 ms

  





  

    		2023-04-14 01:03:53.964338

    		-1.1 ms

  





  

    		2023-04-14 02:03:57.75094

    		-0.9 ms

  





  

    		2023-04-14 03:04:01.285636

    		0.2 ms

  





  

    		2023-04-14 04:04:04.766869

    		-0.2 ms

  





  

    		2023-04-14 05:04:08.600618

    		-0.8 ms

  





  

    		2023-04-14 06:04:10.061169

    		-1.7 ms

  





  

    		2023-04-14 07:04:13.642105

    		-1.1 ms

  





  

    		2023-04-14 08:04:17.132925

    		-0.4 ms

  





  

    		2023-04-14 09:04:20.831286

    		0.9 ms

  





  

    		2023-04-14 10:04:23.810136

    		1.7 ms

  





  

    		2023-04-14 11:04:26.146014

    		2.1 ms

  





  

    		2023-04-14 12:04:28.439538

    		0.4 ms

  





  

    		2023-04-14 13:04:29.971275

    		0.8 ms

  





  

    		2023-04-14 14:04:31.924486

    		1.2 ms

  





  

    		2023-04-14 15:04:33.324448

    		0.8 ms

  





  

    		2023-04-14 16:04:34.901681

    		2.9 ms

  





  

    		2023-04-14 17:04:37.395748

    		-0.3 ms

  





  

    		2023-04-14 18:04:39.882109

    		-0.6 ms

  





  

    		2023-04-14 19:04:43.379828

    		-0.1 ms

  





  

    		2023-04-14 20:04:46.347146

    		0.2 ms

  





  

    		2023-04-14 21:04:49.479065

    		0.2 ms

  





  

    		2023-04-14 22:04:52.987651

    		-1.8 ms

  





  

    		2023-04-14 23:04:55.838858

    		-2.4 ms

  





  

    		2023-04-15 00:04:58.106594

    		-1.5 ms

  





  

    		2023-04-15 01:05:01.530549

    		-1.6 ms

  





  

    		2023-04-15 02:05:04.19936

    		-1.9 ms

  





  

    		2023-04-15 03:05:07.297925

    		0.0 ms

  





  

    		2023-04-15 04:05:10.476772

    		1.1 ms

  





  

    		2023-04-15 05:45:14.215094

    		0.4 ms

  





  

    		2023-04-15 06:50:28.856537

    		2.0 ms

  





  

    		2023-04-15 07:50:30.244565

    		1.0 ms

  





  

    		2023-04-15 08:50:32.65341

    		1.2 ms

  





  

    		2023-04-15 09:50:35.767782

    		1.0 ms

  





  

    		2023-04-15 10:50:37.630934

    		0.6 ms

  





  

    		2023-04-15 11:50:39.824014

    		1.4 ms

  





  

    		2023-04-15 12:50:41.457854

    		1.3 ms

  





  

    		2023-04-15 13:50:44.063664

    		0.3 ms

  





  

    		2023-04-15 14:50:45.460516

    		-1.5 ms

  





  

    		2023-04-15 15:50:47.172753

    		0.0 ms

  





  

    		2023-04-15 16:50:48.71266

    		-0.1 ms

  





  

    		2023-04-15 17:50:50.819037

    		-0.6 ms

  





  

    		2023-04-15 18:50:52.4034

    		0.6 ms

  





  

    		2023-04-15 19:50:55.887146

    		0.4 ms

  





  

    		2023-04-15 20:50:59.749843

    		-0.5 ms

  





  

    		2023-04-15 21:51:03.063115

    		0.4 ms

  





  

    		2023-04-15 22:51:05.49693

    		0.6 ms

  





  

    		2023-04-15 23:51:09.167265

    		0.3 ms

  





  

    		2023-04-16 00:51:11.387846

    		-0.3 ms

  





  

    		2023-04-16 01:51:14.000612

    		-0.6 ms

  





  

    		2023-04-16 02:51:17.21642

    		0.3 ms

  





  

    		2023-04-16 03:51:20.342194

    		0.9 ms

  





  

    		2023-04-16 04:51:23.414937

    		0.3 ms

  





  

    		2023-04-16 05:51:26.213667

    		-0.2 ms

  





  

    		2023-04-16 06:51:29.6501

    		1.7 ms

  





  

    		2023-04-16 07:51:33.245376

    		4.5 ms

  





  

    		2023-04-16 08:51:36.377127

    		1.6 ms

  





  

    		2023-04-16 09:51:39.309739

    		0.4 ms

  





  

    		2023-04-16 10:51:40.92474

    		0.2 ms

  





  

    		2023-04-16 11:51:42.531235

    		0.8 ms

  





  

    		2023-04-16 12:51:45.015556

    		2.4 ms

  





  

    		2023-04-16 13:51:47.570578

    		1.2 ms

  





  

    		2023-04-16 14:51:48.964365

    		-0.6 ms

  





  

    		2023-04-16 15:51:51.082919

    		-0.9 ms

  





  

    		2023-04-16 16:51:52.526368

    		-0.5 ms

  





  

    		2023-04-16 17:51:53.991317

    		-2.0 ms

  





  

    		2023-04-16 18:51:56.452796

    		-1.4 ms

  





  

    		2023-04-16 19:51:59.344582

    		-2.8 ms

  





  

    		2023-04-16 20:52:02.772308

    		-1.8 ms

  





  

    		2023-04-16 21:52:06.083063

    		-1.8 ms

  





  

    		2023-04-16 22:52:09.015427

    		0.3 ms

  





  

    		2023-04-16 23:52:12.21753

    		0.0 ms

  





  

    		2023-04-17 00:52:15.057224

    		-4.5 ms

  





  

    		2023-04-17 01:52:17.959411

    		-6.2 ms

  





  

    		2023-04-17 02:52:20.894043

    		-4.4 ms

  





  

    		2023-04-17 03:52:24.505905

    		-2.2 ms

  





  

    		2023-04-17 04:52:27.835248

    		2.8 ms

  





  

    		2023-04-17 05:52:30.908944

    		-1.1 ms

  





  

    		2023-04-17 06:52:32.487913

    		1.0 ms

  





  

    		2023-04-17 07:52:34.739865

    		0.3 ms

  





  

    		2023-04-17 08:52:36.316084

    		0.9 ms

  





  

    		2023-04-17 09:52:38.037483

    		1.1 ms

  





  

    		2023-04-17 10:52:39.812773

    		1.6 ms

  





  

    		2023-04-17 11:52:41.264769

    		-1.1 ms

  





  

    		2023-04-17 12:52:43.193682

    		2.3 ms

  





  

    		2023-04-17 13:52:44.713522

    		1.5 ms

  





  

    		2023-04-17 14:52:47.031332

    		0.8 ms

  





  

    		2023-04-17 15:52:48.6213

    		-0.2 ms

  





  

    		2023-04-17 16:52:51.288446

    		-0.9 ms

  





  

    		2023-04-17 17:52:52.794313

    		-2.0 ms

  





  

    		2023-04-17 18:52:54.87947

    		-0.8 ms

  





  

    		2023-04-17 19:52:57.530935

    		-1.7 ms

  





  

    		2023-04-17 20:53:00.276515

    		-1.4 ms

  





  

    		2023-04-17 21:53:03.197203

    		-2.5 ms

  





  

    		2023-04-17 22:53:06.654696

    		-2.9 ms

  





  

    		2023-04-17 23:53:09.564968

    		-0.7 ms

  





  

    		2023-04-18 00:53:12.08106

    		0.1 ms

  





  

    		2023-04-18 01:53:14.078209

    		0.5 ms

  





  

    		2023-04-18 02:53:17.714795

    		0.6 ms

  





  

    		2023-04-18 03:53:21.29124

    		0.6 ms

  





  

    		2023-04-18 04:53:24.449518

    		0.5 ms

  





  

    		2023-04-18 05:53:27.650024

    		0.6 ms

  





  

    		2023-04-18 06:53:31.365686

    		-0.2 ms

  





  

    		2023-04-18 07:53:33.541253

    		1.1 ms

  





  

    		2023-04-18 08:53:35.923782

    		2.3 ms

  





  

    		2023-04-18 09:53:37.690538

    		1.7 ms

  





  

    		2023-04-18 10:53:39.774139

    		0.0 ms

  





  

    		2023-04-18 11:53:41.56977

    		0.4 ms

  





  

    		2023-04-18 12:53:43.041028

    		-1.1 ms

  





  

    		2023-04-18 13:53:44.904945

    		-1.2 ms

  





  

    		2023-04-18 14:53:46.60413

    		4.0 ms

  





  

    		2023-04-18 15:53:50.011087

    		1.2 ms

  





  

    		2023-04-18 16:53:52.492658

    		-0.6 ms

  





  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  





  

    		2023-04-26 12:01:22.773836

    		0.3 ms

  





  

    		2023-04-26 13:01:25.235393

    		0.3 ms

  





  

    		2023-04-26 14:01:28.008988

    		-0.4 ms

  





  

    		2023-04-26 15:01:30.021175

    		-1.5 ms

  





  

    		2023-04-26 16:01:31.753907

    		-0.2 ms

  





  

    		2023-04-26 17:01:33.245587

    		-1.9 ms

  





  

    		2023-04-26 18:01:36.115508

    		3.4 ms

  





  

    		2023-04-26 19:01:38.814878

    		1.2 ms

  





  

    		2023-04-26 20:01:41.348513

    		1.8 ms

  





  

    		2023-04-26 21:01:44.907051

    		-1.5 ms

  





  

    		2023-04-26 22:01:47.747944

    		-1.7 ms

  





  

    		2023-04-26 23:01:50.430473

    		-3.4 ms

  





  

    		2023-04-27 00:02:12.827622

    		-0.9 ms

  





  

    		2023-04-27 01:02:17.606538

    		-0.4 ms

  





  

    		2023-04-27 02:02:20.014857

    		-0.4 ms

  





  

    		2023-04-27 03:02:22.478908

    		-0.5 ms

  





  

    		2023-04-27 04:02:24.759853

    		1.2 ms

  





  

    		2023-04-27 05:02:27.83663

    		1.7 ms

  





  

    		2023-04-27 06:02:30.568787

    		3.4 ms

  





  

    		2023-04-27 07:02:32.685372

    		-0.4 ms

  





  

    		2023-04-27 08:02:34.569052

    		1.1 ms

  





  

    		2023-04-27 09:02:36.197742

    		1.7 ms

  





  

    		2023-04-27 10:02:37.698447

    		-0.1 ms

  





  

    		2023-04-27 11:02:39.356829

    		0.4 ms

  





  

    		2023-04-27 12:02:41.25268

    		-4.4 ms

  





  

    		2023-04-27 13:02:44.533556

    		0.8 ms

  





  

    		2023-04-27 14:02:46.185595

    		1.5 ms

  





  

    		2023-04-27 15:02:47.994895

    		0.6 ms

  





  

    		2023-04-27 16:02:50.036972

    		-0.2 ms

  





  

    		2023-04-27 17:02:51.902689

    		2.0 ms

  





  

    		2023-04-27 18:02:54.167895

    		0.1 ms

  





  

    		2023-04-27 19:02:57.717098

    		0.2 ms

  





  

    		2023-04-27 20:03:00.856352

    		-1.6 ms

  





  

    		2023-04-27 21:03:03.98123

    		1.1 ms

  





  

    		2023-04-27 22:03:06.863775

    		1.3 ms

  





  

    		2023-04-27 23:03:10.194834

    		0.8 ms

  





  

    		2023-04-28 00:03:13.268404

    		-0.2 ms

  





  

    		2023-04-28 01:03:15.482642

    		-0.8 ms

  





  

    		2023-04-28 02:03:18.558642

    		0.2 ms

  





  

    		2023-04-28 03:03:21.524982

    		-1.3 ms

  





  

    		2023-04-28 04:03:24.807129

    		-4.1 ms

  





  

    		2023-04-28 05:03:28.162452

    		-0.3 ms

  





  

    		2023-04-28 06:03:30.950886

    		0.2 ms

  





  

    		2023-04-28 07:03:32.619039

    		-0.9 ms

  





  

    		2023-04-28 08:03:34.123853

    		-0.1 ms

  





  

    		2023-04-28 09:03:36.490728

    		-3.8 ms

  





  

    		2023-04-28 10:03:38.186124

    		2.5 ms

  





  

    		2023-04-28 11:03:40.115333

    		-3.0 ms

  





  

    		2023-04-28 12:03:42.022791

    		1.7 ms

  





  

    		2023-04-28 13:03:44.038034

    		1.4 ms

  





  

    		2023-04-28 14:03:46.874635

    		2.6 ms

  





  

    		2023-04-28 15:03:48.343232

    		-0.4 ms

  





  

    		2023-04-28 16:03:50.752374

    		0.3 ms

  





  

    		2023-04-28 17:03:53.192855

    		2.2 ms

  





  

    		2023-04-28 18:03:56.272301

    		0.4 ms

  





  

    		2023-04-28 19:03:58.004087

    		-1.6 ms

  





  

    		2023-04-28 20:03:59.847888

    		-4.3 ms

  





  

    		2023-04-28 21:04:02.879163

    		-0.5 ms

  





  

    		2023-04-28 22:04:06.448402

    		-1.2 ms

  





  

    		2023-04-28 23:04:10.038455

    		-1.6 ms

  





  

    		2023-04-29 00:04:12.777165

    		-1.8 ms

  





  

    		2023-04-29 01:04:15.601414

    		-4.5 ms

  





  

    		2023-04-29 02:04:18.081321

    		-0.3 ms

  





  

    		2023-04-29 03:04:20.401232

    		1.1 ms

  





  

    		2023-04-29 04:04:22.98306

    		-0.1 ms

  





  

    		2023-04-29 05:04:25.470032

    		-1.2 ms

  





  

    		2023-04-29 06:04:28.354305

    		-0.6 ms

  





  

    		2023-04-29 07:04:30.342647

    		0.7 ms

  





  

    		2023-04-29 08:04:33.388112

    		-0.7 ms

  





  

    		2023-04-29 09:04:34.991084

    		1.9 ms

  





  

    		2023-04-29 10:04:37.604111

    		1.4 ms

  





  

    		2023-04-29 11:04:39.101734

    		2.9 ms

  





  

    		2023-04-29 12:04:41.110046

    		1.1 ms

  





  

    		2023-04-29 13:04:43.937022

    		1.0 ms

  





  

    		2023-04-29 14:04:47.221342

    		-2.0 ms

  





  

    		2023-04-29 15:04:50.375886

    		0.2 ms

  





  

    		2023-04-29 16:04:51.911026

    		0.9 ms

  





  

    		2023-04-29 17:04:55.242087

    		-0.1 ms

  





  

    		2023-04-29 18:04:57.043543

    		-0.1 ms

  





  

    		2023-04-29 19:05:00.045404

    		2.6 ms

  





  

    		2023-04-29 20:05:02.822498

    		-1.8 ms

  





  

    		2023-04-29 21:05:04.951116

    		0.2 ms

  





  

    		2023-04-29 22:05:08.649305

    		-2.0 ms

  





  

    		2023-04-29 23:05:11.687321

    		-2.2 ms

  





  

    		2023-04-30 00:05:15.091394

    		1.3 ms

  





  

    		2023-04-30 01:05:17.675054

    		-1.0 ms

  





  

    		2023-04-30 02:05:20.189103

    		-0.1 ms

  





  

    		2023-04-30 03:05:23.138386

    		-2.8 ms

  





  

    		2023-04-30 04:05:25.573854

    		-3.3 ms

  





  

    		2023-04-30 05:05:27.801929

    		-4.0 ms

  





  

    		2023-04-30 06:05:29.622924

    		-1.7 ms

  





  

    		2023-04-30 07:05:32.517403

    		-3.6 ms

  





  

    		2023-04-30 08:05:34.227121

    		0.9 ms

  





  

    		2023-04-30 09:05:35.944711

    		1.6 ms

  





  

    		2023-04-30 10:05:39.691004

    		0.6 ms

  





  

    		2023-04-30 11:05:42.74816

    		1.7 ms

  





  

    		2023-04-30 12:05:44.536547

    		0.4 ms

  





  

    		2023-04-30 13:05:46.970701

    		-3.8 ms

  





  

    		2023-04-30 14:05:50.336447

    		0.4 ms

  





  

    		2023-04-30 15:05:53.34707

    		-0.8 ms

  





  

    		2023-04-30 16:05:56.762219

    		0.0 ms

  





  

    		2023-04-30 17:06:00.101866

    		-4.7 ms

  





  

    		2023-04-30 18:06:01.781853

    		2.4 ms

  





  

    		2023-04-30 19:06:03.902806

    		-1.0 ms

  





  

    		2023-04-30 20:06:07.345898

    		-1.3 ms

  





  

    		2023-04-30 21:06:10.352336

    		0.2 ms

  





  

    		2023-04-30 22:06:14.125468

    		-1.5 ms

  





  

    		2023-04-30 23:06:16.803666

    		1.1 ms

  





  

    		2023-05-01 00:06:19.649588

    		-0.6 ms

  





  

    		2023-05-01 01:06:22.413362

    		-3.2 ms

  





  

    		2023-05-01 02:06:25.456254

    		-3.6 ms

  





  

    		2023-05-01 03:06:28.058236

    		-3.2 ms

  





  

    		2023-05-01 04:06:30.803146

    		0.1 ms

  





  

    		2023-05-01 05:06:33.668089

    		-0.7 ms

  





  

    		2023-05-01 06:06:36.288727

    		1.7 ms

  





  

    		2023-05-01 07:06:39.128274

    		-0.3 ms

  





  

    		2023-05-01 08:06:42.448644

    		0.3 ms

  





  

    		2023-05-01 09:06:45.578107

    		-4.3 ms

  





  

    		2023-05-01 10:06:47.200272

    		1.8 ms

  





  

    		2023-05-01 11:06:49.587863

    		1.0 ms

  





  

    		2023-05-01 12:06:51.11167

    		-3.5 ms

  





  

    		2023-05-01 13:06:52.915462

    		0.7 ms

  





  

    		2023-05-01 14:06:54.736706

    		0.2 ms

  





  

    		2023-05-01 15:06:56.44432

    		-0.3 ms

  





  

    		2023-05-01 16:06:58.175666

    		-3.2 ms

  





  

    		2023-05-01 17:06:59.717537

    		1.3 ms

  





  

    		2023-05-01 18:07:01.372479

    		-1.0 ms

  





  

    		2023-05-01 19:07:03.74984

    		-1.2 ms

  





  

    		2023-05-01 20:07:06.70864

    		1.7 ms

  





  

    		2023-05-01 21:07:09.695432

    		0.0 ms

  





  

    		2023-05-01 22:07:13.473631

    		-4.2 ms

  





  

    		2023-05-01 23:07:16.35508

    		-5.2 ms

  





  

    		2023-05-02 00:07:19.768345

    		-1.3 ms

  





  

    		2023-05-02 01:07:22.095486

    		-1.7 ms

  





  

    		2023-05-02 02:07:23.785272

    		-0.9 ms

  





  

    		2023-05-02 03:07:27.146907

    		-0.1 ms

  





  

    		2023-05-02 04:07:30.324228

    		0.1 ms

  





  

    		2023-05-02 05:07:33.82777

    		-4.2 ms

  





  

    		2023-05-02 06:07:37.105854

    		-3.7 ms

  





  

    		2023-05-02 07:07:38.929495

    		1.4 ms

  





  

    		2023-05-02 08:07:41.712264

    		-3.5 ms

  





  

    		2023-05-02 09:07:43.929371

    		1.4 ms

  





  

    		2023-05-02 10:07:46.386057

    		2.8 ms

  





  

    		2023-05-02 11:07:48.218518

    		3.3 ms

  





  

    		2023-05-02 12:07:49.676032

    		5.6 ms

  





  

    		2023-05-02 13:07:51.365283

    		4.5 ms

  





  

    		2023-05-02 14:07:52.859298

    		0.7 ms

  





  

    		2023-05-02 15:07:55.098961

    		1.3 ms

  





  

    		2023-05-02 16:07:56.572885

    		0.8 ms

  





  

    		2023-05-02 17:07:58.852699

    		-0.2 ms

  





  

    		2023-05-02 18:08:01.919956

    		-1.1 ms

  





  

    		2023-05-02 19:08:05.86753

    		-1.2 ms

  





  

    		2023-05-02 20:08:09.45119

    		-2.3 ms

  





  

    		2023-05-02 21:08:10.953144

    		-4.4 ms

  





  

    		2023-05-02 22:08:13.276592

    		-11.4 ms

  





  

    		2023-05-02 23:08:15.737316

    		-1.5 ms

  





  

    		2023-05-03 00:08:19.112089

    		-2.5 ms

  





  

    		2023-05-03 01:08:20.746083

    		-1.0 ms

  





  

    		2023-05-03 02:08:24.692497

    		-5.8 ms

  





  

    		2023-05-03 03:08:28.10557

    		-0.9 ms

  





  

    		2023-05-03 04:08:30.771426

    		0.2 ms

  





  

    		2023-05-03 05:08:33.724953

    		-1.3 ms

  





  

    		2023-05-03 06:08:37.588767

    		1.7 ms

  





  

    		2023-05-03 07:08:40.79074

    		1.2 ms

  





  

    		2023-05-03 08:08:43.605228

    		3.9 ms

  





  

    		2023-05-03 09:08:46.021831

    		0.3 ms

  





  

    		2023-05-03 10:08:47.781479

    		1.7 ms

  





  

    		2023-05-03 11:08:49.67052

    		3.2 ms

  





  

    		2023-05-03 12:08:51.981789

    		3.7 ms

  





  

    		2023-05-03 13:08:55.339426

    		2.5 ms

  





  

    		2023-05-03 14:08:57.636176

    		1.4 ms

  





  

    		2023-05-03 15:08:59.995695

    		-1.2 ms

  





  

    		2023-05-03 16:09:01.744647

    		0.4 ms

  





  

    		2023-05-03 17:09:03.905936

    		-1.3 ms

  





  

    		2023-05-03 18:09:06.535001

    		-1.7 ms

  





  

    		2023-05-03 19:09:09.639869

    		8.2 ms

  





  

    		2023-05-03 20:09:12.670762

    		-0.2 ms

  





  

    		2023-05-03 21:09:14.917458

    		0.4 ms

  





  

    		2023-05-03 22:09:17.778707

    		-1.7 ms

  





  

    		2023-05-03 23:09:20.726058

    		-5.7 ms

  





  

    		2023-05-04 00:09:23.458902

    		-2.0 ms

  





  

    		2023-05-04 01:09:25.721976

    		-2.2 ms

  





  

    		2023-05-04 02:09:28.828226

    		-1.7 ms

  





  

    		2023-05-04 03:09:32.072359

    		-1.8 ms

  





  

    		2023-05-04 04:09:34.781427

    		-2.8 ms

  





  

    		2023-05-04 05:09:36.349176

    		-0.8 ms

  





  

    		2023-05-04 06:09:39.892177

    		0.1 ms

  





  

    		2023-05-04 07:09:43.462734

    		1.9 ms

  





  

    		2023-05-04 08:09:45.502935

    		-5.1 ms

  





  

    		2023-05-04 09:09:47.123111

    		2.3 ms

  





  

    		2023-05-04 10:09:48.932732

    		2.0 ms

  





  

    		2023-05-04 11:09:50.783709

    		0.7 ms

  





  

    		2023-05-04 12:09:52.606656

    		1.2 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2023-05-03 14:32:23.694 UTC

    		102.132.133.9

    		Rob Brown (RB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-03 14:33:07.862 UTC

    		102.132.133.9

    		Rob Brown (RB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  



  

    		

    		94.191.136.113

    		Peter Sedin (PS) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  

  

    		2023-05-03 14:43:06.67 UTC

    		99.30.244.92

    		Johan Bolsenbroek (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-03 14:43:31.701 UTC

    		99.30.244.92

    		Johan Bolsenbroek (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  

  

    		2023-05-03 14:48:38.04 UTC

    		81.155.233.99

    		Alan Goslar (AG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-03 14:48:58.706 UTC

    		81.155.233.99

    		Alan Goslar (AG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  



  

    		

    		95.193.136.153

    		Zeth Nyström (ZN) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  

  

    		2023-05-03 16:26:01.957 UTC

    		87.92.247.247

    		Pekka Honkanen (PH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-03 16:26:17.254 UTC

    		87.92.247.247

    		Pekka Honkanen (PH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  



  

    		

    		176.10.207.134

    		Malin Lanneborn (ML) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.
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    		176.10.207.134

    		Malin Lanneborn (ML) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2023-04-21 16:20:00 UTC.

  








Digital Signature Documentation

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Overview

2.1 Digital Signatures

2.2 Cryptographic Hash Functions

2.3 Key-based digital signatures

2.4 Keyless digital signatures for durability

2.5 Verifiable timestamps using keyless signatures

3. How to Verify the Evidence Package

3.1 Extracting the Signature

3.2 Parsing the Signature

3.3 Checking the Document

3.4 Checking the Signature

3.5 Checking the Publication

3.6 Conclusion

4. Hash Functions

5. Extracting the Signing Time

6. Extending the TimeSignature

7. References

1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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